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1. Overall Description:

SA3 has agreed on a way how to document exception lists of not integrity / not confidentiality protected NAS and AS messages. 

While for UTRAN, the non-integrity protected RRC messages are listed in a specification managed by SA3 (i.e. TS 33.102 section 6.5), for E-UTRAN SA3 would like to ask to CT1 and RAN2 to maintain this explicit list of exceptions (including a documented reason) preferably in a separate clause of the specification. This is thought beneficial to avoid as much as possible inconsistency of this list if it had to be managed between two groups and to ensure the best visibility to SA3.

SA3's requirement is that all AS and NAS messages shall be protected unless there are specific reasons not to do so. 

These reasons may be (non-exclusive list): 

· because the message needs to be sent before the SMC activation.

· because the message is of broadcast type.

· because too much complexity would be involved.

SA3 would like to review such an exception list. 

SA3 would also like to note that we do not rule out partial message encryption, or mechanism with postponed integrity verification.

2. Actions:

To RAN2 and CT1:

ACTIONS: SA3 kindly asks CT1 and RAN2 to 

· To confirm that exception lists will be documented in TS 24.301, respectively TS 36.331 or other specifications.

· To inform SA3 of the respective sections, such that a review can take place at SA3#52.

3. Date of Next SA3 Meetings:

TSG-SA WG3 Meeting #52
23 - 27 June 2008   
Sophia Antipolis

TSG-SA WG3 Meeting #53
13 - 17 October 2008   
TBD
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