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5
PDCP procedures

5.1
Maintenance of PDCP sequence numbers
5.1.1
Reception of a PDCP PDU including a PDCP SN field from lower layers

5.1.1.1
Behaviour for DRBs

Every PDCP SDU is associated with a COUNT value that is composed by a PDCP sequence number and the HFN as specified in subclause 6.3.5.

Editors note: 
There might be a need to discuss terminology to distinguish unicast bearers from broadcast bearers where the PDCP entity is located in the MBMS Gateway.

At reception from lower layers of a PDCP Data PDU containing a PDCP SN field, the UE shall:
-
if the DRB is mapped on RLC UM; or if the DRB is mapped on RLC AM and the timer Flush_Timer is not running:
-
if the PDCP Sequence Number contained in the PDCP SN field is less than the variable Next_PDCP_RX_SN: [editors note: indentation changed]
-
increment the variable RX_HFN by one; [editors note: indentation changed]
-
decipher the PDCP PDU using COUNT based on the value of the variable RX_HFN and the value of the PDCP Sequence Number contained in the SN field of the PDCP PDU header; [editors note: indentation changed]
-
if the DRB is mapped on RLC AM, set variable Last_Submitted_PDCP_RX_SN to the received PDCP Sequence Number;
-
set the variable Next_PDCP_RX_SN to the received PDCP Sequence Number + 1; [editors note: indentation changed]
-
if the variable Next_PDCP_RX_SN is larger than Maximum_PDCP_SN: [editors note: indentation changed]
-
set the variable Next_PDCP_RX_SN to 0; [editors note: indentation changed]
-
increment the variable RX_HFN by one. [editors note: indentation changed]
5.1.1.2
Behaviour for SRBs

Every PDCP SDU is associated with a COUNT value that is composed by a PDCP sequence number and the HFN as specified in subclause 6.3.5.

At reception of a PDCP PDU from lower layers the UE shall:

-
if the PDCP Sequence Number contained in the PDCP SN field is less than the variable Next_PDCP_RX_SN:

-
decipher and verify the integrity of the PDU (if applicable) using COUNT based on the value of the variable RX_HFN + 1 and the value of the PDCP Sequence Number contained in the SN field of the PDCP PDU header.

-
else

-
decipher and verify the integrity of the PDU (if applicable) using COUNT based on the current value of the variable RX_HFN and the value of the PDCP Sequence Number contained in the PDCP SN field of the PDCP PDU header.

-
if integrity protection is applicable and the integrity check is passed successfully; or

-
if integrity protection is not applicable:

-
if the PDCP Sequence Number is less than the variable Next_PDCP_RX_SN:

-
increment the variable RX_HFN by one;

-
set the variable Next_PDCP_RX_SN to the received PDCP Sequence Number + 1;

-
if the variable Next_PDCP_RX_SN is larger than Maximum_PDCP_SN:

-
set the variable Next_PDCP_RX_SN to 0;

-
increment the variable RX_HFN by one.

5.1.2
Reception of a PDCP SDU from upper layers

At reception of a PDCP SDU from upper layers the UE shall:

-
associate the PDCP Sequence Number corresponding to Next_PDCP_TX_SN to this PDCP SDU;

-
if the discard function is configured by upper layers for this PDCP entity start the timer Discard_Timer associated with this PDCP SDU;

-
perform header compression of the SDU (if configured);
-
perform integrity protection of the PDU (if activated) and ciphering using the COUNT based on the value of the variable TX_HFN and the PDCP Sequence Number associated to this PDCP SDU;

-
increment the variable Next_PDCP_TX_SN by one;

-
if the variable Next_PDCP_TX_SN is larger than Maximum_PDCP_SN:

-
set the variable Next_PDCP_TX_SN to 0;

-
increment the variable TX_HFN by one.
*********************** next modified section **************************

5.5
PDCP Behaviour at Handover
5.5.1
DRBs mapped on RLC AM

5.5.1.1
Actions at handover

When upper layers indicate that a handover has occurred, for radio bearers that are mapped on RLC AM, the UE shall:

-
start the Flush_Timer;
-
perform actions as specified in 5.5.1.2.1 , using the security algorithm and parameters in use prior to handover for PDCP PDUs, if any, that are received from lower layers due to the reset of the lower layers and for which in-sequence delivery is not guaranteed.;



-
if the radio bearer is configured by upper layers to send a PDCP status report, compile a status report as indicated below and submit it to lower layers as the first PDCP PDU for the transmission, by:

-
setting the FMS field to the PDCP Sequence Number of the first missing PDCP SDU;

-
allocating a Bitmap field of length in bits equal to the number of PDCP Sequence Numbers between the last out-of-sequence and the first missing PDCP PDUs, rounded up to the next multiple of 8;

-
setting as ‘0’ in the corresponding position in the bitmap field all PDCP SDUs that have not been received as indicated by lower layers and optionally, PDCP PDUs for which decompression has failed;

-
indicating in the bitmap field as ‘1’ all other PDCP SDUs.

-
reset the header compression protocol in the transmitting and receiving sides of the PDCP entity;

-
perform in-order delivery and duplicate elimination in the downlink as specified in subclause 5.5.1.2.1, using the security algorithm and parametersin use after handover, until the reordering function is finished as indicated in 5.5.1.2.2;

-
perform re-transmission of PDCP SDUs in the uplink as specified in subclause 5.5.1.3.

5.5.1.2
In-order delivery and duplicate elimination function in the downlink

5.5.1.2.1
Activation and procedure

When a PDCP PDU associated with a PDCP Sequence Number is received from lower layers the UE shall:

-
if received PDCP Sequence Number – Last_Submitted_PDCP_RX_SN > Reordering_Window or 0 <= Last_Submitted_PDCP_RX_SN – received PDCP Sequence Number < Reordering_Window:
· -
if received PDCP Sequence Number > Next_PDCP_RX_SN:
-
decipher the PDCP PDU according to 5.3, using COUNT based on the value of the variable RX_HFN - 1 and the value of the PDCP Sequence Number contained in the SN field of the PDCP PDU header;
· -
else
-
decipher the PDCP PDU according to 5.3, using COUNT based on the value of the variable RX_HFN and the value of the PDCP Sequence Number contained in the SN field of the PDCP PDU header;

· -
perform header decompression, if configured as specified in 5.2.5;
-
discard this PDCP SDU;

-
else if Next_PDCP_RX_SN – received PDCP Sequence Number > Reordering_Window:

-
increment the variable RX_HFN by one;

-
use the COUNT based on the value of the variable RX_HFN and the received PDCP Sequence Number contained in the PDCP SN field for deciphering the PDCP PDU;

-
set the variable Next_PDCP_RX_SN to received PDCP Sequence Number + 1;

-
else if received PDCP Sequence Number – Next_PDCP_RX_SN > Reordering_Window:

-
use the COUNT based on the value RX_HFN – 1 and the received PDCP Sequence Number contained in the PDCP SN field for deciphering the PDCP PDU;

-
else if received PDCP Sequence Number >= Next_PDCP_RX_SN:

-
use the COUNT based on the value of the variable RX_HFN and the received PDCP Sequence Number contained in the PDCP SN field for deciphering the PDCP PDU;

-
set the variable Next_PDCP_RX_SN to received PDCP Sequence Number + 1;

-
if the variable Next_PDCP_RX_SN is larger than the Maximum_PDCP_SN:

-
set the variable Next_PDCP_RX_SN to 0;

-
increment the variable RX_HFN by one;

-
else if received PDCP Sequence Number < Next_PDCP_RX_SN:

-
use the COUNT based on the value of the variable RX_HFN and the received PDCP Sequence Number contained in the PDCP SN field for deciphering the PDCP PDU;

- 
if the PDCP PDU has not been discarded in the above:

-
perform header decompression and deciphering as indicated in subclauses 5.2 and 5.3 for PDCP PDUs received from lower layers. 

-
if a PDCP SDU with the same PDCP Sequence Number is stored:

-
discard this PDCP SDU;

-
else:

-
store the PDCP SDU for later delivery;

-
if the PDCP SDU having the PDCP Sequence Number of its associated COUNT value equal to (Last_Submitted_PDCP_RX_SN + 1) modulo 4096 is stored:
-
submit, in ascending order of the associated COUNT value, that PDCP SDU and all stored PDCP SDUs if any, with consecutive associated COUNT values to upper layers;




-
set the variable Last_Submitted_PDCP_RX_SN to the PDCP Sequence Number of the last PDCP SDU delivered to upper layers
5.5.1.2.2
Stop of the reordering function

If the timer Flush_Timer expires the UE shall:

-
deactivate the in-order delivery and duplicate elimination function in the downlink.


When the in-order delivery and duplicate elimination function in the downlink is deactivated, the UE shall:

-
deliver all stored PDCP SDUs in ascending order of the associated COUNT value to upper layers;

-
set the variable Last_Submitted_PDCP_RX_SN to the SN of the last PDCP SDU that was delivered to the upper layers;



5.5.1.3
Re-transmission of PDCP SDUs in the uplink

When upper layers indicate that a handover has occurred, for radio bearers that are mapped on RLC AM the UE shall:

-
re-transmit all uplink PDCP SDUs starting from the first PDCP SDU for which the successful delivery of the corresponding PDCP PDU has not been confirmed by lower layers;

-
perform header compression if applicable and ciphering as specified in subclauses 5.2 and 5.3. on the PDCP SDUs.

5.5.1.4
Reception of a PDCP status report in the downlink

When a PDCP status report is received in the downlink, for radio bearers that are mapped on RLC AM the UE shall:

-
for each PDCP SDU with the bit in the bitmap set to '1' the corresponding PDCP PDU and PDCP SDU are discarded. If the corresponding PDCP PDU has already been submitted to lower layers the discard is indicated to lower layers.

5.5.2
DRBs mapped on RLC UM

5.5.2.1
Actions at handover

When upper layers indicate that a handover has occurred, for DRBs mapped on RLC UM the UE shall:

-
perform maintenance of PDCP sequence numbers, header decompression and deciphering as indicated in subclauses 5.1.1.1, 5.2 and 5.3 for PDCP PDUs received from lower layers:

-
reset the header compression and de-compression protocol;

-
set the variables Next_PDCP_TX_SN, Next_PDCP_RX_SN, TX_HFN and RX_HFN to 0.

5.5.3
SRBs

5.5.3.1
Actions at handover

When upper layers indicate that a handover has occurred, for SRBs the UE shall:

-
set the variables Next_PDCP_TX_SN, Next_PDCP_RX_SN, TX_HFN and RX_HFN to 0.

-
discard all stored PDCP SDUs and PDCP PDUs.

5.6
Header compression for MBMS (FFS if correct placeholder)
Editors note:
This procedure is not yet defined. There are no stage 2 agreements yet. Header compression is located in MBMS-GW. This section might be removed.
5.7
Handling of unknown, unforeseen and erroneous protocol data
Editors note:
The subsection on "Handling of unknown, unforeseen and erroneous protocol data" should be the last subsection of Section "PDCP procedures".
Editors note:
There is no clause defined at this point. FFS if anything related to security can be relevant here.
5.8
Initialisation of a PDCP entity

At initialisation of the PDCP entity the UE shall:
-
set the variables Next_PDCP_TX_SN and Next_PDCP_RX_SN to 0.

-
set the variables TX_HFN and RX_HFN to the values indicated by upper layers.
-
set the variable Last_Submitted_PDCP_RX_SN to 0.
5.9
PDCP discard
When the Discard_Timer expires for a PDCP SDU the UE shall discard the PDCP PDU along with the corresponding PDCP SDU. If the corresponding PDCP PDU has already been submitted to lower layers the discard is indicated to lower layers.

*********************** next modified section **************************

7
Variables, constants and timers
7.1
State variables
This sub clause describes the state variables used in PDCP entities in order to specify the PDCP protocol.
All state variables are non-negative integers.
The transmitting side of each PDCP entity shall maintain the following state variables:

a)
Next_PDCP_TX_SN

The variable Next_PDCP_TX_SN indicates the PDCP sequence number of the next PDCP SDU for a given PDCP entity. At establishment of the PDCP entity, the Next_PDCP_TX_SN is set to 0.

b)
TX_HFN

The variable TX_HFN indicates the HFN value for the generation of the COUNT value used for PDCP PDUs for a given PDCP entity. At establishment of the PDCP entity, the TX_HFN is set to the value indicated by upper layers.

The receiving side of each PDCP entity shall maintain the following state variables:

c)
Next_PDCP_RX_SN

The variable Next_PDCP_RX_SN indicates the next expected PDCP sequence number by the receiver for a given PDCP entity. At establishment of the PDCP entity, the Next_PDCP_RX_SN is set to 0.

d)
RX_HFN

The variable RX_HFN indicates the HFN value for the generation of the COUNT value used for the received PDCP PDUs for a given PDCP entity. At establishment of the PDCP entity, the RX_HFN is set to the value indicated by upper layers.

e) Last_Submitted_PDCP_RX_SN
For PDCP entities mapped on RLC AM the variable Last_Submitted_PDCP_RX_SN indicates the upper edge of the discard window. At establishment of the PDCP entity the variable Last_Submitted_PDCP_RX_SN is set to 4095.
7.2
Timers
The transmitting side of each PDCP entity for DRBs shall maintain the following timers:

a) Discard_Timer

The value of the timer is signalled by upper layers. In the transmitter, a new timer is started upon reception of an SDU from upper layer.

The receiving side of each PDCP entity, for DRBs that are mapped on RLC AM, shall maintain the following timers:

b) Flush_Timer

The value of the timer is signalled by upper layers. The timer is started when upper layers indicate that a handover has occurred.
7.3
Constants

a) Reordering_Window

Indicates the size of the reordering window. The size equals to 2048, i.e. half of the PDCP sequence number space, for radio bearers that are mapped on RLC AM.

b) Maximum_PDCP_SN is:

-
4095 if the PDCP entity is configured for the use of 12 bit sequence numbers 

-
127 if the PDCP entity is configured for the use of 7 bit sequence numbers

-
31 if the PDCP entity is configured for the use of 5 bit sequence numbers
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Treatment of BUFFER

The UE can remove a PDCP SDU from its retransmission buffer when the UE has received consecutive Acks for it.

Uplink transmissions 
If the UE receives a request for a PDCP SDU not in its transmitter buffer, it can ignore this part of the request

Downlink transmission

The UE is not allowed to indicate NACK for a PDCP SDU he already consequtively ACKed by RLC.

For PDCP SDU’s not consequetively RLC ACKed, it is up to UE implementation whether to report SDU for which decompression failed as ACK or NACK.

PDCP discard

There is one SDU Discard timer per PDCP SDU. This timer is located in the PDCP layer and is started when a packet is delivered by the higher layers.

When the discard timer expires, a PDCP SDU is discarded:  

we will discard PDCP SDU’s that have not been given to RLC yet

we will discard PDCP SDU’s given to RLC if they have not been allocated an RLC SN.

we will discard PDCP SDU’s in RLC that have already been given an RLC SN (FFS)

Reordering at Handover
UE PDCP re-ordering function should be based on the fact that when the UE receives a PDCP SDU from the target eNB, it can send to higher layers all PDCP SDUs with lower SNs including the just received PDCP SDU even though all PDCP PDUs with lower sequence number may not have been received.

The PDCP re-ordering function is always activated at handover for RLC-AM RB.  No re-ordering function is needed for RLC-UM RBs.

UE reordering is stopped once the SDU with the highest SN within the out of sequence SDUs received under the source eNB is delivered to higher layer. UE reordering is also stopped if the UE receives SDU with SN higher than the highest SN of PDCP SDU stored in the reordering window.

In addition, a “flush” timer is used for the case where no new data are received and there are still gaps in the UE receiving buffer.   The timer is configured by RRC.

A window-based mechanism is needed for duplication detection

Ciphering

MAC-I is ciphered
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