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1 Introduction 

This document proposes to add the definition of a security control information element in section 6.3.3 of TS 36.331, in order to comply with a requirement from TS 33.abc. 

The objective is to echo in the AS SMC message to the UE the NAS Uplink Sequence Number of the NAS message that triggered this AS SMC message. 

2 Discussion
2.1 Reason for change

According to section 7.2.6.1 of [1], 

 “When the UE receives the AS SMC Command […], it shall use the NAS uplink sequence number of the NAS Service Request message that triggered the AS SMC as freshness parameter in the derivation of the KeNB.”

Additionally, according to [2]: 

“In principle the same argument applies as for the attach procedure, ie there are scenarios where the UE cannot be sure which Service Request message triggered the AS SMC.”

Hence there is a need that the NAS Sequence Number that was used to trigger the AS SMC be transferred from the MME to the eNB. Then, the eNB shall transfer this parameter to the UE as included in the security configuration in AS SMC message.

2.2 Summary of change

Define a new IE NASUplinkSequenceNumber in section 6.3.3 of TS 36.331 as part of the security configuration message (see detailed text proposal at the end of the document). 
2.3 Consequence if not approved 

Wrong KeNB key derivation in the UE in the case NAS uplink messages are lost or several copies of NAS SMC messages are lost, since the NAS SN is always incremented in case of NAS retransmissions.

3 Conclusion

It is proposed that RAN2 discusses the need of the IE  NASUplinkSequenceNumber in the security configuration as defined in this document, and includes the Text Proposal in TS 36.331 if agreeable. 
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----------------------------------- Text Proposal to TS 36.331 ---------------------------------------
6.3.3 Security control information elements
[…]
Start of change
–
NASUplinkSequenceNumber
The IE NASUplinkSequenceNumber is used %%

NASUplinkSequenceNumber information element

-- ASN1START

NASUplinkSequenceNumber ::=          SEQUENCE {

    -- Enter the IEs here.                                                                 FFS

}

-- ASN1STOP

	NASUplinkSequenceNumber field descriptions

	%fieldIdentifier%




[…]

–
SecurityConfiguration
The IE SecurityConfiguration is used to configure AS integrity protection (CP) and AS ciphering (CP and UP).

SecurityConfiguration information element
-- ASN1START

SecurityConfiguration ::=


SEQUENCE {


integrityProtAlgorithm



IntegrityProtAlgorithm,


cipheringAlgorithm




CipheringAlgorithm,

nasUplinkSequenceNumber            
 
NASUplinkSequenceNumber,

keyIndicator





KeyIndicator




OPTIONAL
-- Cond Handover

}

-- ASN1STOP

	SecurityConfiguration field descriptions

	integrityProtAlgorithm

Field description is FFS.

	cipheringAlgorithm

The same ciphering algorithm is assumed to be used for SRBs and DRBs

	nasUplinkSequenceNumber

The echoed NAS Uplink Sequence Number of the NAS message that triggered the AS SMC message

	keyIndicator

Indicates whether the UE should use the keys associated with latest available Kasme (details FFS).







































































































































































































































































