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1. Introduction

During the last meeting cycle, RAN2 agreed to use PDCCH to activate semi persistent scheduling (SPS) and RAN1 agreed to use a 16-bit CRC on all PDCCH formats. In this contribution we access the consequences of false positive SPS grants. 
2. False alarm SPS grant

Below we share an initial analysis of the consequences of a false positive SPS PDCCH command. This is assuming a 16-bit PDCCH CRC as agreed at RAN1#52. If we were to adopt a scheme that relies on CRC to distinguish SPS from dynamic as discussed on the RAN2 reflector [1], false alarms would be more frequent.

2.1.1. Uplink

If UE has empty buffer and has a UL grant it sends an empty BSR. We may agree that this implicitly releases the resources at the UE. The UE will stop using the false resource in subsequent new SPS occasions. 

If UE has data it will transmit it on PUSCH on the false resource and will keep transmitting new data on PUSCH every SPS interval. When UE has no more data, at the earliest at end of talk spurt or later if there are non VoIP bearers it sends an empty BSR. We may agree that this implicitly releases the resources at the UE.

The eNB does not know about the UE performing UL PUSCH transmissions in response to a false positive SPS grant. The eNB does not decode the data from that UE, hence all the UL traffic from that UE is lost until UE stops using that resource. Detecting and stopping the jamming UE at the eNB would be a major undertaking – if even feasible.
UE transmits on PUSCH using some random RB location and bandwidth found in the false positive grant, which subjects the eNB to UL interferences. With 50% probability UE jams more than half the bandwidth of the system since the Resource Allocation field is random. The UE is looking for Ack/Nak in the location corresponding to the (false positive) UL Resource Allocation. The eNB is not transmitting anything for that UE there and the UE will decode pretty random Ack/Nak. When Nak is received UE performs a synchronous non adaptive retransmission. When Ack is received UE is suspended until the next SPS occasion, and the MAC may assume the TB went through. Bearers using RLC UM cannot detect something is wrong. Bearers using RLC AM may find that STATUS is reporting a worrying number of missing RLC PDUs. However if only VoIP uses the SPS grant the UE cannot detect the false positive.

2.1.2. Downlink

Upon receiving a false DL SPS grant the UE tries to decode on some random PDSCH locations. The CRC of PDSCH will pass with probability about 2^-24 and then the UE will not Ack. If ever the UE Acks it will interfere with other UL traffic. When the UE Naks, it is DTXed when SPS is configured so that is not a problem. The UE wastes battery decoding PUSCH where it will never receive any data.
2.1.3. Time between false positive grants
Let us assume that among all PDCCH commands sent half are for UL grants, therefore we assume when PDCCH CRC passes it is a UL grant with probability ½. 

The CRC is 16bits. If PDCCH bits are random, on average there is a false positive after 2^16 CRC checks.

In the worst case DRX is not used. UE decodes PDCCH 1000 times per second and performs 40 blind decodes, hence 40 CRC checks per subframe.

The average time between false positive PDCCH grants is 2^16 / (1000  *40) = 1.6s

Every other PDCCH is a UL grant, hence the average time between false positive UL (or DL) PDCCH grants is 2^16 / (1000  *40) *2 = 3.2s

If DRX is used, 1 subframe per 20ms is the absolute minimum on duration. If there are a few HARQ transmissions per TB, 4 subframes every 20ms seems a reasonable on duration. If the UE looks for PDCCH only in 4 out of 20 subframes the average time between false positive UL PDCCH grants is 2^16 / (1000  *40) * 2 * 20/4 = 16s

If voice activity factor is ½ and UE is only doing VoIP, on average every 32s part of  UL talk spurt is lost because it is sent on a UL resource corresponding to a false positive PDCCH grant. (The other false positive occurs during a silence period and does not lead to lost voice but creates UL interference when UE transmits empty BSR).
With 50+ SPS UEs in a cell eNB may be subject to constant interference on the whole UL bandwidth due to UEs using semi persistent false grants.

We are concerned by the above problem. A straightforward solution is to use MAC PDU to activate SPS. We note that the problem is serious even if the discrimination of SPS and dynamic does not rely on extra C-RNTI or scrambling.

3. Conclusion

We analyzed the consequences of false positive SPS grants. We estimated that on average a VoIP UE configured with SPS will interfere with UL-SCH and lose part of a talk spurt every 32 seconds. If SPS is configured for several UEs we concluded that the UL may be subject to constant interference. A more robust mechanism is required to activate SPS
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