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Discussion and Decision
1.
Discussion
Security key change via intra cell eNB handover needs to be supported. The UE is not aware if the handover involves a change of eNB. In case new keys are available in the UE, it should be differentiate between:

· HOs triggered because of radio condition where the new keys are not available in eNB and in which case the UE should keep using the old keys; and 

· Intra cell HOs triggered for security key change where indeed the new keys have to be used by the UE.
In order to do so, it has been decided to introduce a KeyIndicator IE in the Security control information elements.

It is currently FSS whether having a KeyIndicator of only one bit is sufficient or whether the KSI needs to be transmitted.
We believe that having a one bit only KeyIndicator is sufficient and simpler. So far, no ambiguities have been identified from use of one bit indicator.

A draft TP is included below going in this direction.
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5.3.1.2
Security

AS security comprises of the integrity protection of RRC signalling as well as the encryption of RRC signalling and user data. RRC handles the integrity protection configuration, which is common for signalling radio bearers SRB1 and SRB2. RRC also handles the ciphering configuration, which is common for all radio bearers, i.e. the configuration is used for the radio bearers carrying signalling (SRB1, SRB2) as well as for those carrying user data (DRBs). 

RRC integrity and ciphering are always activated together, i.e. in one message/ procedure. RRC integrity and ciphering are never de-activated. However, it is possible to switch to a ‘dummy’ algorithm.

NOTE 1
Security is always activated although in some cases a ‘dummy algorithm’ and/ or ‘dummy keys’ may be used, e.g. in case of UICC-less emergency calls

NOTE 2
Lower layers discard RRC messages for which the integrity check has failed

The AS applies three different security keys: one for the integrity protection of RRC signalling, one for the encryption of RRC signalling and one for the encryption of user data. It is FFS whether or not the same key can be used for the encryption of RRC signalling and of user data. All three AS keys (in the following referred to as AS derived-keys) are derived from an AS base-key, which is eNB specific (KeNB).

Upon connection establishment new AS keys are derived. It is FFS which parameters are exchanged to facilitate the derivation of the new AS keys, e.g. the network provides a counter, the UE provide a random number

The integrity and ciphering of the RRC message used to perform handover is based on the security configuration used prior to the handover and is performed by the source eNB.

The integrity and ciphering algorithms can only be changed upon handover. The AS keys (both the base-key and the derived-keys) change upon every inter eNB handover. The change of AS keys upon intra eNB handover is optional. The AS keys are not changed for intra eNB handover triggered because of radio condition. An intra cell handover procedure is be used to change the keys in RRC_CONNECTED.


For each radio bearer an independent counter (COUNT) is used as input for ciphering. For SRBs, the same COUNT is used as input for integrity protection. Except for identical re-transmissions, it is not allowed to use the same COUNT value more than once for a given security key. In order to limit the signalling overhead, individual messages/ packets include a short sequence number (SN). In addition, an overflow counter mechanism is used: the hyper frame number (HFN). The HFN needs to be synchronized between the UE and the eNB. The eNB is responsible for avoiding reuse of the COUNT with the same RB identity and with the same AS base-key, e.g. due to the transfer of large volumes of data, release and establishment of new RBs. In order to avoid such re-use, the eNB may e.g. use different RB identities for successive RB establishments, trigger an intra cell handover or an RRC_CONNECTED to RRC_IDLE to RRC_CONNECTED transition.

NOTE 2
An example of identical retransmissions that may use the same counter as input is the case of 'quick repeat' of RRC messages. Details of the interaction between RRC and PDCP for this case are FFS.
-------------------------------------Next section----------------------------
6.3.3
Security control information elements

–
CipheringAlgorithm
The IE CipheringAlgorithm is used %%

CipheringAlgorithm information element
-- ASN1START

CipheringAlgorithm ::=



SEQUENCE {


-- Enter the IEs here.
















   FFS

}

-- ASN1STOP

	CipheringAlgorithm field descriptions

	%fieldIdentifier%




–
IntegrityProtAlgorithm
The IE IntegrityProtAlgorithm is used %%

IntegrityProtAlgorithm information element
-- ASN1START

IntegrityProtAlgorithm ::=


SEQUENCE {


-- Enter the IEs here.
















   FFS

}

-- ASN1STOP

	IntegrityProtAlgorithm field descriptions

	%fieldIdentifier%












	

	



–
SecurityConfiguration
The IE SecurityConfiguration is used to configure AS integrity protection (CP) and AS ciphering (CP and UP).

SecurityConfiguration information element
-- ASN1START

SecurityConfiguration ::=


SEQUENCE {


integrityProtAlgorithm



IntegrityProtAlgorithm,


cipheringAlgorithm




CipheringAlgorithm,


newKeyIndicator





BOOLEAN




OPTIONAL
-- Cond Handover

}

-- ASN1STOP

	SecurityConfiguration field descriptions

	integrityProtAlgorithm

Field description is FFS.

	cipheringAlgorithm

The same ciphering algorithm is assumed to be used for SRBs and DRBs

	newKeyIndicator

Indicates whether the UE should use the keys associated with latest available Kasme. TRUE means new keys have to be used. If absent in the SecurityConfiguration IE, the default value is FALSE.


	Conditional presence
	Explanation

	Handover
	The IE is mandatory default if the IE MobilityControlInfo is present in the message; otherwise the IE is not needed.
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