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Discussion and Decision
1. Introduction
In the LS on Authentication at RRC Connection Re-establishment [1], SA3 is giving the following actions to RAN2:

1) SA3 kindly asks RAN2 to take the above information into account 

2) SA3 kindly asks RAN2 to confirm the assumptions made by SA3 on the identity of the cell are correct and to indicate which cell identity form can be referenced in the TS 33.abc.
This short contribution aims at analysing the information given in the LS and also at providing element for the answer to SA3.
2. Discussion 

2.1 Analysis of the reply LS
Point#1 from SA3 LS:  Currently SA3 is discussing on the AS algorithm selection procedures and prefers that the target eNB can re-select the AS algorithms irrespective of what the source eNB algorithms were. So there is possibility that the target eNB may not support or use the same source eNB selected algorithms and needs to change algorithms during RLF with the RRC Connection Re-establishment.  
RLF aims at reducing service interruption in difficult radio conditions by avoiding going through idle. For simplicity, RAN2 took the decision not to support algorithm change during radio link failure. If the target doesn’t support or use the same algorithms as the source, for simplicity, E-UTRAN would reject the procedure which means that the UE would go to idle after which it may invoke the regular RRC connection establishment procedure.

RAN2 didn’t identify any security concerns relative to this. We should check with if SA3 see any security issue with not supporting algorithm change during RLF and how strongly they feel about it.
Point#2 from SA3 LS: SA3 understands that the MAC is pre-calculated in the source eNB, so it cannot be just the normal MAC calculated over RRC messages. But to at least protect the C-RNTI and the identity of the source cell which are used to identify the UE in the target cell, these should be input to the MAC calculation. A man-in-the-middle attacker could stop the re-establishment request and replay it in another cell. In order to prevent the man-in-the-middle attack, the identity of the target cell to be included as one of the input parameter to the MAC calculation. So that calculated MAC is unique per cell. The values of the other input parameters, e.g., radio-bearer ID, are not critical as long as they are known to UE and source eNB. The MAC is calculated using the RRC integrity protection key and algorithm agreed between the UE and the source eNB. The shoter MAC (around 16 bits) are generated by truncating to most/least significant bits.

The short MAC is to be calculated by re-using the RRC integrity protection algorithm and truncating the result. Input to the short MAC calculation should be C-RNTI, the identity of the source cell and the identity of the target cell.
As those input parameters are not the one that are going to be used for “normal” RRC message integrity protection, SA3/SAGE will need to adapt the algorithm wrt inputs, we should maybe also clarify to SA3 that also no SN will be carried in the RRC CONNECTION RE-ESTABLISHMENT REQUEST.
Point#3 from SA3 LS: SA3 would like to verify with RAN2 on the below assumptions. SA3 would prefer to include the identity of target cell as input to the KeNB* derivation to make the KeNB* unique per target cell. SA3 assumes that the identity of the cell is unique per cell within the operator domain or at least between neighbouring eNBs and also that the UE and the source eNB have the identity of the target cell(s) available during KeNB* derivation. SA3 would like to know whether PHY cell id or global cell id can be used and add a reference to TS 33.abc.

The UE doesn’t always know the global cell id at the time of the handover, therefore there is no other choice than using the physical cell id of the target cell. However RAN2 can not fully guarantee that this identity is unique per cell within the operator domain or between neighboring eNBs, because it could be envisaged to reuse the same physical cell id for two different frequency carriers.
2.2
Relative discussion on PDCP handling during RLF
The detail of PDCP layer behavior during a RLF is still FFS according to our understanding, i.e. the handling of the PDCP COUNT needs to be looked at.
When the target cell is different than the source cell, the most straight forward behavior would be to use re-use the one during handover, i.e. COUNT reset for SRB and DRB mapped on RLC-UM and COUNT maintained for DRB using RLC-AM.
But when the target cell ends up being the same as the source cell, then the two following options could be foreseen:

1. Uniform handling in the UE irrespective of whether the recovery was in same cell or different cell.  This implies that we would need to treat it as a handover and then for some RBs, the COUNTs will be reset even in the same cell. Then, we should check with SA3 whether it aligned with what is going to be done for the Key derivation. Even remaining under the same cell, a new key will need to be derived from the old one, as we have to avoid reusing the same COUNT value twice for the same key.

2. Assumes that as the UE is back under the same cell, the COUNTs are maintained for all RBs and RoHC is not re-established. But then there would be two different behaviors depending on whether the reselected cell is the same cell or not. Since RLF in a cell might be more common – especially in the initial roll out of LTE, it might also be more efficient if PDCP is not reset. In that case, RAN2 should discuss and decide whether this can be the default behavior for RLF recovery in the same cell or some indication in the reconfiguration is necessary to indicate whether lower layers are reset or not.
For simplicity and efficiency, it is proposed to not reset PDCP for RLF recovery in the same cell (COUNT maintained and ROHC not re-established) and to follow the normal behavior during HO for COUNTs in case of a RLF in a different cell.
3. Proposal
We propose to reply to SA3 taking the elements in section 2.1 into account.

Use same PDCP COUNT handling as in HO also for RLF recovery in a different cell.  For RLF in the same cell, the COUNTs are continued from before RLF and RoHC is not re-established.
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