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5
PDCP procedures

5.1
Maintenance of PDCP sequence numbers

5.1.1
Reception of a PDCP PDU including a PDCP SN field from lower layers

5.1.1.1
Behaviour for DRBs

Every PDCP SDU is associated with a COUNT value that is composed by a PDCP sequence number and the HFN as specified in subclause 6.3.5. 

Editors note: There might be a need to discuss terminology to distinguish unicast bearers from broadcast bearers where the PDCP entity is located in the MBMS Gateway

At reception from lower layers of a PDCP Data PDU containing a PDCP SN field, the UE shall:

-
if the PDCP Sequence Number contained in the PDCP SN field is less than the variable Next_PDCP_RX_SN:

-
increment the variable RX_HFN by one;

-
decipher the PDCP PDU using COUNT based on the value of the variable RX_HFN and the value of the PDCP Sequence Number contained in the SN field of the PDCP PDU header;

-
set the variable Next_PDCP_RX_SN to the received PDCP Sequence Number + 1;

-
if the variable Next_PDCP_RX_SN is larger than Maximum_PDCP_SN:

-
set the variable Next_PDCP_RX_SN to 0;

-
increment the variable RX_HFN by one.
5.1.1.2
Behaviour for SRBs

Every PDCP SDU is associated with a COUNT value that is composed by a PDCP sequence number and the HFN as specified in subclause 6.3.5. 

At reception of a PDCP PDU from lower layers the UE shall: 

-
if the PDCP Sequence Number contained in the PDCP SN field is less than the variable Next_PDCP_RX_SN:

-
decipher and verify the integrity of the PDU (if applicable) using COUNT based on the value of the variable RX_HFN + 1 and the value of the PDCP Sequence Number contained in the SN field of the PDCP PDU header.

-
else

-
decipher and verify the integrity of the PDU (if applicable) using COUNT based on the current value of the variable RX_HFN and the value of the PDCP Sequence Number contained in the PDCP SN field of the PDCP PDU header.

-
if integrity protection is applicable and the integrity check is passed successfully; or

-
if integrity protection is not applicable:

-
if the PDCP Sequence Number is less than the variable Next_PDCP_RX_SN:

-
increment the variable RX_HFN by one;

-
set the variable Next_PDCP_RX_SN to the received PDCP Sequence Number + 1;

-
if the variable Next_PDCP_RX_SN is larger than Maximum_PDCP_SN:

-
set the variable Next_PDCP_RX_SN to 0;

-
increment the variable RX_HFN by one.
5.1.2
Reception of a PDCP SDU from upper layers

At reception of a PDCP SDU from upper layers the UE shall:

-
associate the PDCP Sequence Number corresponding to Next_PDCP_TX_SN to this PDCP SDU;

-
if the discard function is configured by upper layers for this PDCP entity start the timer Discard_Timer associated with this PDCP SDU;

-
perform header compression of the SDU (if configured)

-
perform integrity protection of the PDU (if activated) and ciphering using the COUNT based on the value of the variable TX_HFN and the PDCP Sequence Number associated to this PDCP SDU;

-
increment the variable Next_PDCP_TX_SN by one;

-
if the variable Next_PDCP_TX_SN is larger than Maximum_PDCP_SN:

-
set the variable Next_PDCP_TX_SN to 0;

-
increment the variable TX_HFN by one;
5.1.x
Actions at Handover
For each PDCP SDU which is not discard and previously received from upper layers, in the order of increasing PDCP sequence Number, UE shall:

-
reassociate the PDCP Sequence Number corresponding to Next_PDCP_TX_SN to this PDCP SDU;

-
perform header compression of the SDU (if configured)

-
perform integrity protection of the PDU (if activated) and ciphering using the COUNT based on the value of the variable TX_HFN and the PDCP Sequence Number associated to this PDCP SDU;

-
increment the variable Next_PDCP_TX_SN by one;

-
if the variable Next_PDCP_TX_SN is larger than Maximum_PDCP_SN:

-
set the variable Next_PDCP_TX_SN to 0;

-
increment the variable TX_HFN by one;
***************************NEXT SECTION******************************************************
5.5.2
DRBs mapped on RLC UM

5.5.2.1
Actions at handover

When upper layers indicate that a handover has occurred, for DRBs mapped on RLC UM the UE shall:

-
perform maintenance of PDCP sequence numbers, header decompression and deciphering as indicated in subclauses 5.1.1.1, 5.2 and 5.3 for PDCP PDUs received from lower layers:
-
reset the header compression and de-compression protocol;

-
set the variables Next_PDCP_TX_SN, Next_PDCP_RX_SN, TX_HFN and RX_HFN to 0;
-
for the PDCP SDUs which are not discarded, perform maintenance of PDCP sequence numbers as indicated in subclauses 5.1.x.
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