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1 Discussion
In S3-080229 SA3 is asking if RAN2 sees any problems with relying on the sequence number of the initial NAS message in order to derive the key.

In C1-080574 CT1 identifies a problem in case the initial NAS message (e.g. Service Request, Attach Request) is transmitted on the same RRC connection but with a new sequence number (unclear yet if the sequence number is incremented in case of pure re-transmissions).

This paper aims at clarifying that this issue can easily be solved if all initial NAS messages re-transmissions (i.e. retransmission of initial NAS message performed by the NAS layer) are performed over a new RRC connection.

Performing the initial NAS re-transmission on a new RRC connection makes sense for other reasons as well. The NAS re-transmission timers will most likely be quite long, and if re-transmission need to occur on NAS layer this is most likely due to problems with the RRC or S1 connection. So it is most likely more robust to re-transmit the initial NAS message on a new RRC / S1 connection, than continue with re-transmission on a possibly faulty connection. The old RRC/S1 context will anyway be released once the MME sees that the UE is connecting through a new S1 connection. 

In case the initial NAS message is re-transmitted on a new RRC / S1 connection it will be clear which initial NAS message triggered the AS security setup. Given that re-transmissions of initial NAS message in the same cell will most likely be rare (both RRC and S1 is reliable) the extra cost associated with creating a new RRC connection (e.g. RACH transmissions, RRC connection setup) are assumed to be negligible. Complexity wise this approach is also simpler since it avoids the problem that NAS layer replies corresponding to the first transmission are interpreted as belonging to the second transmission.
2 Proposal

It is proposed to agree on the principle that re-transmissions of initial NAS messages should be performed on a new RRC connection.

If this is agreed it is proposed to send a response LS back to CT1 and SA3 to clarify that RAN2 assumes any re-transmission of initial NAS messages are performed on a new RRC connection which will among other things make it possible in the UE to link an Initial NAS message with a subsequent RRC Security Mode Command.
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