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1 Introduction:

The Inter RAT handover to E-UTRAN is not very clear from the security perspective in RAN2. Recently SA3 made some decisions in this area. In this document we discuss a couple of aspects in inter RAT handover procedure to E-UTRAN related to the recent decisions in SA3.
2 Inter RAT HO from GERAN/ UTRAN to E-UTRAN:
The salient points of the way forward in SA3 are:
1. SGSN shall transfer CK || IK to MME in the relocation request message. MME and UE shall derive K'ASME from CK || IK with the help of a one-way key derivation function KDF.

2. MME and UE shall derive the NAS keys and KeNB from K'ASME.

3. To generate KeNB, MME shall generate a random number and use it with K'ASME to derive KeNB. MME shall distribute the KeNB to the eNB in HO Request message. The random number is sent from the MME to the UE via the SGSN and RNC in a chain of messages during HO and the UE shall use it with K'ASME to derive KeNB.
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3 Discussion:

There could be two ways to send the random number generated by the MME to the UE:

i) As depicted in the above diagram, the MME could give it to the SGSN, SGSN gives it to the SRNC and SRNC sends the random number to the UE in the Handover from UTRAN command. This HO command contains the RRC RECONFIGURATION message from the target eNB. The random number will be contained in the same HO command but as a separate IE.
ii) In another approach, the MME generates the random number, derives the KeNB using this number and sends both the random number and the KeNB to the target eNB. Target eNB packs the random number in the RRC CONNECTION RECONFIGURATION and sends this to the MME in the Handover Request Acknowledgement. UE will receive the RRC CONNECTION RECONFIGURATION message embedded in the Handover from UMTS command. 
Either approach is possible, however, the approach ii) is more aligned to the ‘traditional’ way where the information sent from the target RAT are put in a single RAT message IE inside the Handover from UTRAN Command.

Proposal 1: We should recommend approach ii) to SA3, wherein the MME sends both the random number and the KeNB to the target eNB.
4 Random number placement
As the Random number received from the MME would be used by the UE to derive the KeNB from the K’ASME, it shall be placed in the IE Security Configuration as part of the security information.
Proposal 2: The random number received from the MME would be included in the IE Security Configuration in the message RRC CONNECTION RECONFIGURATION.

5 Conclusion:
We propose RAN2 to consider the following proposals:

Proposal 1: We should recommend approach ii) to SA3, wherein the MME sends both the random number and the KeNB to the target eNB.

Proposal 2: The random number received from the MME would be included in the IE Security Configuration in the message RRC CONNECTION RECONFIGURATION.
6 References:
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<Proposed Text Change >

5.4.2
Handover to E-UTRA

5.4.2.1
General

Editor's note:
It may be desirable to avoid, to some extend, duplication of specification for parts that are common for the regular RRC connection reconfiguration procedure and the inter RAT handover case.
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Figure 5.4.2.1-1: Handover to E-UTRA, successful

The purpose of this procedure is to, under the control of the network, transfer a connection between the UE and another Radio Access Network (e.g. GERAN or UTRAN) to E-UTRAN.

The handover to E-UTRA procedure applies when signalling radio bearers are established, possibly in combination with (EPS) bearers. In case only signalling radio bearers are established, it is FFS if the default EPS bearer is established during handover. It is FFS if handover to E-UTRAN may be initiated while security is not activated in the other RAT.

5.4.2.2
Initiation

The RAN using another RAT initiates the Handover to E-UTRA procedure, in accordance with the specifications applicable for the other RAT, by sending the RRC CONNECTION RECONFIGURATION via the radio access technology from which the inter-RAT handover is performed. This message shall contain the RANDOM number which is generated by MME and signalled to the target eNB.
<Next Section>

6.3.3
Security control information elements

	SecurityConfiguration field descriptions

	integrityProtAlgorithm

Field description is FFS.

	cipheringAlgorithm

The same ciphering algorithm is assumed to be used for SRBs and DRBs

	keyIndicator

Indicates whether the UE should use the keys associated with latest available Kasme (details FFS).

	Random Number

This is received from MME along with the KeNB during Handover to E-UTRA procedure.
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