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1. Introduction

Currently, it is FFS whether integrity protection is applied for RRC CONNECTION RE-ESTABLISHMENT message, or not. This document discusses this issue and proposes to apply integrity protection to RRC CONNECTION RE-ESTABLISHMENT message. 
2. Discussion
In order to decide PDCP behaviour for RRC connection re-establishment procedure, first discussion point is whether RRC CONNECTION SETUP message and RRC CONNECTION RE-ESTABLISHMENT message are still CCCH, or not. These two messages were defined as CCCH, since UE ID was included in the RRC message. However, it was agreed that UE ID is moved to MAC. Therefore, we do not see any reason to specify these two messages as CCCH. Therefore, RRC CONNECTION SETUP message and RRC CONNECTION RE-ESTABLISHMENT message should be defined as DCCH.
Proposal 1: RRC CONNECTION SETUP message and RRC CONNECTION RE-ESTABLISHMENT message should be defined as DCCH
Next point is whether RRC CONNECTION RE-ESTABLISHMENT message should be integrity protected or not. It is beneficial to apply integrity protection to RRC CONNECTION RE-ESTABLISHMENT message, since UE can check network validity at this point. One concern is whether the behaviour leads additional complexity, since UE also needs to care RRC CONNECTION RE-ESTABLISHMENT REJECT message which can not be integrity protected. In RRC connection establishment procedure, eNB allows to transmit RRC message, e.g. RRC CONNECTION RECONFIGURATION message to configure measurement report, to UE between RRC CONNECTION SETUP message and SECURITY MODE COMMAND as stated in [1]. Therefore, UE RRC/PDCP needs to support function to treat both message using integrity protection and message not using integrity protection at least for SRB1. We think to have same functionality for SRB0 (i.e. for RRC connection re-establishment procedure) does not lead additional complexity. We propose following behaviour. 
PDCP

· When SRB1 is established, PDCP for DL SRB0 is also activated. When radio link failure is detected, the PDCP for DL SRB0 is not deactivated
RRC CONNECTION RE-ESTABLISHMENT message:

· Integrity protection is applied
· PDCP passes a received message to RRC

· RRC asks PDCP to check MAC-I as same as Security Mode Command reception
RRC CONNECTION RE-ESTABLISHMENT REJECT message:
· Integrity protection is not applied

· PDCP passes a received message to RRC

· RRC terminates procedure
Proposal 2: RRC CONNECTION RE-ESTABLISHMENT message should be integrity protected
One point which we need to decide is how PDCP header should be for RRC CONNECTION RE-ESTABLISHMENT REJECT. In other words, whether no PDCP header should be applied, or dummy MAC-I is included should be decided. It was agreed to apply PDCP header including dummy MAC-I for the RRC message between RRC CONNECTION SETUP message and SECURITY MODE COMMAND based on [2]. Therefore, PDCP header should be applied for RRC CONNECTION RE-ESTABLISHMENT REJECT in order to have commonality with the RRC message between RRC CONNECTION SETUP message and SECURITY MODE COMMAND. This makes UE implementation simple.
Proposal 3: PDCP header should be applied for RRC CONNECTION RE-ESTABLISHMENT REJECT
3. Conclusion
This document discusses PDCP for RRC connection re-establishment procedure. We propose RAN2 agrees following two proposals.
Proposal 1: RRC CONNECTION SETUP message and RRC CONNECTION RE-ESTABLISHMENT message should be defined as DCCH
Proposal 2: RRC CONNECTION RE-ESTABLISHMENT message should be integrity protected
Proposal 3: PDCP header should be applied for RRC CONNECTION RE-ESTABLISHMENT REJECT
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