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Introduction

This contribution proposes text to:
Include the case of integrity verification failure of the SMC itself into the general logic of the AS security activation procedure.

1. 
2. 
Also: minor editorial.

2 Proposed changes in 36.331
5.3.4.2
Initiation

E-UTRAN initiates the security mode command procedure to a UE in RRC_CONNECTED. Moreover, E-UTRAN applies the procedure as follows:

-
when only SRB1 is established, i.e. prior to establishment of SRB2 and/ or DRBs.
5.3.4.3
Reception of the SECURITY MODE COMMAND by the UE

The UE shall:
1>
request lower layers to verify the integrity protection of the SECURITY MODE COMMAND message;
1>
If the SECURITY MODE COMMAND message passes the integrity protection check and the UE successfully completes the initial setup of the security configuration:

Editors note
The conditions for success/ failure need to be clarified.
2>
set the contents of SECURITY MODE COMPLETE message as follows:
3>
Tbs

2>
configure lower layers to apply integrity protection using the indicated algorithm immediately, i.e. integrity protection shall be applied to all subsequent messages received and sent by the UE, including the message used to indicate the successful completion of the procedure;

2>
configure lower layers to apply ciphering using the indicated algorithm after completing the procedure, i.e. ciphering shall be applied to all subsequent messages received and sent by the UE, except for the message used to indicate the completion of the procedure which is sent unciphered;

2> submit the SECURITY MODE COMPLETE message to lower layers for transmission, upon which the procedure ends.

1>
else:
2>
set the contents of SECURITY MODE FAILURE message as follows:
3>
Tbs

2>
continue using the configuration used prior to the reception of the SECURITY MODE COMMAND message, i.e. neither apply integrity protection nor ciphering.
2> submit the SECURITY MODE FAILURE message to lower layers for transmission, upon which the procedure ends.

3 References

R2-07xxxx CR 001r1 to 36331-800-v05.doc, Radio Resource Control (RRC); Protocol Specification (Release 8)
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