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Introduction

This contribution proposes clarifications for the security functions, as follows:

1. Section 5.2.3 ends with “after performing deciphering as explained in subclause 5.3”.  However the word “decipher” does not appear at all in the body of section 5.3.  Propose text to clarify that the term “ciphering function” refers to both ciphering and deciphering.

2. TS 36.300 Stage 2 states at the bottom of section 14.1:” In case of HFN desynchronisation in RRC_CONNECTED mode between the UE and eNB, the UE is pushed to IDLE.” To align stage 3 with stage 2, need text to state that if HFN desynchronization is detected, an indication is to be raised to the RRC (which needs to be involved in th push of the UE to IDLE.)

3. For the ciphering function, there is text indicating the value of the BEARER parameter but not of the DIRECTION parameter. Propose text for the DIRECTION parameter.

4. For the ciphering function, IBS is included in the list of parameters provided by the upper layers. In reality, the IBS is set to the data PDU (possible after header compression) on ciphering and is delivered by the lower layers at deciphering. IBS should be removed from the list of parameters provided by the upper layers.

5. Propose text to clarify that the term “integrity protection” refers to both integrity protection and integrity verification.

6. For the integrity protection function, there is text indicating the value of the BEARER parameter but not of the DIRECTION parameter. Propose text for the DIRECTION parameter.

7. For the integrity protection function, IBS is included in the list of parameters provided by the upper layers. In reality, the IBS is set to the data PDU (and PDCP header) or is delivered by the lower layers. Moreover, the input is not only the data but also the PDCP header.  IBS should be removed from the list of parameters provided by the upper layers. 
8. Section 6.3.4 states:  “The MAC-I field carries a message authentication code calculated as specified in subclause 5.4.”. But section 6.3.4. does not mention anything about computing MAC-I. Propose some clarifying text.
2 Proposed changes in 36.323

5.3
Ciphering and deciphering

The ciphering function includes both ciphering and deciphering and is performed in PDCP. For the control plane, the data unit that is ciphered is the data part of the PDCP PDU (see subclause 6.3.3) and the MAC-I (see subclause 6.3.4). For the user plane, the data unit that is ciphered is the data part of the PDCP PDU (see subclause 6.3.3); ciphering is not applicable to PDCP Control PDUs.

The ciphering algorithm and key to be used for PDCP entities associated with user plane radio bearers are the ones configured by upper layers at the moment that a PDCP PDU is received / transmitted [3] and the ciphering method shall be applied as specified in [6]. The ciphering algorithm and key to be used for PDCP entities associated with control plane radio bearers are the ones configured by upper layers for each received / transmitted PDCP PDU [3] and the ciphering method shall be applied as specified in [6].

The ciphering function is activated by upper layers [3]. After security activation, the ciphering function shall be applied to all PDCP PDUs subsequent to the PDU indicated by upper layers [3].
If  HFN desynchronization is detected following deciphering, an indication is provided to the RRC layer.
The parameters that are required by PDCP for ciphering are defined in [6] and are input to the ciphering algorithm. The parameters required by PDCP which are provided by upper layers [3] are listed below:

-
BEARER (defined as the radio bearer identifier in [5]. It will use the value RB identity –1 as in [3]);

-
DIRECTION (direction of the transmission: 0 for uplink, 1 for downlink);


-
CK (Ciphering Key).


Editors note:
 The exact list and name of the parameters are FFS.

Editors note: It is FFS how keys can be changed if necessary without transiting through idle mode.

5.4
Integrity Protection and Verification

The integrity protection function includes both integrity protection and integrity verification and is performed in PDCP for PDCP entities associated with control plane radio bearers. 

The integrity protection algorithm and key to be used for PDCP entities are the ones configured by upper layers for each received PDCP PDU [3] and the integrity protection method shall be applied as specified in [6].

The integrity protection function is activated by upper layers [3]. After security activation, the integrity protection function shall be applied to all PDUs including and subsequent to the PDU indicated by upper layers [3].

NOTE:
As the RRC message which activates the integrity protection function is itself integrity protected with the configuration included in this RRC message, this message needs first be decoded by RRC before the integrity protection verification could be performed for the PDU in which the message was received.

The parameters that are required by PDCP for integrity protection are defined in [6] and are input to the integrity protection algorithm. The parameters required by PDCP which are provided by upper layers [3] are listed below:

-
BEARER (defined as the radio bearer identifier in [6]. It will use the value RB identity –1 as in [3]);

-
DIRECTION (direction of the transmission: 0 for uplink, 1 for downlink);


-
IK (Integrity Protection Key).


At transmission, the UE computes the value of the MAC-I field and at reception it verifies the integrity of the PDCP PDU by calculating the X-MAC based on the input parameters as specified above. If the calculated X-MAC corresponds to the received MAC-I, integrity protection is verified successfully, otherwise the interaction with upper layers is FFS.

The data unit that is integrity protected is the unciphered data part of the PDU and the PDU header.
Editors note:
This procedure is not yet defined. There are no stage 2 agreements from which to derive the above. The exact list and name of the parameters are FFS.
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