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1 Introduction
In RAN2#60-bis meeting, one possible issue was raised on the contention resolution by the message 4 transmitted with a temporary-RNTI [1]. It was thought that the issue mostly stemmed from the fact that the current RRC specification only assumed the contention resolution over a single message type.

As indicated in [1], there are possibilities that the following scenarios will happen.
Case A)
The UE waiting for RRC CONNECTION SETUP receives RRC CONNECTION RE-ESTABLISHMENT.

Case B)
The UE waiting for RRC CONNECTION RE-ESTABLISHMENT receives RRC CONNECTION SETUP.

It is our view that the issue needs to be looked at taking into account not only RRC layer, but also other protocol layers. In this document we assume there are no differences up to RLC layer between RRC CONNECTION SETUP and RRC CONNECTION RE-ESTABLISHMENT (both on DL CCCH).

The focus of this document is to analyze the impact of having PDCP header related to the integrity protection only for the message 4 containing RRC CONNECTION RE-ESTABLISHMENT.
2 Discussion
In this document, we assume that the RRC CONNECTION RE-ESTABLISHMENT is integrity protected by PDCP for the following reasons.

· The equivalent message in WCDMA, the CELL UPDATE CONFIRM is integrity protected

· RRC CONNECTION RE-ESTABLISHMENT can indicate a security algorithm change, for which protection against “bid-down” attack would be necessary

· Offline discussion with other companies indicated this seems to be the case

It should be noted however that the latest agreement for PDCP is that PDCP is bypassed for CCCH, based on the discussion in the RAN2 #60-bis meeting [4]. The rest of this paper assumes instead that PDCP is used for CONNECTION RE-ESTABLISHMENT for the reasons above. Hence a PDCP header and MAC-I are used for that message. 
2.1 Case A

The following figure shows the PDCP PDU format for SRB. In the case A), it is assumed that the UE PDCP is running in a “transparent” mode and thus the whole PDCP PDU is delivered to the RRC layer.
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Figure 1: PDCP PDU for SRB (Figure 6.2.2.1 in [2])
The RRC layer then processes the packet assuming it is downlink CCCH message. It is very unlikely that the UE receives the correct “initial UE identity” in the PDCP packet. However it is likely that a PDCP PDU mis-decoded as a RRC message will cause a protocol error (invalid message type, invalid IE value…).
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Figure 2: RRC CONNECTION RE-ESTABLISHMENT mis-decoded as RRC CONNECTION SETUP
We think that this problem should be resolved in the RRC specification not as part of UE contention resolution handling. It is more appropriate that the RRC specification covers the general error handling principle that says that the UE shall ignore an invalid message received on DL CCCH.
Proposal: The RRC covers the general error handling for DL CCCH in which the UE ignores an invalid RRC message received
(This proposal itself does not seem to be a new one since this error handling is needed for a more fundamental reason, that is, to ensure the future extension of DL CCCH message. Our motivation in this document is to highlight another reason to have this error handling in RRC.)

2.2 Case B

In the case B, the UE should expect the security configuration change (i.e. security algorithm change) in the RRC CONNECTION RE-ESTABLISHMENT and this causes an interaction between RRC and PDCP before the integrity of the DL message can be checked [3]. Assuming the case that all the “R” bits and PDCP Sequence Number constructed by the ASN.1-coded RRC CONNECTION SETUP message happen to make sense from PDCP point of view, the bit stream from the second octet will be delivered to the RRC layer.
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Figure 3: RRC CONNECTION SETUP mis-decoded as RRC CONNECTION RE-ESTABLISHMENT
Again, it is very unlikely that the UE receives the correct initial UE identity (i.e. the combination of the old cell identity and the old C-RNTI). Additionally the integrity check over the message ensures that it almost never happens that the UE incorrectly considers the message is for the UE. It is however possible that the UE runs into a protocol error related to invalid message contents. 
The same approach as the case A can be taken for the case B here.  The RRC specification should cover this scenario in a general error handling for DL CCCH.
3 Conclusion

It has been shown that the issue raised in [1] can not be solved by the contention resolution handling by the UE replying on the message type received as proposed in the same document. This is because the UE can not know the message type if the other message type than the expected one is received over the air.
It is therefore proposed to resolve the issue in the RRC specification by adding a general error handling for DL CCCH, where it is specified that the UE shall ignore the message if it encountered a protocol error.
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