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1. Introduction

This document has only editorial changes compared to R2-080328.

PDCP bearers mapped onto RLC-AM enable selective retransmission of downlink data with ordered delivery thanks to data forwarding and persistence of the PDCP SN. Further at RAN2#60 it was agreed that HFN is persistent for those types of bearers. Below we describe why the target eNB should re-order the forwarded PDCP SDUs before ciphering and submitting them to the lower layer. We propose a clarification to the related stage 2 text [1]. 
2. Discussion
PDCP performs the de-ciphering of downlink PDUs in the UE. The PDCP specification [2] is written with the assumption that PDCP PDUs are submitted with increasing COUNT to the lower layer. Further the PDCP receiving entity relies on the lower layer to deliver SDUs in the order they were submitted. With these assumptions in mind HFN is incremented every time the PDCP SN received is less than the last PDCP SN, inferring a PDCP SN roll over.
At handover, X2 (or S1) may be used to selectively forward pending PDCP PDUs. Because X2 (or S1) are not circuits, the forwarded packets may arrive out of order to the target eNB. For instance if the target receives SDU #3 and proceeds to cipher it with (HFN|3) and submit to the lower layer before the forwarded SDU #2 is received, there would be no way to deliver SDU#2 in the proper order to the UE. 

· If (HFN|2) is used to cipher, the UE would get out of HFN synchronization since it would use (HFN+1|2) to decipher.
· If (HFN+1|2) is used to cipher, the UE would decipher properly but the SDU would be delivered out of order, which is what RAN2 tried to avoid while agreeing on the principles for the handover.
In order to avoid these cases the target eNB should transmit the downlink PDCP SDUs forwarded by the source eNB according to the order of their PDCP Sequence Number and HFN. We propose to capture this in the stage 2 as illustrated below.
2.1. Proposed changes

The proposed changes to section 10.1.2.1.2 of [1] are highlighted below
10.1.2.1.2
U-plane handling

The U-plane handling during the Intra-E-UTRAN-Access mobility activity for UEs in EMM-CONNECTED takes the following principles into account to avoid data loss during HO:

-
During HO preparation a U-plane tunnel can be established between the source eNB and the target eNB.

-
During HO execution, user data can be forwarded from the source eNB to the target eNB. The forwarding may take place in a service and deployment dependent and implementation specific way.

-
Forwarding of user data from the source to the target eNB should take place in order as long as packets are received at the source eNB from the EPC or the source eNB buffer has not been emptied (an implementation dependent mechanism decides that data forwarding can be stopped).
-
During HO completion:

-
The target eNB sends a PATH SWITCH message to MME to inform that the UE has gained access and MME sends a USER PLANE UPDATE REQUEST message to the Serving Gateway, the U-plane path is switched by the Serving Gateway from the source eNB to the target eNB.
-
The source eNB should continue forwarding of U-plane data as long as packets are received at the source eNB from the Serving Gateway or the source eNB buffer has not been emptied (an implementation dependent mechanism decides that data forwarding can be stopped).

For RLC-AM bearers:

-
For in-sequence delivery and duplication avoidance, PDCP SN is maintained on a bearer basis and the source eNB informs the target eNB about the next DL PDCP SN to allocate to a packet which does not have a PDCP sequence number yet (either from source eNB or from the Serving Gateway).

-
For security synchronisation, HFN is also maintained and the source eNB provides to the target one reference HFN for the UL and one for the DL i.e. HFN and corresponding SN.

-
In both the UE and the target eNB, a window-based mechanism is needed for duplication detection.

-
The occurrence of duplicates over the air interface in the target eNB is minimised by means of PDCP SN based reporting at the target eNB by the UE. In uplink, the reporting is optionally configured on a bearer basis by the eNB and the UE should first start by transmitting those reports when granted resources in the target eNB. In downlink, the eNB is free to to decide when and for which bearers a report is sent and the UE does not wait for the report to resume uplink transmission.

-
The target eNB re-transmits and prioritizes all downlink PDCP SDUs forwarded by the source eNB (i.e. the target eNB should send data with PDCP SNs from X2 before sending data from S1), with the exception of PDCP SDUs of which the reception was acknowledged through PDCP SN based reporting by the UE. Note : the target eNB transmits the downlink PDCP SDUs forwarded by the source eNB in increasing order of their associated COUNT.
-
The UE re-transmits in the target eNB all uplink PDCP SDUs starting from the first PDCP SDU following that last consecutively confirmed PDCP i.e. the oldest PDCP SDU that has not been acknowledged at RLC in the source, excluding the PDCP SDUs of which the reception was acknowledged through PDCP SN based reporting by the target.

3. Conclusion

We propose to clarify in the stage 2 that the target eNB should transmit the forwarded PDCP SDUs in increasing order of their associated COUNT.
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