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1. Introduction

For connection re-establishment during mobility up on a RLF [1] specifies that the UE shall include the C-RNTI (used in the cell where radio link failure was detected) in the RRC CONNECTION RE-ESTABLISHMENT REQUEST message. It shall send this message to the cell where it initiates the request for re-establishment of the RRC connection. C-RNTI however, does not provide any protection as it is already exposed while UE’s connection with the source cell. We therefore need a secret between the UE and the prepared cell to prove the authenticity (and probably solve other purpose as well) of the UE at the time of re-establishment. In the present document we shall discuss:

a) How can the shared secret be possibly determined?
b) Is it really required?

c) How is it signaled to the different entities involved?

2. Shared Secret Determination

In the simplest form it is possible that Source cell provides the UE a secret (the length is FFS) in RRC Connection Reconfiguration message when the UE establishes the RRC connection with the cell. In the mobility case the source cell shall forward the secret securely to all candidate cells it wish to prepare. At re-establishment time the UE shall verify itself using this secret.

However, a further complexity of the secret may be desirable if the above procedure appears lacking sufficient entropy. One of the options available could be to further perform some operation on the secret using an input which shall be known both to the prepared cell and to the UE. The available options for such an input could be the target cell id or some other input which we take as input_x for our discussion here. Specifying how input_x is exactly derived and shared between the UE and the eNB(s) is not required for the present discussion; however, we will analyze the possibility of how it could be done.
3. Why do we need a shared secret protection? 

Before proceeding any further let’s examine what is it that we are trying to achieve by having a shared secret. Possibly the following:
· Case 1: Authenticate the UE as the old C-RNTI is not deemed protected.

· Case 2: For contention resolution.

3.1 Analysis

Case 1:

In this case we envisage the following glitches:
1) As the re-establishment request from the UE is not secured; any subsequent re-establishment trials are exposed with the shared secret remaining the same.
2) As the re-establishment request from the UE is not secured; someone could read the secret and other information from this UE’s re-establishment request and send it to another prepared cell, posing as a genuine UE. It should be noted that whatever “operation” we perform on the secret will go waste as the result of the operation can be copied and used with another prepared cell unless there is a target specific operation. But even the target ids will not conceal much as the target ids are common knowledge in the topology. As an option someone might suggest another candidate specific input_x which would be shared with the UE in either of the two possible ways:
i) Source sends all the input_x to the UE at the time of connection establishment in the RRC connection reconfiguration message. But the problem here is that in the beginning itself it will not be possible to know which input_x to be used for which prepared cell. Any attempt to resolve this will lead to unnecessary complications.

ii) Input_x given to the UE by the target/ prepared cell itself; it is then no more a question of UE authentication and would fall under the purview of case 2.
Case 2:
It is our opinion that the shared secret only for CR is not required as the same can be done using the old C-RNTI + L1 identity of the old cell. However, as it has to be used for UE authentication while re-establishment, RAN2 should discuss using shared secret also for CR.
4. Conclusions:

From case 1 analysis we conclude that even complex operations on shared secret do not provide complete security and more importantly even if some intruder gets hold of the secret, he will not be able to continue longer because he will not be having security keys. So, there is not much damage he can do. It is therefore better to adhere to simple scheme wherein the source distributes a single key to the UE and to the candidate eNBs which it wishes to prepare.
From case 2 analysis we conclude that if shared secret use is deemed important then we can also use shared secret for contention resolution.

5. Signaling the Shared Secret

As the shared secret is to be signaled to the UE at the time of RRC connection establishment, it can be placed in the following IEs:

Security Configuration: Although the shared secret is not really a configuration, it can be put here as it is more required for security/ authentication reasons. It should be noted that otherwise security configuration will not have to be put in the reconfiguration message at the time of RRC connection establishment.

UE related information: It is possible to place the shared secret here as the shared secret is more of a UE related miscellaneous information.

We prefer latter for reasons of simplicity.

6. Proposals:

We request RAN2 to discuss and possibly agree on the following proposals:

1) For the purpose of using shared secret to authenticate the UE in a prepared/ target cell when it tries to re-establish the connection at mobility after a RLF, a simple scheme should be adopted; wherein the source distributes a single key to the UE and to the candidate eNBs (which it wishes to prepare).

2) RAN2 should consider using the shared secret to resolve contention as well.
3) The shared secret is signaled to the UE in the IE “UE related information” in RRC Connection reconfiguration message when the UE firsts enters the cell.
7. Reference:

[1]: R2-080347

[2]: S3-070475

<Text Proposal>

5.3.5
RRC connection reconfiguration

5.3.5.1
General
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Figure 5.3.5.1-1: RRC connection reconfiguration, successful
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Figure 5.3.5.1-2: RRC connection reconfiguration, failure

The purpose of this procedure is to modify an RRC connection, e.g. to establish/ modify/ release RBs, to perform handover, to configure/ modify measurements. As part of the procedure, NAS dedicated information may be transferred from E-UTRAN to the UE. 

5.3.5.2
Initiation

E-UTRAN may initiate the RRC connection reconfiguration procedure to a UE in RRC_CONNECTED. E-UTRAN applies the procedure as follows:

-
the IE Mobility control information is included only when AS-security has been activated;

-
the establishment of RBs (other than SRB1, that is established during RRC connection establishment) is included only when AS-security has been activated;

Editors note
This section should cover procedure specific details about procedure interaction (general aspects are covered in general section).

5.3.5.3
Reception of the RRC CONNECTION RECONFIGURATION by the UE

The UE shall:

1> If the RRC CONNECTION RECONFIGURATION message includes the IE NAS dedicated information: 

2>
Forward the IE ‘NAS dedicated information’ to upper layers; 

Editors note
Currently no sub-clause is defined. Assuming this is in few procedures and only concerns a few lines, it seems easier to just duplicate the procedure text.

1> If the RRC CONNECTION RECONFIGURATION message includes the IE Radio resource configuration: 

2>perform the Radio resource configuration procedure as specified in 5.3.9; 

1> If the RRC CONNECTION RECONFIGURATION message includes the IE Measurement configuration:

2> perform the Measurement configuration procedure as specified in 5.5.2;

1> If the RRC CONNECTION RECONFIGURATION message includes the IE Mobility control information: 

2> perform the handover procedure as specified in 5.3.6;
1> If the RRC CONNECTION RECONFIGURATION message includes the IE UE related information: 

2> If the IE UE related information contains the IE shared secret;

3> Store the IE shared secret in the variable SHARED_SECRET_RLF
2> else:


3> FFS
      1> else:

2> FFS
<Next section>

5.4.2
Handover to E-UTRA

5.4.2.1
General

Editors note
It may be desirable to avoid, to some extend, duplication of specification for parts that are common for the regular RRC connection reconfiguration procedure and the inter RAT handover case.
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Figure 5.4.2.1-1: Handover to E-UTRA, successful

The purpose of this procedure is to, under the control of the network, transfer a connection between the UE and another Radio Access Network (e.g. GERAN or UTRAN) to E-UTRAN.

The handover to E-UTRA procedure applies when signalling radio bearers are established, possibly in combination with (EPS) bearers. In case only signalling radio bearers are established, it is FFS if the default EPS bearer is established during handover. It is FFS if handover to E-UTRAN may be initiated while security is not activated in the other RAT.

5.4.2.2
Initiation

The RAN using another RAT initiates the Handover to E-UTRA procedure, in accordance with the specifications applicable for the other RAT, by sending the RRC CONNECTION RECONFIGURATION via the radio access technology from which the inter-RAT handover is performed.

5.4.2.3
Reception of the RRC CONNECTION RECONFIGURATION by the UE

The UE shall:

1>
if the radio configuration to be used in the target cell is specified as a delta compared to a previous configuration (need to specify the UE behaviour for this error case is FFS):

2>
reject the handover to E-UTRA procedure

1>
else:

2> act upon the received radio configuration in accordance with 5.3.9.

2>
if no dedicated preamble was provided (signalling details are FFS) OR

2> if a dedicated preamble expiry time was provided and the indicated expiry time has elapsed (signalling details are FFS):

3> perform the initial access procedure as specified in TS 36.321 [6], using a randomly selected common preamble;

2>
else:

3> perform the initial access procedure as specified in TS 36.321 [6], using the indicated dedicated preamble;

 1> If the RRC CONNECTION RECONFIGURATION message includes the IE UE related information: 

2> If the IE UE related information contains the IE shared secret;


3> Store the IE shared secret in the variable SHARED_SECRET_RLF

2> else:


3> FFS.
      1> else:


2> FFS
<Next Section>

6.3.6.17
UE related information

Including miscellaneous UE related information. It shall contain the IE shared secret which will be used to authenticate the UE and for contention resolution at the time of connection re-establishment.
	Name
	Need
	Multi
	Type/ reference
	Semantics description
	Ver

	New UE identity
	OP
	
	
	This IE should be mandatory in case of handover, i.e. in case the IE Mobility control information is included
	

	Shared Secret
	OP
	
	
	Mandatory in case of UE entry to a cell.
	


<Next Section>

5.3.7.3
Actions related to transmission of RRC CONNECTION RE-ESTABLISHMENT REQUEST message

The UE shall set the contents of RRC CONNECTION RE-ESTABLISHMENT REQUEST message as follows:

1>
Include the "Initial UE identity";
1> Include the IE “SHARED_SECRET_RLF”;
Editors note
Further clarification regarding the setting of the UE identity may need to be included in case there would be different options to set this IE. The UE shall include the C-RNTI used in the cell where radio link failure was detected + physical layer identity of that cell.

The UE shall submit the RRC CONNECTION RE-ESTABLISHMENT REQUEST message to lower layers for transmission.

<Next Section>

6.2.9
RRC CONNECTION RE-ESTABLISHMENT

Message used to resolve contention and to establish SRBs


Signalling radio bearer: SRB0


RLC-SAP: TM


Logical channel: CCCH


Direction: E-UTRAN -> UE

	Name
	Need
	Multi
	Type/ reference
	Semantics description
	Ver

	Message Type
	MP
	
	<ref>
	
	

	Transaction identifier
	MP
	
	Integer [0..3]
	
	

	Initial UE identity
	MP
	
	<ref>
	C-RNTI used in the cell where radio link failure was detected + physical layer identity of that cell. 
	

	Shared Secret
	MP
	
	<ref>
	
To be used for UE authentication and contention resolution.
	

	Radio resource configuration
	MP
	
	<ref>
	Only SRB1 configuration information is applicable (modification i.e. delta signalling)
	


<Next Section>
6.2.11
RRC CONNECTION RE-ESTABLISHMENT REJECT

Description: indication of the rejection of a connection  reconfiguration request


Signalling radio bearer: SRB0


RLC-SAP: TM


Logical channel: CCCH


Direction: E-UTRAN -> UE

	Name
	Need
	Multi
	Type/ reference
	Semantics description
	Ver

	Message Type
	MP
	
	<ref>
	
	

	Transaction identifier
	MP
	
	Integer [0..3]
	
	

	Initial UE identity
	MP
	
	<ref>
	C-RNTI used in the cell where radio link failure was detected + physical layer identity of that cell. 
	

	Shared Secret
	MP
	
	<ref>
	Used for CR.
	


6.2.12
RRC CONNECTION RE-ESTABLISHMENT REQUEST

Description: confirmation of the (partially) successful completion of a connection  reconfiguration


Signalling radio bearer: SRB0


RLC-SAP: TM


Logical channel: CCCH


Direction: UE -> E-UTRAN

	Name
	Need
	Multi
	Type/ reference
	Semantics description
	Ver

	Message Type
	MP
	
	<ref>
	
	

	Initial UE identity
	MP
	
	<ref>
	(C-RNTI used in the cell where radio link failure was detected + physical layer identity of that cell)
	

	Shared Secret
	MP
	
	<ref>
	Used for UE authentication and contention resolution. Details of the IE are FFS, but a size of 16b is assumed to be sufficient
	


It if FFS if additional information needs to be included, e.g. if the UE identity is sufficiently unique to perform contention resolution.
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