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1. Discussion
Sections 5.3 and 5.4, from 36.323, respectively describe the ciphering function and the integrity protection function performed in PDCP. The SA3 specification referenced in those sections is TS 35.201:

[6]
3GPP TS 35.201: "Specification of the 3GPP confidentiality and integrity algorithms; Document 1: f8 and f9 specifications".

Our understanding is that it is not the correct specification to reference as 35.201 defines Kasumi based algorithms which should not be applicable to LTE.

Bellow is an extract of 35.201:

2.1        Introduction

Within the security architecture of the 3GPP system there are two standardised algorithms: A confidentiality algorithm f8, and an integrity algorithm f9.  These algorithms are fully specified here.  Each of these algorithms is based on the KASUMI algorithm that is specified in a companion document [4]. KASUMI is a block cipher that produces a 64-bit output from a 64-bit input under the control of a 128-bit key.

The confidentiality algorithm f8 is a stream cipher that is used to encrypt/decrypt blocks of data under a confidentiality key CK.  The block of data may be between 1 and 20000 bits long.  The algorithm uses KASUMI in a form of output-feedback mode as a keystream generator.

The integrity algorithm f9 computes a 32-bit MAC (Message Authentication Code) of a given input message using an integrity key IK.  The approach adopted uses KASUMI in a form of CBC-MAC mode.

2. Proposal
We therefore propose to send a liason to SA3 to check which specification we should reference.

We could also take the opportunity of the LS to ask them about the latest status with regards to the UE and eNB security algorithms capabilities.










































































































































































































































































































































































































































































































































