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Introduction 
CS voice over HSPA uses RLC-UM radio bearer and ciphering for RLC-UM radio bearers is performed inside RLC sublayer. Currently, ciphering for Uplink is started at activation time and for downlink after UTRAN receives e.g.RRC: RADIO BEARER SETUP COMPLETE message from the UE. So any data received at UTRAN between activation time and receipt of RRC RADIO BEARER SETUP COMPLETE message cannot be deciphered properly. Same is true for downlink. Please see the figure below:
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Figure 1: Problem with ciphering configuration
Also, CS voice reconfiguration between DCH and HSPA was introduced by [1] but the calculation of START value is not specified, during the reconfiguration. Ciphering algorithm has one time dependent variable as COUNT-C value, which consists of Hyper frame number (HFN) and a sequence number. START value is used to initialise the HFN. START value is initially store in the USIM and sent to UTRAN during RRC connection establishment procedure. After that, it is recalculated during different procedures (e.g. radio bearer setup procedure) during the life cycle of UE’s connection to the UTRAN. This is done to avoid interception by any unintended person.
This contribution is aiming to work out the ciphering configuration problems.
2
Discussion

NEC would like to discuss two problems as stated above. Since ASN.1 is almost frozen for release 7 so NEC would like to propose two alternatives considering a temporary solution for early implementation (Proposal 1) and long term solution (Proposal 2) 

2.1
Proposal 1 (using old START value)
NEC proposal is that when UE received new configuration in RRC: RADIO BEARER SETUP message, UE shall not calculate new START value (as indicated by section 8.5.9 of 25.331), but store latest used START value in the variable START_VALUE_TO_TRANSMIT. UE shall activate new configuration at the activation time and start ciphering and deciphering using latest transmitted START value. UTRAN will also start ciphering and deciphering, using latest received START value from the UE, at activation time. UE will finally send RRC: RADIO BEARER SETUP COMPLETE message including old START value. UE and UTRAN will continue to cipher and decipher using old value of START and will not take any further action, for ciphering, after RRC: Radio Bearer Setup Complete is received at UTRAN. 

The advantage of this proposal is that UE and UTRAN can start ciphering and deciphering of UL and DL data at the activation time, given by RRC: RADIO BEARER SETUP, even before UTRAN received RRC: RADIO BEARER SETUP COMPLETE message. Further, there is no need to modify ASN.1 and this can be implemented within Rel-7. But there is a security risk associated with the use of old value of START.
Conclusion: There is a security risk involved by not recalculating the START value but ciphering can be immediately started at activation time, which in NEC opinion can be compromised for an intermediate solution.
Please find the 3GPP　CR draft for this proposal in page 4.
2.2
Proposal 2 (using new START value and 2 stage ciphering)

This proposal outlines two stage ciphering whereby initially ciphering is started, at activation time, by using old value of START and both UE and UTRAN will use old value of START to cipher and decipher. Later on UE will inform newly calculated START value and ciphering activation time to UTRAN. UE and UTRAN will then start ciphering and deciphering using newly calculated START value at specified ciphering activation time indicated by UE.

When UE received new configuration in RRC: RADIO BEARER SETUP message, UE must then caclulate new START value (referring to section 8.5.9 in 25.331) and decide the timing when UE will start using the new START value (i.e. defines RB UL activation time and RB DL activation time). UE starts using new configuration at activation time (not ciphering activation time) and starts ciphering and deciphering using old value (latest transmitted START value) and UTRAN will also start ciphering and deciphering using latest received START value (before RRC: Radio Bearer Setup Complete is received). Further, UE will include new START value, RB UL activation time and RB DL activation time in RRC RADIO BEARER SETUP COMPLETE message and send it to UTRAN. UE and UTRAN shall start using new START value, to cipher and decipher, at UL and DL ciphering activation time indicated by UE.
The advantage of this proposal is that UE and UTRAN can cipher and decipher data at activation time. Further START value is updated and new configuration for ciphering becomes active. There is no security risk associated. 

But there is no relation between ciphering activation time and activation time. Two configurations become active at different times. Also UE must calculate accurate time for new configuration to be active. ASN.1 need medications so this may make it difficult to be included in Rel-7 timeframe.
Conclusion: This proposal introduces similar proposal to CS voice over DCH by introducing two stage ciphering but it needs ASN.1 modifications. So in NEC opinion this can be treated as permanent solution and can be included at a later stage due to changes in ASN.1.
Please find the 3GPP　CR draft for this proposal in page 7.

3 Conclusion
RAN2 is requested to discuss this issue and agree on short term and long term solution.
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8.6.4.2
RAB information for setup
If the IE "RAB information for setup" is included, the procedure is used to establish or establish/release (only if CS domain RAB mapping is reconfigured between DCH and EDCH/HSPA) radio bearers belonging to a radio access bearer, and the UE shall:

1>
if the radio access bearer identified with the IE "RAB info" does not exist in the variable ESTABLISHED_RABS:

2>
create a new entry for the radio access bearer in the variable ESTABLISHED_RABS;

2>
store the content of the IE "RAB info" in the entry for the radio access bearer in the variable ESTABLISHED_RABS;

2>
indicate the establishment of each radio access bearer to the upper layer entity using the IE "CN domain identity", forwarding the content of the IE "RAB identity" and the IEs NAS Synchronization Indicator as well as the following IEs if included in the IE "RAB info": "MBMS Session identity" and/ or "MBMS Service Identity";

2>
if at least one RLC-AM or RLC-UM radio bearer is included in the IE "RB information to setup" and if the radio bearer is connected to a CS domain radio access bearer:

3>
store the latest transmitted START value in the variable START_VALUE_TO_TRANSMIT.


2> else:
3>
if prior to this procedure there exists no transparent mode radio bearer for the CN domain included in the IE "CN domain identity" and at least one transparent mode radio bearer is included in the IE "RB information to setup"; or

3>
if at least one RLC-AM or RLC-UM radio bearer is included in the IE "RB information to setup":

4>
calculate the START value only once during this procedure (the same START value shall be used on all new radio bearers created for this radio access bearer) according to subclause 8.5.9 for the CN domain as indicated in the IE "CN domain identity" in the IE "RAB info" part of the IE "RAB information to setup";

4>
store the calculated START value in the variable START_VALUE_TO_TRANSMIT.
1>
if the radio access bearer identified with the IE "RAB identity" in the IE "RAB info" already exists in the variable ESTABLISHED_RABS:
2>
if prior to this procedure there exists no transparent mode radio bearer for the CN domain included in the IE "CN domain identity" and at least one transparent mode radio bearer is included in the IE "RB information to setup"; or

2>
if at least one RLC-AM or RLC-UM radio bearer is included in the IE "RB information to setup":

3>
store the latest transmitted START value in the variable START_VALUE_TO_TRANSMIT.
2>
for each radio bearer in the variable ESTABLISHED_RABS for that radio access bearer:

3>
release the PDCP and RLC entities for that radio bearer;

3>
release the RAB subflow associated with the radio bearer;

3>
delete the information about the radio bearer from the variable ESTABLISHED_RABS.

1>
for each radio bearer in the IE "RB information to setup":

2>
if the radio bearer identified with the IE "RB identity" does not exist in the variable ESTABLISHED_RABS:

3>
perform the actions specified in subclause 8.6.4.3;

3>
store information about the new radio bearer in the entry for the radio access bearer identified by "RAB info" in the variable ESTABLISHED_RABS;

3>
create a new RAB subflow for the radio access bearer;

3>
number the RAB subflow in ascending order, assigning the smallest number to the RAB subflow corresponding to the first radio bearer in the list;

3>
if the IE "CN domain identity" in the IE "RAB info" is set to "PS domain" and the number of RAB subflows for the radio access bearer is greater than 1:

4>
set the variable INVALID_CONFIGURATION to TRUE.

2>
if the radio bearer identified with the IE "RB identity" already exists in the variable ESTABLISHED_RABS:

3>
set the variable INVALID_CONFIGURATION to TRUE.
> End of modified section>
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8.2.2.4
Transmission of a response message by the UE, normal case
In case the procedure was triggered by reception of a RADIO BEARER SETUP message, the UE shall:

1>
transmit a RADIO BEARER SETUP COMPLETE as response message on the uplink DCCH using AM RLC.

In case the procedure was triggered by reception of a RADIO BEARER RECONFIGURATION message, the UE shall:

1>
transmit a RADIO BEARER RECONFIGURATION COMPLETE as response message on the uplink DCCH using AM RLC.

In case the procedure was triggered by reception of a RADIO BEARER RELEASE message, the UE shall:

1>
transmit a RADIO BEARER RELEASE COMPLETE as response message on the uplink DCCH using AM RLC.

In case the procedure was triggered by reception of a TRANSPORT CHANNEL RECONFIGURATION message, the UE shall:

1>
transmit a TRANSPORT CHANNEL RECONFIGURATION COMPLETE as response message on the uplink DCCH using AM RLC.

In case the procedure was triggered by reception of a PHYSICAL CHANNEL RECONFIGURATION message, the UE shall:

1>
transmit a PHYSICAL CHANNEL RECONFIGURATION COMPLETE as response message on the uplink DCCH using AM RLC.

If the new state is CELL_DCH or CELL_FACH, the response message shall be transmitted using the new configuration after the state transition, and the UE shall:

1>
if the IE "Downlink counter synchronisation info" was included in the reconfiguration message; or

1>
if the received reconfiguration message is a RADIO BEARER RECONFIGURATION and the IE "New U-RNTI" is included:

2>
when RLC has confirmed the successful transmission of the response message:

3>
if the variable PDCP_SN_INFO is empty:

4>
configure the RLC entity for all AM and UM radio bearers and AM and UM signalling radio bearers except RB2 to "continue".

3>
else:

4>
configure the RLC entity for signalling radio bearers RB1, RB3 and RB4 to "continue";

4>
configure the RLC entity for UM and AM radio bearers for which the IE "PDCP SN Info" is not included to "continue".
3>
re-establish all AM and UM RLC entities with RB identities larger than 4 and set the first 20 bits of all the HFN component of the respective COUNT-C values to the START value included in the response message for the corresponding CN domain;

3>
re-establish the RLC entities with RB identities 1, 3 and 4 and set the first 20 bits of all the HFN component of the respective COUNT-C values to the START value included in the response message for the CN domain stored in the variable LATEST_CONFIGURED_CN_DOMAIN;

3>
set the remaining bits of the HFN component of COUNT-C values of all UM RLC entities to zero;

3>

if the IE "PDCP context relocation info" is not present:
4>
re-initialise the PDCP header compression entities of each radio bearer in the variable ESTABLISHED_RABS as specified in [36].

3>

if the IE "PDCP context relocation info" is present:

4>
perform the actions as specified in subclause 8.6.4.13.

1>
if the variable PDCP_SN_INFO is empty:

2>
if the received reconfiguration message contained the IE "Ciphering mode info":

3>
when RLC has confirmed the successful transmission of the response message:

4>
notify upper layers upon change of the security configuration;

4>
perform the actions below.

2>
if the received reconfiguration message did not contain the IE "Ciphering mode info":

3>
when RLC has been requested to transmit the response message:

4>
perform the actions below.

1>
if the variable PDCP_SN_INFO is non-empty:

2>
when RLC has confirmed the successful transmission of the response message:

3>
for each radio bearer in the variable PDCP_SN_INFO:

4>
if the IE "RB started" in the variable ESTABLISHED_RABS is set to "started":

5>
configure the RLC entity for that radio bearer to "continue".

3>
perform the actions below.

If the new state is CELL_PCH or URA_PCH, the response message shall be transmitted using the old configuration before the state transition, but the new C-RNTI shall be used if the IE "New C-RNTI" was included in the received reconfiguration message, and the UE shall:

1>
when RLC has confirmed the successful transmission of the response message:

2>
for each radio bearer in the variable PDCP_SN_INFO:

3>
if the IE "RB started" in the variable ESTABLISHED_RABS is set to "started":

4>
configure the RLC entity for that radio bearer to "continue".

2>
enter the new state (CELL_PCH or URA_PCH, respectively);

2>
perform the actions below.
If CS domain RAB given by the received message is mapped to E-DCH and HS-DSCH and the IE "Status" in the variable CIPHERING_STATUS of the CS domain as indicated in the IE "CN domain identity" in the IE "RAB info" in the variable ESTABLISHED_RABS is set to " Started", the UE shall include and set IE “Radio bearer uplink ciphering activation time info for CS” and IE "Radio bearer downlink ciphering activation time info for CS", at which time the START value included in the response message shall be applied, and the UE　shall perform the actions below.
The UE shall:

1>
set the variable ORDERED_RECONFIGURATION to FALSE;

1>
if the received reconfiguration message contained the IE "Ciphering mode info":

2>
resume data transmission on any suspended radio bearer and signalling radio bearer mapped on RLC-AM or RLC-UM;

2>
set the IE "Reconfiguration" in the variable CIPHERING_STATUS to FALSE; and

2>
clear the variable RB_UPLINK_CIPHERING_ACTIVATION_TIME_INFO.

1>
if the received reconfiguration message contained the IE "Integrity protection mode info":

2>
allow the transmission of RRC messages on all signalling radio bearers with any RRC SN;

2>
set "Uplink RRC Message sequence number" for signalling radio bearer RB0 in the variable INTEGRITY_PROTECTION_INFO to a value such that next RRC message to be sent on uplink RB0 will use the new integrity protection configuration;

2>
set the IE "Reconfiguration" in the variable INTEGRITY_PROTECTION_INFO to FALSE; and

2>
clear the variable INTEGRITY_PROTECTION_ACTIVATION_INFO.

1>
clear the variable PDCP_SN_INFO;

1>
clear the variable START_VALUE_TO_TRANSMIT;

1>
clear the variable SECURITY_MODIFICATION.

	Next Section


8.6.4.2
RAB information for setup
If the IE "RAB information for setup" is included, the procedure is used to establish or establish/release (only if CS domain RAB mapping is reconfigured between DCH and EDCH/HSPA) radio bearers belonging to a radio access bearer, and the UE shall:

1>
if the radio access bearer identified with the IE "RAB info" does not exist in the variable ESTABLISHED_RABS:

2>
create a new entry for the radio access bearer in the variable ESTABLISHED_RABS;

2>
store the content of the IE "RAB info" in the entry for the radio access bearer in the variable ESTABLISHED_RABS;

2>
indicate the establishment of each radio access bearer to the upper layer entity using the IE "CN domain identity", forwarding the content of the IE "RAB identity" and the IEs NAS Synchronization Indicator as well as the following IEs if included in the IE "RAB info": "MBMS Session identity" and/ or "MBMS Service Identity";

2>
if prior to this procedure there exists no transparent mode radio bearer for the CN domain included in the IE "CN domain identity" and at least one transparent mode radio bearer is included in the IE "RB information to setup"; or

2>
if at least one RLC-AM or RLC-UM radio bearer is included in the IE "RB information to setup":

3>
calculate the START value only once during this procedure (the same START value shall be used on all new radio bearers created for this radio access bearer) according to subclause 8.5.9 for the CN domain as indicated in the IE "CN domain identity" in the IE "RAB info" part of the IE "RAB information to setup";

3>
store the calculated START value in the variable START_VALUE_TO_TRANSMIT.

1>
if the radio access bearer identified with the IE "RAB identity" in the IE "RAB info" already exists in the variable ESTABLISHED_RABS:
2>
if prior to this procedure there exists no transparent mode radio bearer for the CN domain included in the IE "CN domain identity" and at least one transparent mode radio bearer is included in the IE "RB information to setup"; or

2>
if at least one RLC-AM or RLC-UM radio bearer is included in the IE "RB information to setup":

3>
calculate the START value only once during this procedure (the same START value shall be used on all new radio bearers created for this radio access bearer) according to subclause 8.5.9 for the CN domain as indicated in the IE "CN domain identity" in the IE "RAB info" part of the IE "RAB information to setup";

3>
store the calculated START value in the variable START_VALUE_TO_TRANSMIT.
2>
for each radio bearer in the variable ESTABLISHED_RABS for that radio access bearer:

3>
release the PDCP and RLC entities for that radio bearer;

3>
release the RAB subflow associated with the radio bearer;

3>
delete the information about the radio bearer from the variable ESTABLISHED_RABS.

1>
for each radio bearer in the IE "RB information to setup":

2>
if the radio bearer identified with the IE "RB identity" does not exist in the variable ESTABLISHED_RABS:

3>
perform the actions specified in subclause 8.6.4.3;

3>
store information about the new radio bearer in the entry for the radio access bearer identified by "RAB info" in the variable ESTABLISHED_RABS;

3>
create a new RAB subflow for the radio access bearer;

3>
number the RAB subflow in ascending order, assigning the smallest number to the RAB subflow corresponding to the first radio bearer in the list;

3>
if the IE "CN domain identity" in the IE "RAB info" is set to "PS domain" and the number of RAB subflows for the radio access bearer is greater than 1:

4>
set the variable INVALID_CONFIGURATION to TRUE.

2>
if the radio bearer identified with the IE "RB identity" already exists in the variable ESTABLISHED_RABS:

3>
set the variable INVALID_CONFIGURATION to TRUE.
8.6.4.3
RB information to setup
If the IE "RB information to setup" is included, the UE shall apply the following actions on the radio bearer identified with the value of the IE "RB identity". The UE shall:

1>
use the same START value to initialise the hyper frame number components of COUNT-C variables for all the new radio bearers to setup;

1>
perform the actions for the IE "PDCP info", if present, according to subclause 8.6.4.10, applied for the radio bearer;

1>
perform the actions for the IE "RLC info", according to subclause 8.6.4.9, applied for the radio bearer;

1>
perform the actions for the IE "RB mapping info", according to subclause 8.6.4.8, applied for the radio bearer;

1>
if the IE "Downlink RLC mode" either in the IE "RLC info" or referenced by the RB identity in the IE "Same as RB" is set to "TM RLC":
2>
configure delivery of erroneous SDUs in lower layers according to indication from upper layer [5].

1>
if the IE "Downlink RLC mode" either in the IE "RLC info" or referenced by the RB identity in the IE "Same as RB" is set to "UM RLC" and if the radio bearer is connected to a CS domain radio access bearer:
2>
configure delivery of RLC sequency number in lower layers. 
2> if the IE "Status" in the variable CIPHERING_STATUS of the CN domain as indicated in the IE "CN domain identity" in the IE "RAB info" in the variable ESTABLISHED_RABS is set to "Not Started":

3> at the activation time as specified in the IE “Activation Time” in the received message:

4>
initialise the 20 MSB of the hyper frame number component of COUNT-C for this radio bearer with the START value in the variable START_VALUE_TO_TRANSMIT;
4>
set the remaining LSB of the HFN component of COUNT-C to zero;

4>
do not increment the COUNT-C value for this radio bearer for this CN domain.
3> if the IE "Status" in the variable CIPHERING_STATUS of the CN domain as indicated in the IE "CN domain identity" in the IE "RAB info" in the variable ESTABLISHED_RABS is set to " Started":
3> at the activation time as specified in the IE “Activation Time” in the received message:

4> initialise the 20 MSB of the hyper frame number component of COUNT-C for this radio bearer with the value of the latest transmitted START for this domain, while not incrementing the value of the HFN component of COUNT-C at each RLC SN cycle; and
4>
set the remaining LSB of the HFN component of COUNT-C to zero;

4> start to perform ciphering on the radio bearer in lower layers while not incrementing the HFN.
3> at the activation time as specified in the IE "Radio bearer downlink ciphering activation time info for CS" included in the response message:
4>  initialise the 20 most significant bits of the HFN component of COUNT-C for downlink of this radio bearer with the START value in the variable START_VALUE_TO_TRANSMIT; 
4>
 set the remaining LSB of the HFN component of COUNT-C to zero;

4> start incrementing the COUNT-C value for downlink of this radio bearer of this CN domain as normal, at each RLC SN value, i.e. the HFN component is no longer fixed in value but incremented at each RLC SN cycle
3> at the activation time as specified in the IE "Radio bearer uplink ciphering activation time info for CS" included in the response message:
4>  initialise the 20 most significant bits of the HFN component of COUNT-C for uplink of this radio bearer with the START value in the variable START_VALUE_TO_TRANSMIT; 
4> set the remaining LSB of the HFN component of COUNT-C to zero;

4> start incrementing the COUNT-C value for uplink of this radio bearer of this CN domain as normal, at each RLC SN value, i.e. the HFN component is no longer fixed in value but incremented at each RLC SN cycle
1>
else:
2>
if the IE "RB information to setup" was received in a message other than HANDOVER TO UTRAN COMMAND; and
2>
if the IE "Uplink RLC mode" or the IE "Downlink RLC mode" either in the IE "RLC info" or referenced by the RB identity in the IE "Same as RB" is set to "AM RLC" or "UM RLC":

3>
initialise the 20 MSB of the hyper frame number component of COUNT-C for this radio bearer with the START value in the variable START_VALUE_TO_TRANSMIT;

3>
set the remaining LSB of the hyper frame number component of COUNT-C for this radio bearer to zero;

3>
start incrementing the COUNT-C values.
1>
if the IE "RB information to setup" was received in a message other than HANDOVER TO UTRAN COMMAND; and

1>
if the IE "Uplink RLC mode" and the IE "Downlink RLC mode" either in the IE "RLC info" or referenced by the RB identity in the IE "Same as RB" is set to "TM RLC":

2>
if prior to this procedure there exists no transparent mode radio bearer for the CN domain included in the IE "CN domain identity" in the IE "RAB info" in the variable ESTABLISHED_RABS and at least one transparent mode radio bearer is included in the IE "RB information to setup":

3>
if the IE "Status" in the variable CIPHERING_STATUS of the CN domain as indicated in the IE "CN domain identity" in the IE "RAB info" in the variable ESTABLISHED_RABS is set to "Not Started":

4>
at the activation time as specified in the IE "Ciphering activation time for DPCH" if included in the IE "Ciphering mode info" in the command message or, if this IE is not included, as specified in the IE "COUNT-C activation time" included in the response message:

5>
initialise the 20 most significant bits of the hyper frame number component of COUNT-C common for all transparent mode radio bearers of this CN domain with the START value in the variable START_VALUE_TO_TRANSMIT;

5>
set the remaining LSB of the hyper frame number component of COUNT-C to zero;

5>
do not increment the COUNT-C value common for all transparent mode radio bearers for this CN domain.

3>
if the IE "Status" in the variable CIPHERING_STATUS of the CN domain as indicated in the IE "CN domain identity" in the IE "RAB info" in the variable ESTABLISHED_RABS is set to " Started":

4>
at the activation time as specified in the IE "Activation Time" in the RADIO BEARER SETUP message:

5>
initialise the 20 most significant bits of the HFN component of COUNT-C common for all transparent mode RLC radio bearer to the value of the latest transmitted START for this CN domain, while not incrementing the value of the HFN component of COUNT-C at each CFN cycle; and

5>
set the remaining LSB of the HFN component of COUNT-C to zero;

5>
start to perform ciphering on the radio bearer in lower layers while not incrementing the HFN.

4>
at the activation time as specified in the IE "Ciphering activation time for DPCH" if included in the IE "Ciphering mode info" in the command message or, if this IE is not included, as specified in the IE "COUNT-C activation time" included in the response message:
5>
initialise the 20 most significant bits of the HFN component of COUNT-C common for all transparent mode radio bearers of this CN domain with the START value in the variable START_VALUE_TO_TRANSMIT;

5>
set the remaining LSB of the HFN component of COUNT-C to zero;

5>
if the received message is used to perform a Timing re-initialised hard handover:


6>
increment the HFN component of the COUNT-C variable by one even if the "COUNT-C 

activation time" is set to zero.

5>
start incrementing the COUNT-C value common for all transparent mode radio bearers of this CN domain as normal, at each CFN value, i.e. the HFN component is no longer fixed in value but incremented at each CFN cycle.

2>
if prior to this procedure there exists at least one transparent mode radio bearer for the CN domain included in the IE "CN domain identity" in the IE "RAB info" in the variable ESTABLISHED_RABS:

3>
if the IE "Status" in the variable CIPHERING_STATUS of the CN domain as indicated in the IE "CN domain identity" in the IE "RAB info" in the variable ESTABLISHED_RABS is set to "Not Started":

4>
do not increment the COUNT-C value common for all transparent mode radio bearers for this CN domain.
3>
if the IE "Status" in the variable CIPHERING_STATUS of the CN domain as indicated in the IE "CN domain identity" in the IE "RAB info" in the variable ESTABLISHED_RABS is set to "Started":

4>
use the COUNT-C value common for all transparent mode radio bearers of this CN domain.

1>
if the IE "Status" in the variable CIPHERING_STATUS of the CN domain as indicated in the IE "CN domain identity" in the IE "RAB info" in the variable ESTABLISHED_RABS is set to "Started":

2>
start to perform ciphering on the radio bearer in lower layers, using the value of the IE "RB identity" minus one as the value of BEARER in the ciphering algorithm.

NOTE:
UTRAN should not use the IE "RB information to setup" to setup radio bearers with RB identity in the range 1-4.

	Next Section


 10.2.34
RADIO BEARER SETUP COMPLETE
This message is sent by the UE to confirm the establishment of the radio bearer.


RLC-SAP: AM


Logical channel: DCCH


Direction: UE ( UTRAN

	4> Information Element/Group name
	Need
	Multi
	Type and reference
	Semantics description
	Version

	Message Type
	MP
	
	Message Type
	
	

	UE information elements
	
	
	
	
	

	RRC transaction identifier
	MP
	
	RRC transaction identifier 10.3.3.36
	
	

	Integrity check info
	CH
	
	Integrity check info 10.3.3.16
	
	

	Uplink integrity protection activation info
	OP
	
	Integrity protection activation info 10.3.3.17
	
	

	CHOICE mode
	OP
	
	
	
	

	>FDD
	
	
	
	(no data)
	

	>TDD
	
	
	
	
	

	>>CHOICE TDD option
	MP
	
	
	
	REL-4

	>>>3.84 Mcps TDD
	
	
	
	
	REL-4

	>>>>Uplink Timing Advance
	OP
	
	Uplink Timing Advance 10.3.6.95
	This information element shall be present in case of handover procedure if timing advance is enabled. Calculated timing advance value for the new cell after handover in a synchronous TDD network
	

	>>>>Extended Uplink Timing Advance
	OP
	
	Extended Uplink Timing Advance 10.3.6.95a
	
	REL-7

	>>>7.68 Mcps TDD
	
	
	
	
	REL-7

	>>>>Extended Uplink Timing Advance
	OP
	
	Extended Uplink Timing Advance 10.3.6.95a
	This information element shall be present in case of handover procedure if timing advance is enabled. Calculated timing advance value for the new cell after handover in a synchronous TDD network
	REL-7

	>>>1.28 Mcps TDD
	
	
	
	(No data)
	REL-4

	START
	OP
	
	START 10.3.3.38
	This information element is not needed for transparent mode RBs if prior to this procedure there exists one RB using RLC-TM.
	

	Other information elements
	
	
	
	
	REL-7

	Deferred measurement control reading
	MD
	
	Enumerated (TRUE)
	Indicates the UE has not read SIB11, SIB11bis and SIB12, if available.

Default value is FALSE
	REL-7

	RB Information elements
	
	
	
	
	

	COUNT-C activation time
	OP
	
	Activation time

10.3.3.1
	Used for radio bearers mapped on RLC-TM.
	

	Uplink counter synchronisation info
	OP
	
	
	
	

	>RB with PDCP information list
	OP
	1 to <maxRBallRABs>
	
	This IE is needed for each RB having PDCP in the case of lossless SRNS relocation
	

	>>RB with PDCP information
	MP
	
	RB with PDCP information

10.3.4.22
	
	

	>START list
	MP
	1 to <maxCNdomains>
	
	START [40] values for all CN domains.
	

	>>CN domain identity
	MP
	
	CN domain identity 10.3.1.1
	
	

	>>START
	MP
	
	START 10.3.3.38
	START value to be used in this CN domain.
	

	Radio bearer uplink ciphering activation time info for CS
	OP
	
	RB activation time info, 10.3.4.13
	Used for radio bearers mapped on RLC-UM used for CS voice RAB
	REL-8

	Radio bearer downlink ciphering activation time info for CS
	OP
	
	RB activation time info, 10.3.4.13
	Used for radio bearers mapped on RLC-UM used for CS voice RAB
	REL-8


	Next Section


11.2
PDU definitions

--**************************************************************

--

-- TABULAR: The message type and integrity check info are not

-- visible in this module as they are defined in the class module. 

-- Also, all FDD/TDD specific choices have the FDD option first 

-- and TDD second, just for consistency.

--

--**************************************************************

PDU-definitions DEFINITIONS AUTOMATIC TAGS ::=

BEGIN

--**************************************************************

--

-- IE parameter types from other modules

--

--**************************************************************

/* Unchanged part of ASN.1 is omitted. */ 

-- ***************************************************

--

-- RADIO BEARER SETUP COMPLETE

--

-- ***************************************************

RadioBearerSetupComplete ::= SEQUENCE {


-- User equipment IEs



rrc-TransactionIdentifier

RRC-TransactionIdentifier,



ul-IntegProtActivationInfo

IntegrityProtActivationInfo


OPTIONAL,



-- TABULAR: UL-TimingAdvance is applicable for TDD mode only.



ul-TimingAdvance



UL-TimingAdvance




OPTIONAL,



start-Value



START-Value








OPTIONAL,


-- Radio bearer IEs



count-C-ActivationTime


ActivationTime





OPTIONAL,



-- dummy is not used in this version of the specification and



-- it should be ignored by the receiver.



dummy






RB-ActivationTimeInfoList


OPTIONAL,



ul-CounterSynchronisationInfo
UL-CounterSynchronisationInfo

OPTIONAL,



laterNonCriticalExtensions

SEQUENCE {




-- Container for additional R99 extensions




radioBearerSetupComplete-r3-add-ext

BIT STRING

OPTIONAL,




v7xyNonCriticalExtensions

SEQUENCE {





radioBearerSetupComplete-v7xyext













RadioBearerSetupComplete-v7xyext-IEs, 




V8xyNonCriticalExtensions

SEQUENCE {






radioBearerSetupComplete-v8xyext













RadioBearerSetupComplete-v8xyext-IEs,





nonCriticalExtensions


SEQUENCE {}

OPTIONAL




}
OPTIONAL



}
OPTIONAL



}
OPTIONAL

}

/* Unchanged part of ASN.1 is omitted. */
RadioBearerSetupComplete-v8xyext-IEs ::= SEQUENCE {



rb-UL-CiphActivationTimeInfoForCS


RB-ActivationTimeInfoList
OPTIONAL,



rb-DL-CiphActivationTimeInfoForCS


RB-ActivationTimeInfoList
OPTIONAL
}
<end of modified section>
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