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1 Introduction

The topic of handling NAS messages was discussed during the last couple of RAN2 meetings.   The main point of discussion is how a concatenated NAS and S1-AP message over S1 should be handled by the eNB and UE.  The main issue here is the handling of reject/failure cases.  Note that while such failures are relatively rare especially in a mature deployments, some handling must be agreed not only for the failures but also the reject cases (whether and what needs to be specified then depends on the solution chosen).   Note also while specific failure messages are shown for clarity, no assumption should be made on whether these are specific failure messages or a generic one. 
The rest of the document uses the bearer establishment as an example.  A similar situation can come up with other scenarios as well such as Attach request, if the Attach procedure cannot succeed if the RB set up fails.  

Note that the assumption in the entire document is that the eNB or the AS in the UE does not know the contents of the NAS message it is transporting.  

1.1 Differences with UMTS

It is useful first to look at why a different handling from UMTS may be required.

Compared to UMTS, a couple of things are fundamentally different for LTE.

The first difference comes from the fact that LTE can concatenate NAS and AS messages related to a bearer establishment – for example, the RAB/RB establishment along with the NAS Session Configuration Request (carrying amongst others, the TFT).  Whereas in UMTS, the NAS messages (for e.g., PDP context accept) are sent only after successful completion of the AS procedure (e.g., RAB setup).

Another difference is that in LTE, the NAS Session Configuration Request is sent from the network to the UE compared to UMTS where normally the UE originated the PDP context request.  Rejection of NAS handling in UE is unusual in UTMS.  However, even in UMTS, where a network initiated PDP context request is used, the UE could reject this procedure but this happens before the RB establishment procedure.
2 Description

At a high level there are two options possible on the handling of NAS and AS messages in LTE: combined and independent handling and these are listed in sections below.  Several other combinations of the two options listed above can also be considered.  Two specific ones have been mentioned during the email discussion and are captured as option 3 and 4 below.  
2.1 Option 1: Combined NAS/AS handling
One option is to always have a combined handling in the UE and eNB when the NAS and AS messages are concatenated over S1.   This implies that such concatenation (over S1 and RRC) is only used when the two messages are intrinsically related.   In this option, the NAS and AS messages are always sent concatenated over RRC as well.  
The rejection/failure can happen at the eNB or in the UE.  Both these are discussed below.

2.1.1 Case 1: Rejection/Failure at eNB of the S1-AP message:

The first rejection that can happen is that the S1-AP message (for e.g., the RAB establishment) can fail at the eNB (for e.g., due to congestion).  In this case, in eNB rejects the entire S1 message including the NAS message and does not attempt to send it to the UE.  Note: eNB rejects the DT part of the message but is not aware of the nature or content of the NAS message itself.
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Figure 1: Combined handling: RB set up failure in eNB leads to a rejection of the DT (NAS) message in eNB
2.1.2 Case 2: Failure cases in the UE

The UE also process them together and will apply them only after successful verification by both protocol layers.  In case of a failure of any of them, both messages are rejected by the UE and neither of the parts are applied.    

Case 2a: Failure in AS layer: this triggers a failure at the NAS layer
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Figure 2: Combined handling: Failure at AS layer

In this case, the AS in the UE processes the RB set up first.  A failure of the AS then triggers a failure at the NAS layer (whether the NAS message is delivered to NAS or not or whether a NAS reject message is used etc. is then different minor variations of this procedure). 

Case 2b: Failure in NAS layer: this triggers a failure of the AS layer
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Figure 3: Combined handling: Failure at NAS layer

In this case, the AS in the UE processes the RB set up first and reports the outcome to NAS layer.  A failure of the NAS then triggers “automatic release” (finer details depends on implementation) of the RB at the AS layer. 

2.1.3 Drawbacks

The main drawback of this option is that it introduces simultaneous handling between the NAS and AS in the UE, e.g. AS procedures can not be executed until the combined NAS procedure is successful, or the AS should prepare to handle two cases, NAS success and NAS failure.  This procedure thus creates additional complexity for AS because it must be prepared to handle two possible outcome of the NAS procedure.
However, the above drawback must be seen in the context of what is already required.  Some interaction already seems to exist as per CT1 TR (for example, deactivation of bearer is done by RRC RB release without any explicit NAS signalling).  Further, temporary “preparation” of an AS configuration is already expected since RRC allows multiple configurations in a single RRC Reconfiguration message that must be cancelled if one of the reconfiguration fails.  

Another drawback is that it can increase the size of the RRC message since NAS will always have to concatenated over RRC if they are concatenated over S1.
Further, it implies that such concatenation can only be used when the two messages are intrinsically related.

2.2 Option 2: NAS and AS treated independently

In this option, both the NAS and S1-AP/AS messages are treated as totally independent by both the eNB and UE.   eNB is free to decide when to concatenate or not over the air interface.  There is no interaction between NAS and AS in the UE either.  
The different cases are described in the sections below.

2.2.1 Case 1: Failure/Rejection at eNB of the S1-AP message:

If the AS message (Bearer setup) fails in the eNB, the eNB will still deliver the NAS SM Configuration Request message to the UE.  This will result in a mismatch between the NAS and AS layers in the UE and will need to be cleaned up using an additional, to be defined, NAS procedure as shown in the figure below.
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Figure 4: Independent handling: Rejection of the Bearer set up by the eNB.  NAS is still delivered to UE

NOTE: Such a message sequence goes against the current RAN3 assumptions (as per LS R3-072026), in that if the bearer set up fails, the entire S1 message must be rejected.
2.2.2 Case 2: Failure cases in UE

The messages are processed independently in the UE (although it is not always possible for the deactivation case as per current CT1 assumptions).  The eNB may send the messages to the UE concatenated or as separate messages.

Case 2a: Failure in NAS layer
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Figure 5: Independent handling: Failure at NAS layer

Assuming there is no interaction between NAS and AS in the UE, a failure in the NAS level will result in a mismatch between the NAS and AS in the UE.  The MME will need to run another procedure to delete the bearer that was set up.

Note that a small variation would be the possibility for the UE to send a combined AS and NAS messages.  But this does not change the fundamental issues under discussion.
(Note: changed the figure proposed by NEC to remove the possibility of eNB combining the NAS and AS response messages.)
Case 2b: Failure in AS layer
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Figure 6: Independent handling: Failure at AS layer, 
with delivery of NAS message in the UE
In strict absence of NAS/AS interaction in the UE, NAS message will still be delivered and processed even if there is a failure in the AS layer.  This will result in a mismatch in the NAS and AS layers in the UE that need to be cleaned up by the MME.  However, currently there does not seem to be any messages considered in 24.801 at NAS level to deactivate the NAS configuration (the expectation is that the deactivation of the RB automatically clears the NAS configuration).
2.2.3 Case 2c: eNB decides to treat the S1 NAS and AS messages as independent messages
In this case, the eNB decides to send the NAS and RB set up messages as separate messages to the UE.  The example shown below is for the case where there is a failure at the AS level.
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Figure 7: Independent handling: Failure at AS layer, where RRC used separate messages for NAS DT part

This case similar to the case above but creates additional message flows over the S1 interface.

NOTE: According to the current RAN3 assumptions and as per LS R3-072026, there can be only one success/failure outcome of the S1 message.  Thus, if RRC uses different messages for the AS and NAS part, the eNB must put together the AS response and L2 ack/nack for NAS message before providing a response over S1.
2.2.4 Drawbacks

This option simpler from AS point of view.  After all, AS only needs to deliver a DT message.   
However, it could introduce additional complexity at system and NAS level.  This is essentially because dependent procedures are being handled in an independent way and this then needs additional cleanup procedures.  Thus, if either the RRC part or NAS part fails, then this will result in a mismatch between the AS and NAS part.  Additional messages and special handling is then required depending on the type of failure to resolve this.  
The recovery may be possible using defined procedures and nothing additional may need to be specified and could be left to network implementation but nevertheless is something that needs to be addressed in an implementation.  

The other drawback is that it creates several “sub-scenario” flows for one procedure at the system level as shown in the different cases above.  Each of these leads to additional development and testing effort.

Some cases of this option is not aligned with RAN3 assumptions.
2.3 Option 3:  Combined handling in eNB but independent handling in UE
This is essentially variation of option 2.  Thus the UE treats NAS and AS independently as with option 2.  But the eNB will not deliver the NAS DT message if there is a failure in the eNB of the S1-AP part of the message as in section 2.1.1 and Figure 1: Combined handling: RB set up failure in eNB leads to a rejection of the DT (NAS) message in eNB.
The UE failures cases are then as per sections 2.2.2.
2.3.1 Drawbacks:

Almost all the drawbacks mentioned in section 8 for option 2, independent handling are also applicable for this option; the main difference being that this option reduces the number of sub-scenarios that need to be supported.  In fact this option is identical to option 2 as far as RAN2 is concerned and can be seen as an optimisation of option 2 for RAN3 (this interaction is the current assumption in RAN3).  
2.4 Option 4: non-delivery of NAS in case of failure in AS in UE  
In addition to option 3 (that is option 4 includes option 3 where the eNB rejects NAS DT part if there is a failure of the S1-AP part) where the eNB does not deliver the NAS DT message in case of failure of the S1-AP part, another possible extension is to have the AS in the UE also reject the NAS DT message in case of a failure at the AS level.  This case is shown in figure below.
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Figure 7: Independent handling: Failure at AS layer, 
without delivery of the NAS message to the UE

Alternatively, as the NAS UE message is carried as an IE of the AS message for RB setup request, it is also possible that AS in the UE only delivers the NAS message to the NAS layer if the other AS procedures completed successfully. In this case, there will be no mismatch in the NAS and the AS layers in the UE for a failure in the AS in the UE. The MME will deduce from the Bearer Setup Reject that the NAS message was not delivered to the UE NAS layer.  
However, mismatches will still occur if there is a failure in the NAS layer.

NOTE: It is unclear from the current RAN2 RRC specification, whether the UE does not deliver the concatenated NAS message upon AS failure.

2.4.1 Drawbacks:
While the mismatches in the NAS and AS are reduced since the DT part of the message is not delivered if there is a failure in the AS part either in the eNB or UE, there is still a possibility of mismatch if there is a failure in the NAS part in the UE.

However, it should be noted that this mismatch can be cleared using currently defined RAB released procedures and does not need new additional NAS level procedures required with option 2.  Since NAS is not delivered if there is a failure in AS, the MME will never need to deactivate the SM configuration.
3 Analysis from behaviour of the different Nodes:
This section provides an analysis of the behaviour in the different nodes for the cases discussed above.

3.1.1 eNB behaviour:

In option 2, the eNB always processes the NAS messages irrespective of the outcome of the S1-AP message.   Whereas for option 1 and 3, the NAS message is rejected by the eNB itself if the S1-AP message is not successful. 
Further, for option 1, the eNB must send the NAS and AS parts together while for option 2, the eNB has the choice to send them separately.  Note that sending them separately will be more complex as per current RAN3 assumption.  
Option 4 has no impact on eNB.
3.1.2 UE behaviour: 
Some interaction between NAS and AS is needed for both options.  What is additional for option 1 is that if there is a NAS failure, it must also trigger a AS failure in the UE. Only one message is returned for option 1.  Option 2 generates separate messages for NAS and AS.  Options 3 has no impact on the UE while with option 4, a failure in AS part results in a non-delivery of the NAS DT part but need no interaction between AS and NAS in the UE.
3.1.3 MME behaviour: 
For option 1, since the entire procedure fails together, the procedure completes on receiving a response from the UE.  For option 2, the MME may need to execute additional procedures to bring the UE to a known, stable and correct state.

Further for option 2, the MME needs to support multiple message flow options – where the reject/failure and success messages for the AS and NAS may arrive concatenated over S1 or as separate messages.
For option 4, since NAS is not delivered if there is a failure in AS, the MME will not need to deactivate the SM configuration.
4 Other aspects to consider

4.1 S1 impact

Thus, from the S1 (or RAN3) point of view, for both options the success of the NAS part is just to deliver it to the UE  and failure at the NAS level is independent of S1 (i.e., the message has been delivered to the NAS in the UE and the failure is in the NAS and will be reflected by a NAS failure message). 

From the messages that need to be supported over S1, both options will require the support of a failure of the concatenated S1 message and the normal handling of the separate or concatenated S1 response messages.

However, some cases of option 2, independent handling, are difficult to use with the current RAN3 assumption of combined failure of both messages in case of a failure of one.  Options 3 and 4 are aligned with RAN3 assumptions.
4.2 The Attach procedure

Besides the Bearer set up case discussed above, a similar relationship comes with the Attach Accept case where the Attach Accept is piggybacked on the default Bearer setup messages.  


There is a dependency between the two procedures only if the Attach procedure is considered to be unsuccessful if the Default bearer set up procedure fails.  Clarification must be sought from SA2 and CT1 on this issue.  
However, if we can first determine a rule for the handling of the NAS and AS message, then the handling of Attach may automatically fall in place.  So it is proposed to defer this discussion until the Bearer establishment case is resolved.

4.3 The Service Request procedure

It has been agreed in SA2 that for the case when the Service Request procedure is triggered to re-establish the user plane radio bearers, the success of user plane security activation (SMC) implicitely confirms the Service Request. So, in this case, the UE AS has to notify the UE NAS of the outcome of the SMC.

However, this procedure does not introduce any combined NAS/AS handling, a simple report from AS to NAS is sufficient.

5 Summary

With option 1, combined handling, the eNB and UE must fail both procedures if one of them fails and this leads to some additional interaction between the layers in the UE in that if the NAS fails, the AS must also be rejected, so AS must always be prepared to handle two possible outcome of the NAS procedure.  The result at the end of the procedure is cleaner and known state in UE and network and no subsequent  procedures are needed to clean up. Further in option 1, the eNB and UE should always use one message over radio for every message over S1 and the eNB must reject the NAS message without delivery to the UE if the concatenated S1-AP message is rejected
With option 2, no interaction, there is a risk of mismatch between the NAS and AS states and additional procedures are needed to tidy up the UE and eNB.  This can potentially create unknown UE behaviour during the transient period.  It also introduces additional message combinations for the different failure cases.   On the plus side, this option avoids combined handling of AS and NAS messages between the NAS and AS in the UE (some interaction is still needed).  The eNB and UE is allowed to separate out the NAS and AS and send them as separate messages over radio and S1.  However, separation is either ruled out or will introduce additional complexities in some cases as per current RAN3 assumption.
Option 3 can be seen as an optimisation of option 2 by rejecting the ANS DT already at the eNB in case of failure at eNB.  Option 4 is an additional step on top of option 4 to not deliver NAS DT message in case of a failure in the AS in the UE.  Thus options 3 and 4 reduces the number of mismatch cases that need to be supported.  But only option 4 reduces the number of additional procedures and new messages needed to support the mismatches.  Both options 3 and 4 do not need any interaction between the NAS and AS in the UE.
It is important to note that with options 3 and 4, concatenation over S1 of NAS DT message with an S1-AP message is only permitted when the two are directly related (as with option 1).
6 Proposal
Based on the discussion above, it is clear that all solutions can be made to work although some options need additional NAS messages and procedures.  It is proposed to agree a solution in RAN2 and liaise to verify the RAN2 agreement with RAN3, SA2, and CT1.
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