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1.
Introduction
During the latest meetings it has been discussed how security can be changed and three alternatives have been proposed to SA3. From these it has been agreed that the alternative on the fake handover should be studied further. In the details of the fake handover and propose some principles for the fake handover.
2.
Discussion
According to the discussions the key change at handover can be described as follows:
2.1 Using a new key at handover
The change of keys and algorithms during the handover is similar to the case of the transition from idle to active mode due to the fact that new keys are re-generated during the handover. The use of these new keys can be synchronized during the handover. In the case that the algorithm is changed the new algorithm is taken into use after handover. This is shown in Figure 1. The use of the old keys and the new keys can e.g. be indicated when the UE receives a reconfiguration to use a new scrambling code for the downlink, or a new cell Id.
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Figure 1: Change of security during handover
In detail how new keys are used is described below:

When the UE starts to use the resources of the target cell, the UE and the eNodeB transmits all PDCP SDUs received prior to the handover to the PDCP decompressor and the Re-ordering entity.
Then the data stored in the PDCP compressor, ciphering entity, RLC (in the sender and receiver ) and MAC (in the sender and receiver ) entities are reset.

If necessary the receiver entity compiles a report of missing PDCP SDU numbers and transmits it to the sender indicating which of the PDCP SDUs have not yet been received.

The PDCP status report includes the SNs of the PDCP SNs that have to be retransmitted.
All PDCP PDUs that are transmitted using resources of the new cell are protected using the new keys and algorithms indicated during the handover command.
2.2.4 Key change after handover
In the case of a handover from another system a re-authentication and the use of different keys and algorithms for security might be needed. In order to synchronize the change of keys and / or the algorithms in that case without transiting from active to idle to active the following possibilities has been discussed:
2.2.4.1 Intra-cell handover
In this case only the trigger of the behaviour described in 2.2.3 would need to be changed, in order to allow the eNodeB to trigger the reset of the RLC and to discard the PDCP header compressor / decompressor context in the transmitter and the receiver.
As an optimization the PDCP header compressor / decompressor context in the transmitter and the receiver could be maintained as well as shown in Figure 1.
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 Figure 2: Optimized intra cell handover for change of security

During the handover  as described in 2.2.3 MAC, RLC and the header compression protocol is reset. This implies that all data buffered in RLC and MAC is lost, and will be retransmitted by PDCP. Moreover the PDCP compression and decompression context is lost. In order to optimize the handling and to avoid to transmit a full header after the change of security parameters we propose to only reset the RLC and MAC entities during a fake handover that is used in order to activate new security parameters.
Contrary to the handover as described in 2.2.3 the UE determines when to perform the reset of the MAC, RLC and possibly of the compressor of PDCP and the use of the new security parameters when new physical layer resources or parameters are used for the transmission of the PDCP PDUs. In the uplink e.g. the UE could use a different pilot pattern or uplink scrambling code. For the downlink another C-RNTI could be used for the allocation of the resource blocks on which data using the new security parameters is transmitted. Alternatively a time reference could be given by the eNodeB in the handover that indicates at which time to reset MAC and RLC.
After the pseudo handover is executed the complete PDCP SDUs are delivered to higher layers.

Then the data stored in the ciphering entity, RLC (in the sender and receiver ) and MAC (in the sender and receiver ) entities are reset.

If necessary the receiver entity compiles a report of missing PDCP SDU numbers and transmits it to the sender indicating which of the PDCP SDUs have not yet been received.

The PDCP status report includes the SNs of the PDCP SDUs that have to be retransmitted.

All PDCP PDUs that are transmitted using new resources are treated using the new keys and algorithms indicated during the handover command which includes as well the Handover Complete message 

3.
Conclusion

We have discussed some possibilities to change keys during the “pseudo” handover in the same cell.
We propose that the PDCP PDUs protected with the new security parameters are transmitted in the uplink with a new scrambling code in order to be distinguishable from the transmissions with the old security configuration. This allows to continue to re-use the already allocated resources. In order to distinguish transmission in the downlink we propose to allocate a new C-RNTI, such that the transmission using the old and the new security parameters can be distinguished as well.
In order to stick as much as possible to the normal handover the Handover Complete message should be protected using the new security algorithms as well.
One possible optimization would be to maintain the header compression protocol context during this fake handover.
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