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Introduction
During the adHoc in Vienna it has been agreed that the Security Mode command, as well as the Radio Bearer Establishment Command can be sent by the eNodeB without waiting for the confirmation from the UE.
Furthermore it has been agreed that there will be a positive or negative confirmation message for the security mode command message.
Discussion

It is assumed to be a rare case that the security mode procedure fails. In this case, if the RRC CONNECTION RECONFIGURATION message has been sent by the eNodeB without waiting for the reception of the SECURITY MODE COMPLETE prior to the transmission of the RRC CONNECTION RECONFIGURATION message, then the configuration should not be taken into account by the UE. How this will be done has not yet been decided.
We believe there are other cases that could occur which would benefit from allowing the eNodeB to trigger a second procedure without waiting the outcome of the first procedure. Then e.g. a second RRC CONNECTION RECONFIGURATION message could be sent without waiting for the outcome of the first message. However, possibly if the first message was not successful the content of the second message should not be taken into account in order to not invalidate the UE context.
In order to avoid that the UE treats messages that would lead to an invalid context we propose to introduce a flag to the RRC CONNECTION RECONFIGURATION message that indicates whether it shall be considered only in the case of the positive outcome of the previous procedure, or only in the case of the negative outcome of the previous procedure. In the above case of the Security Mode Command the UE would only treat the received RRC CONNECTION RECONFIGURATION message only if the earlier Security Mode Command procedure was completed successfully. 
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Figure 1: Start the next procedure conditional on the outcome of the earlier procedure

Other examples could be e.g. ongoing reconfigurations for measurements, whilst the handover is triggered etc.
Conclusion

We propose in the UE context a flag that stores whether the previous procedure was successful, as well as an indication in the RRC CONNECTION RECONFIGURATION message that indicates whether the procedure is allowed to be executed if the previous procedure has been successful or has failed.
The pseudo CR is added below. 
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Pseudo CR:

*******************   Next change   ****************************
5.3.4.3
Reception of the SECURITY MODE COMMAND by the UE

The UE shall:
1>
If the UE successfully completes the initial setup of the security configuration:

2>
set the contents of SECURITY MODE COMPLETE message as follows:
3>
Tbs

2>
the COUNT value for SRB 1 is initially set to zero;

2>
configure lower layers to apply integrity protection using the indicated algorithm immediately i.e. integrity protection shall be applied to all subsequent messages received and sent by the UE including the message used to indicate the successful completion of the procedure;

2>
configure lower layers to apply ciphering using the indicated algorithm after completing the procedure i.e. ciphering shall not be applied to message used to indicate the success completion of the procedure;
2>
set the variable Previous_Procedure_Outcome to TRUE;
2> submit the SECURITY MODE COMPLETE message to lower layers for transmission, upon which the procedure ends.

1>
else:

2>
set the variable Previous_Procedure_Outcome to FALSE;
2>
set the contents of SECURITY MODE FAILURE message as follows:
3>
Tbs

2>
continue using the configuration used prior to the reception of the SECURITY MODE COMMAND message i.e. neither apply integrity protection nor ciphering.
2> submit the SECURITY MODE FAILURE message to lower layers for transmission, upon which the procedure ends.

*******************   Next change   ****************************
5.3.5.2
Initiation

E-UTRAN may initiate the RRC connection reconfiguration procedure to a UE in RRC_CONNECTED. E-UTRAN applies the procedure as follows:

-
the IE Mobility control information is included only when AS-security has been activated;

-
the establishment of RBs (other than SRB 1, that is established during RRC connection establishment) is included only when AS-security has been activated;

Editors note
This section should cover procedure specific details about procedure interaction (general aspects are covered in general section).
5.3.5.3
Reception of the RRC CONNECTION RECONFIGURATION by the UE

The UE shall:

1> If the RRC CONNECTION RECONFIGURATION message includes the IE NAS dedicated information: 

2>
Forward the IE ‘NAS dedicated information’ to upper layers; 

Editors note
Currently no sub-clause is defined. Assuming this is in few procedures and only concerns a few lines, it seems easier to just duplicate the procedure text.

1> If the RRC CONNECTION RECONFIGURATION message includes the IE Radio resource configuration: 

2>perform the Radio resource configuration procedure as specified in 5.3.9; 

1> If the RRC CONNECTION RECONFIGURATION message includes the IE Measurement configuration:

2> perform the Measurement configuration procedure as specified in 5.5.2;

1> If the RRC CONNECTION RECONFIGURATION message includes the IE Mobility control information: 

2> perform the handover procedure as specified in 5.3.6;

NOTE
Security reconfiguration only applies in case of a handover and hence is specified in the corresponding section.
<Interactions between elementary procedures, if any>.

NOTE
If the RRC CONNECTION RECONFIGURATION message includes the establishment of radio bearers others than SRB 1 and activates AS-security, the UE may start using these radio bearers immediately i.e. there is no need to wait for an acknowledgment of the RRC CONNECTION RECONFIGURATION COMPLETE message.

1> Consider the procedure to be unsuccessful (need to specify the UE behaviour for this error case is FFS):

2> If the variable Previous_Procedure_Outcome is set to TRUE and the IE “Previous_ Procedure_Required_Outcome” is to FALSE
2> If the variable Previous_Procedure_Outcome is set to FALSE and the IE “Previous_ Procedure_Required_Outcome” is to TRUE
2> If the RRC CONNECTION RECONFIGURATION message includes the IE Mobility control information AND upon completion of the RRC connection reconfiguration procedure AS-security is not activated OR;

2> If the RRC CONNECTION RECONFIGURATION message includes the establishment of radio bearers others than SRB 1 AND AS-security is not activated;

Editors note
It is FFS how to specify the above conditions. If possible, the specification should avoid text suggesting to revert operations that have been completed successfully.
1>
If the UE successfully completes all the procedures invoked by the RRC CONNECTION RECONFIGURATION message:

2>
set the variable Previous_Procedure_Outcome to TRUE;
2>
set the contents of RRC CONNECTION RECONFIGURATION COMPLETE message as follows:
3>
Tbs

2> transmit the RRC CONNECTION RECONFIGURATION COMPLETE message using the new configuration;

2> submit the RRC CONNECTION RECONFIGURATION COMPLETE message to lower layers for transmission, upon which the procedure ends.

1>
else:

2>
set the variable Previous_Procedure_Outcome to FALSE;
2>
reject the entire message as specified in 5.3.5.5 i.e. the UE shall also reject the procedures invoked by the RRC CONNECTION RECONFIGURATION message that it managed to complete successfully;

2>
revert back to the configuration used prior to the reception of the RRC CONNECTION RECONFIGURATION message.
To be completed
*******************   Next change   ****************************
6.2.6
RRC CONNECTION RECONFIGURATION
Command to establish or modify an RRC connection, covering UE and network identification, radio bearer configuration, measurement configuration, security configuration, 


Signalling radio bearer: SRB 1 or SRB 2 (FFS)


RLC-SAP: AM or UM


Logical channel: DCCH


Direction: E-UTRAN -> UE

	Name
	Need
	Multi
	Type/ reference
	Semantics description
	Ver

	Message Type
	MP
	
	<ref>
	
	

	Transaction identifier
	MP
	
	Integer [0..3]
	
	

	Previous Procedure Required Outcome
	MP
	
	Boolean
	
	

	Measurement configuration
	OP
	
	<ref>
	
	

	Mobility control information
	OP
	
	<ref>
	
	

	NAS dedicated information
	OP
	
	<ref>
	
	

	Radio resource configuration
	OP
	
	<ref>
	
	

	Security configuration
	C
	
	<ref>
	Optionally included in case of handover. Manditorily included in case of inter-RAT handover to E-UTRA
	

	UE related information
	OP
	
	<ref>
	
	


*******************   Next change   ****************************
7.1
UE variables

	Name
	Need
	Multi
	Type/ reference
	Semantics description
	Ver

	Previous_Procedure_Outcome
	MP
	
	Boolean
	True indicates that the previous procedure has been completed successfully.
The variable is initialized to FALSE at the creation of the RRC Connection.
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