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1 Introduction

This document provides a summary of the off-line discussions on Security Activation in PDCP for SRB1 in the downlink during RAN2#60bis.

2 Summary

During the offline discussions, two possible ways forward were identified:

1. Specify UE requirement as a pseudo-algorithm according to proposal 1 in R2-080232 ‎[1].
In this proposal, the details of the interaction between RRC and PDCP are clearly specified.

2. Specify UE requirement as a simple statement with no implementation guidance on how the interaction between PDCP and RRC is realized.
The implementation aspects of the interaction between PDCP and RRC were discussed, and it was pointed out that the interaction can be left entirely to implementations, thus requiring minimal normative text in the related specifications ‎[2]

 REF _Ref186557651 \r \h 
‎[3] .
3 Proposed way forward
Based on off-line discussions and comments received, the rapporteur proposes the following way forward:
1. Add the following text to the RRC specifications:

When the SMC is received and its integrity protection is verified, RRC activates the security functions of PDCP.

2. Add the following text to the PDCP specifications, in section 5.3 - ciphering and deciphering:

The ciphering function is activated by upper layers [3]. After security activation, the ciphering function shall be applied to all PDCP PDUs subsequent to the PDU containing the RRC Security Mode Command [3].
3. Add the following text to the PDCP specifications, in section 5.4 - integrity protection:

The integrity protection function is activated by upper layers [3]. After security activation, the integrity protection function shall be applied to all PDUs for PDCP entities associated with signalling plane radio bearers; in particular, the MAC-I shall be calculated in the uplink and verification of the MAC-I shall be performed in the downlink, for all PDUs including and subsequent to the PDU containing the RRC Security Mode Command [3].

Note: The SMC, or the “PDCP PDU that contains the message that activates security”, needs to be mentioned in the PDCP specification, because there is a need to define from exactly what PDU the security shall apply once they are activated. I.e. to enforce the lockstep processing so that it is not possible that one or more PDUs subsequent to the SMC would not be integrity verified/protected.

If RAN2 agrees to this, a text proposal to TS 36.323 is provided below, with some other modifications related to the update of RX_HFN and TX_HFN. 
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 ------------ Text Proposal to TS 36.323 ------------
[Untouched text not included here]
5.1.2
Reception of a PDCP SDU from upper layers

At reception of a PDCP SDU from upper layers the UE shall:

-
associate the PDCP Sequence Number corresponding to Next_PDCP_TX_SN to this PDCP SDU;

-
if the discard function is configured by upper layers for this PDCP entity start the timer Timer_Discard associated with this PDCP SDU;

-
use the COUNT based on the value of the variable TX_HFN and the associated PDCP sequence number for integrity protection and ciphering (if activated) for the PDCP PDU generated based on this PDCP SDU;
-
increment the variable Next_PDCP_TX_SN by one;

-
if the variable Next_PDCP_TX_SN is larger than the maximum PDCP Sequence Number:

-
set the variable Next_PDCP_TX_SN to 0;

-
increment the variable TX_HFN by one;

[Untouched text not included here]
5.3
Ciphering and deciphering

The ciphering function is performed in PDCP. For the control plane, the data unit that is ciphered is the data part of the PDCP PDU (see subclause 6.3.3) and the MAC-I (see subclause 6.3.4). For the user plane, the data unit that is ciphered is the data part of the PDCP PDU (see subclause 6.3.3); ciphering is only applicable for PDCP PDUs associated with a PDCP SDU..

The ciphering algorithm and key to be used for PDCP entities associated with user plane radio bearers are the ones configured by upper layers at the moment that a PDCP PDU is received / transmitted [3] and the ciphering method shall be applied as specified in [6]. Only PDCP PDUs associated with a PDCP SN are ciphered / deciphered based on the associated COUNT value.

The ciphering algorithm and key to be used for PDCP entities associated with control plane radio bearers are the ones configured by upper layers for each received PDCP PDU [3] and the ciphering method shall be applied as specified in [6].

The ciphering function is activated by upper layers [3]. 
After security activation, the ciphering function shall be applied to all PDCP PDUs subsequent to the PDU containing the RRC Security Mode Command 
[3].
The parameters that are required by PDCP for ciphering are defined in [6] and are input to the ciphering algorithm. The parameters required by PDCP which are provided by upper layers [3] are listed below:

- 
COUNT;

-
BEARER (defined as the radio bearer identifier in [5]. It will use the value RB identity –1 as in [3]);

-
DIRECTION (direction of the transmission);


-
CK (Ciphering Key).

-
IBS (Input Bit Stream)

Editors note:
 The exact list and name of the parameters are FFS.


Editors note: It is FFS how keys can be changed if necessary without transiting through idle mode.

5.4
Integrity Protection

The integrity protection function is performed in PDCP for PDCP entities associated with signalling radio bearers. 

The integrity protection algorithm and key to be used for PDCP entities are the ones configured by upper layers for each received PDCP PDU [3] and the integrity protection method shall be applied as specified in [6].
The integrity protection function is activated by upper layers [3]. After security activation, the integrity protection function shall be applied to all PDUs including and subsequent to the PDU containing the RRC Security Mode Command
 [3].
NOTE:
As the RRC message which activates the integrity protection function is itself integrity protected with the configuration included in this RRC message, this message needs first be decoded by RRC before the integrity protection verification could be performed for the PDU in which the message was received.

The parameters that are required by PDCP for integrity protection are defined in [6] and are input to the integrity protection algorithm. The parameters required by PDCP which are provided by upper layers [3] are listed below:

- 
COUNT;

-
BEARER (defined as the radio bearer identifier in [6]. It will use the value RB identity –1 as in [3]);

-
DIRECTION (direction of the transmission);


-
IK (Integrity Protection Key).

-
IBS (Input Bit Stream: unciphered data unit)

For the case of the verification of integrity protection the UE calculates the X-MAC based on the input parameters as specified above. If the calculated X-MAC corresponds to the MAC integrity protection is checked successfully. If the X-MAC does not correspond to the received MAC the interaction with upper layers is FFS.


Editors note:
This procedure is not yet defined. There are no stage 2 agreements from which to derive the above. The exact list and name of the parameters are FFS.

[Untouched text not included here]
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Rapporteur note:


To avoid naming the SMC in PDCP, we _could_ call this “the RRC message which activates the integrity protection function”
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