
3GPP TSG-RAN WG2 Meeting #60bis
R2-080290
Sevilla, Spain

14th  - 18th  January 2008
Agenda item:

7.1
Source:
Nokia Siemens Networks
Title:
3G Home NodeB Access Control
Document for:

Discussion and Decision

1
Introduction
RAN2 has been discussing various CSG scenarios and access control mechanisms for 3G and LTE. For the LTE, assuming one general access control mechanism for various scenarios could make sense. However, for the 3G case, an access control mechanism specific for the Home NodeB should be considered as this scenario has a burden to support legacy UEs and especially SID is only considering Home NodeB scenario. 
For 3G HNB (Home NodeB), RAN2 summerized various access control mechanisms and listed pros vs. cons and even some companies expressed their interest in the improvement of the access control mechanism which could have impacts to UE during RAN2 #60 meeting. 
This contribution is aiming to agree on a RAN2 recommendation for 3G HNB access control mechanism for legacy UEs. This will give the guidance, how to control the 3G HNB access. Also more importantly, the agreed recommendation will provide the common ground for the further improvement.
2
Discussion
2.1
General Description
As there will be limitation on the number of available scrambling codes and/or LACs for the 3G HNB, it is common assumption that these codes should be reused. In this contribution, it is assumped that #m scrambling codes and #n LACs are reserved for 3G HNB use. The #n shall be selected such that all the allocated LAI:s for 3G HNB in a certain geographical area can be fitted in the forbidden LA list of a UE. This way it is possible to eliminate unnecessary attempts for unauthorized UE:s to send LOCATION AREA UPDATE under 3G HNB radio coverage. Number #m shall be selected based on worst case interference scenario of dense populated HNB:s and available neighbour cell locations of the overlaying macro network . 

Using a different frequency for 3G HNB than for macro cells has been identified as one general scenario. In this case, if the macro coverage is very strong, it may happen that an authorized UE does not select automatically the 3G HNB. For this case, HCS could be applied.
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The proposed 3G HNB closed access control concept consists of 2 steps:

The first step is performed when the UE initiates a Location Updating procedure through a 3G HNB: the identity of the UE is compared against the access control list of the selected LAI.

The second step is performed when the UE is going to initiate a service through a 3G HNB cell: the identity of the UE is compared against the access control list of the accessed 3G HNB cell.
2.2
Access control during location updating procedure

In idle mode, when UE has reselected the 3G HNB, the UE initiates location updating procedure. At the beginning, the identity of the UE shall be checked by the 3G HNB network and compared to the list of UE identities authorized to camp under that particular LAI (LA_ACL).
The LA_ACL is formed from all cell specific ACL:s of the 3G HNB, which have the same LAI. 

In case the UE is authorized in the LAI, the location updating procedure shall continue normally. The UE is then ready to establish call or to receive paging messages.
In case the UE is not authorized, the 3G HNB network sends LOCATION UPDATING REJECT with cause #15 (no suitable cells in the location area). The UE sets the LAI of the unauthorized 3G HNB cell in its list of “forbidden location areas for roaming” and attemps to reselect another cell under the same PLMN, having different location area.
2.3
Access control during call setup
After UE has succefully completed location updating in the 3G HNB, it may want to establish a calll (e.g. directly originating a call request or after answering to a paging) via a 3G HNB cell . 
Due to LACs reuse within a 3GHNB and due to that access to a 3G HNB cell may be restricted to a limited number of users/UEs (“Closed access control”), for each 3G HNB a cell specific access control list (Cell_ACL) shall exist, containing the identities of those UE:s authorised to access 3G services via that cell. 
When a 3G HNB receives a request for a service (e.g. via an RRC CONNECTOIN REQUEST for call setup or a RAB ASSIGNMENT REQUEST) for a UE, the UE identity is checked by the the 3G HNB and compared to authorized UE identities defined in the Cell_ACL.

In case the UE is authorized to access services via that cell, procedure will continue normally and service will be provided.
In case the UE is not authorized to access services from that cell, the 3G HNB will send RRC CONNECTION SETUP REJECT and redirect/relocate the UE to a suitable macro cell. 
3
Conclusion
The presented paper describes a mechanism for 3G Home NB Access Control
Main objective of this approach is the applicability for legacy UEs. With the 2 step access control mechanism proposed, it is also possible to avoid  frequent repetitions of unsuccessful access attempts, even though LAC may be reused for many 3G HNB.

In step 1, access rights to LAI are checked. Since UEs without access rights are rejected with cause #15, they will not repeat an unsuccessful registration attempt. UEs authorized for a certain LAI on the other hand may camp in any 3G HNB with this LAI and will be able to receive paging requests without any restrictions.

During call establishment, UE authorization is checked on 3G HNB cell level. Connections of not authorized UEs are transferred to a suitable macro cell by redirection or by relocation.
4
Proposal
It is proposed to agree on the 3G HNB Access control scheme in section 2 as a recommendation for the legacy 3G UEs. It is also proposed to use the the access control scheme in section 2 as a base in case RAN2 believes that any further improvement is needed. If further improvement is needed for 3G HNB Access control, it should be simple and easy so that UE vendors can implement it as soon as possible.
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