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Introduction

This contribution proposes that explicit text be added in 36.323 (PDCP) to state:

· Integrity is performed on unciphered messages, as decided at the Shanghai meeting.

· Ciphering/deciphering performed after/before header compression/decompression.

· Fix ambiguous text in 5.3 that can currently be read as keys and algorithm being configured when the PDUs are actually received, rather than being already pre-configured at that time. 

· Fix ambiguous text in 5.4 that can currently be read as keys ard algorithm being configured per individual PDU.

· Editorial: Consolidate similar text for user and control planes by merging 2 paragraphs in 5.3 into a single paragraph.

· Editorial: miscellaneous.
Proposed text for 36.323
5.3
Ciphering and deciphering

The ciphering function is performed in PDCP. For the control plane, the data unit that is ciphered is the data part of the PDCP PDU (see subclause 6.3.3) and the MAC-I (see subclause 6.3.4). For the user plane, the data unit that is ciphered is the data part of the PDCP PDU (see subclause 6.3.3); ciphering is not applicable to PDCP Control PDUs.

The ciphering algorithms and keys to be used, potentially different for the user plane and control plane bearers, are the ones most recently configured by upper layers. The ciphering method shall be applied as specified in [6]. For the user plane bearers using header compression, ciphering shall be performed after header compression, while deciphering shall be performed before header decompression.

Editors note: How reconfiguraton / start of security is performed is FFS

The parameters that are required by PDCP for ciphering are defined in [6] and are input to the ciphering algorithm. The parameters required by PDCP which are provided by upper layers [3] are listed below:

- 
COUNT;

-
BEARER (defined as the radio bearer identifier in [5]. It will use the value RB identity –1 as in [3]);

-
DIRECTION (direction of the transmission);


-
CK (Ciphering Key).

-
IBS (Input Bit Stream)

Editors note:
 The exact list and name of the parameters are FFS.

Editors note: How ciphering is started for user plane radio bearers.

Editors note: It is FFS how keys can be changed if necessary without transiting through idle mode.

5.4
Integrity Protection and Verification
The integrity protection function is performed in PDCP for PDCP entities associated with control plane radio bearers. 

The integrity protection algorithm and key to be used for PDCP entities are the ones most recently configured by upper layers and the integrity protection method shall be applied as specified in [6], before ciphering, on transmission, and after deciphering, on reception.The parameters that are required by PDCP for integrity protection are defined in [6] and are input to the integrity protection algorithm. The parameters required by PDCP which are provided by upper layers [3] are listed below:

- 
COUNT;

-
BEARER (defined as the radio bearer identifier in [6]. It will use the value RB identity –1 as in [3]);

-
DIRECTION (direction of the transmission);


-
IK (Integrity Protection Key).

-
IBS (Input Bit Stream: unciphered data unit)

The UE verifies the integrity of the PDCP PDU by calculating the X-MAC based on the input parameters as specified above. If the calculated X-MAC corresponds to the MAC-I integrity protection is verified successfully, otherwhise the interaction with upper layers is FFS.

Editors note: How integrity protection is started (i.e. whether an activation time is used like a PDCP SN is FFS)

Editors note:
This procedure is not yet defined. There are no stage 2 agreements from which to derive the above. The exact list and name of the parameters are FFS. 
[…]
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