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1. Overall Description:

During RRC Ad-hoc meeting in December 2007 discussion on UE capability transfer took place and the following was proposed:

· UE AS security capabilities are derived by EPC from the UE NAS security capabilities received in the initial NAS message at attach. Information that may include the list of supported ciphering and integrity algorithms (based on derived AS security capabilities) is then provided to the eNB by MME. Based on the received information, eNB can select a suitable algorithms and activate security accordingly. 
The above proposal was taken as a working assumption provided that following is confirmed by SA WG3:
· AS/NAS UE Security capabilities are the same

· Security capabilities received from MME can be trusted

Even in case AS/NAS capabilities differ, as long as AS capabilities are handled on NAS level (UE sends up both NAS and AS capabilities that are verified by the CN when NAS security is started), RAN2 would like to confirm the basic principle where MME sends down the “AS security capabilities” to eNB. 
Therefore, RAN WG2 would like to ask following questions:
Question 1:Could SA WG3 acknowledge the principle where MME sends the “AS security capabilities” to eNB regardless of whether AS/NAS capabilities are the same or, AS capabilities are derived from NAS capabilities or, AS capabilities are separate as long as AS capabilities are handled on NAS level?
Question 2: Can security capabilities received by the eNB from MME be trusted?

In addition, RAN WG2 discussed the need to include protection against bid-down attacks on UE security capability in AS security start. Assuming that NAS security is always started before AS, RAN WG2 assumed there would be no need to include the protection against bid-down attacks.

Question 3: Is it SA WG 3 assumption that NAS security is always started before AS security?

Question 4: Does SA3 see the need to include protection against bid-down attacks on UE security capability in AS security start message or it can be provided using NAS security?
And, 
Question 5: RAN WG2 would also like to ask whether it is safe to assume that the same ciphering algorithm is always used for both UP and CP (assuming RRC CP, not NAS)?

2. Actions:

To SA WG3:
RAN WG2 would kindly like to ask SA WG3 to provide answers to questions 1 to 5.
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