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1. Introduction
This contribution discusses the SMC message for initial security activation.
2. Discussion

2.1. Interaction between RRC and PDCP for security activation 
After an INITIAL CONTEXT SETUP REQUEST message received from S1 interface, eNB sends a dedicated SMC message which contains selected integrity and ciphering algorithm to UE. And the SMC message is integrity protected by the integrity algorithm contained in it. So the following interactions between RRC and PDCP are needed:
1. Before security function is activated, PDCP needs to send all received packets to RRC.
2. For SMC message, RRC needs to decode the message and configure the security function based on the selected security algorithms included in SMC message.
3. After security function configured and activated, the SMC message shall be sent to PDCP for integrity checking, and PDCP shall report the checking result to RRC.
Proposal1: Some interactions are needed for security activation .
2.2. Parallel procedure considerations
As the agreement in RAN2 previous meetings on parallel procedure topic, a RRC RECONFIGURATION message may be sent to UE immediately after SMC message. Then it is possible that the RRC RECONFIGURATION message reaches UE PDCP before the security function has been activated. In this case, UE PDCP can not decipher the message. So the following solution is proposed:
1. Before security function has been activated, PDCP needs to send all received packets to RRC.
2. Since the message is ciphered and RRC can not decode it, RRC buffers the message.
3. The message shall be sent to PDCP for security handling (i.e. deciphering and integrity checking) after the security function is activated.
4. PDCP will send back the deciphered and integrity checked message to RRC.
Proposal2: Before security function in UE PDCP has been configured, all received message will be sent to RRC for buffering. And all these buffered messages will be sent to PDCP for security checking after the security configuration.
3. Conclusion
According to the discussion above, we propose:
Proposal1: Some interactions are needed for security activation.
Proposal2: Before security function in UE PDCP has been configured, all received message will be sent to RRC for buffering. And all these buffered messages will be sent to PDCP for security checking after the security configuration.
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5. Text Proposal 
--------------------------------------------------------Start of text proposal--------------------------------------------------
5.1. Text Proposal for TS 36.331
5.2.x.3
Reception of SECURITY MODE CONTROL message by the UE
The UE shall:
1> RRC entity decodes the SMC message and derives the security algorithms. 
1> RRC entity configures and activates security function in PDCP.
1> RRC send the SMC message to PDCP for integrity check:
2> If successfully, RRC receives a correct indication from PDCP:
     3> RRC send a SMC COMPLETE message to eNB.
     3> If RRC receives PDCP SDU from PDCP before security activation, specified in 5.2.x.3.1.
2> else if unsuccessful, RRC receives an error indication from PDCP.
     3> RRC send a SMC FAILURE message to eNB.
------------------------------------------------Unmodified parts omitted----------------------------------------------------
5.2.x.3.1
parallel SMC and RB setup procedure
1> RRC can not decode the message:
2> RRC buffers the message;
2> RRC start a timer Tbuffer: 

3> When security is activated successfully:

4> RRC will send all buffered message to PDCP for security checking ;

4> Stop the timer Tbuffer.
               3> If timer Tbuffer expires, specified in 5.2.x.3.1.
5.2.x.3.1.1Tbuffer expire
If timer Tbuffer expires: 
1> RRC will discard the buffered message.
------------------------------------------------Unmodified parts omitted------------------------------------------------------------------------------------------------------------End of text proposal---------------------------------------------------
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