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1 Introduction

This contribution addresses the details of the interactions between PDCP and RRC at security activation. It proposes UE PDCP behaviour for the uplink and for the downlink before security has been activated.

Is it agreed in TS 36.323 ‎[1] that PDCP performs ciphering and/or integrity verification for Signalling Radio Bearers (SRBs) and for user-plane Radio Bearers (RBs), and that the PDCP security functions are configured and activated by upper layers (RRC) ‎[2].

PDCP cannot identify the RRC Security Mode Command (SMC) used for the Initial Security Activation procedure. We note that before security is activated:
· PDCP cannot verify the integrity protection of PDUs received. This means that:

· handling of PDUs received before security activation must be specified (for SRBs and RBs);

· for SRBs, PDUs following the SMC, thus ciphered and/or integrity protected, must be delivered to RRC only once security is activated as only then can those PDUs be processed;

· PDCP behaviour is currently not defined in TS 36.323 ‎[1].

We also note that the activation of the PDCP security functions require that:

· RRC identifies and processes the SMC;

· PDCP successfully verifies integrity of the PDU containing the SMC; 

Consequently, we suggest for SRBs (downlink):
· until RRC activates security in PDCP, PDCP delivers SDUs for SRB1 to RRC in a lockstep fashion (i.e. one SDU at the time), until the SMC is identified by RRC and its integrity is verified by PDCP - at which point RRC activates PDCP security;

· until RRC activates security in PDCP, the UE shall discard any data received for SRB2.

· once RRC activates PDCP security, the UE behaves as specified in TS 36.323 ‎[1], i.e. PDCP performs security functions and delivers the deciphered and/or integrity verified SDU to RRC.
We also suggest for user-plane RBs (downlink):
· until RRC activates security in PDCP, the UE PDCP shall not process and may discard any data received for the RB.
For the uplink, we suggest that the UE PDCP shall not process any SDU received from upper layers for SRB2 or for user-plane RBs before PDCP security is activated.
The following sections provide more details on our reasoning, as well as a text proposal to TS 36.323 ‎[1].
2 Interactions between PDCP and RRC
2.1 Initial Activation of the PDCP Security Functions

It is agreed in RAN2, based on TS 36.331 ‎[2], that RRC handles the integrity protection configuration common to SRB1 and SRB2, as well as ciphering configuration which is common for all radio bearers. It is also agreed that the Initial Security Activation procedure is used when SRB1 is established, i.e. prior to establishing SRB2 and/or user-plane RBs. The SMC can thus only be received on SRB1 ‎[2].
For the Initial Security Activation, the RRC messages to activate security (command and response) are integrity protected; ciphering is started only after completion of the procedure. RRC activates the security functions of PDCP when the SMC is received and its integrity was verified.
PDCP performs ciphering (SRBs and user-plane RBs) and/or integrity protection (SRBs only). The implication of the Initial Security Activation procedure is that there is a necessary interaction between the RRC and the PDCP, which must be specified. There is also a specific PDCP behaviour that is needed before security is activated by RRC.
2.2 PDCP Behavior before Security Activation
2.2.1 Downlink UE PDCP Behavior
UE behaviour for Signalling Radio Bearers (SRBs)

Before the security functions of PDCP can be activated, the PDU for SRB1 that contains the SMC must be identified and its integrity must be verified. PDCP can achieve this by delivering one SDU at the time to RRC, while it keeps a copy of the SDU together with any other information required to calculate the X-MAC. The UE also buffers subsequent PDUs for that SRB, while RRC processes each SDU to determine whether it includes the SMC or not, until the SDU that contains the SMC is identified.

If the SDU processed by RRC does not contain the SMC, the PDCP processing for the corresponding PDU is completed. PDCP delivers the next (possibly buffered) SDU to RRC for processing.

Otherwise, if the SDU processed by RRC contains the SMC, then this is indicated to PDCP. RRC configures the security function of PDCP using the information contained in the SMC, and PDCP verifies the integrity of the corresponding PDU using this configuration and the information kept to calculate the X-MAC.

If the integrity of the PDU is verified, PDCP indicates to RRC that the security configuration is valid. PDCP updates the HFN and the PDCP processing for this PDU is completed. RRC can then activate the security functions of PDCP. PDCP can then process all remaining buffered PDUs in the order they were received.

Otherwise, if the integrity of the PDU does not verify, PDCP indicates to RRC that the security configuration is not valid. PDCP discard the security configuration and does not update the HFN. Security functions remain inactive. PDCP delivers the next (possibly buffered) SDU to RRC for processing.
Proposal 1: We propose the following PDCP behaviour for SRBs before security activation:
· until RRC activates security in PDCP, for PDUs received on SRB1 the UE PDCP shall

· buffer all PDUs for SRB1; and

· deliver one SDU for SRB1 to RRC, and keep a copy of the corresponding SDU together with any other information required to calculate the X-MAC; and

· wait for the outcome of RRC processing for the SDU:

· if RRC configures security (i.e. RRC indicates that the SDU contains the SMC), the UE PDCP verifies the integrity of the corresponding PDU using this configuration and the information kept to calculate the X-MAC:

· if the integrity of the PDU is succesfully verified, the UE PDCP shall:

· update the HFN;

· indicate to RRC that integrity was successfully verified;

· consider the processing of the PDU to be complete;

· otherwise, if integrity of the PDU fails to verify, the UE PDCP shall:
· indicate to RRC that the SDU has failed integrity verification;

· discard the security configuration;

· remove the PDU from the buffer;

· deliver the next (possibly buffered) SDU for SRB1 to RRC;
· until RRC activates security in PDCP, the UE shall discard any data received for SRB2.

· once PDCP security is activated, the UE shall process all remaining buffered PDUs in order, and behaves as currently specified in TS 36.323 ‎[1], i.e. PDCP performs security functions and delivers the deciphered and/or integrity verified SDUs to RRC.

For the downlink, signalling on SRB2 is not expected prior to security activation. In case signalling is sent in parallel with the Initial Security Activation procedure, it is expected to be sent on SRB1. Therefore, if any data for SRB2 is received by PDCP before security is activated, this is an error case and the corresponding data should be discarded.
Finally, the fact that the SMC has been received but did not authenticate properly might be an indication that some form of security attack could be ongoing. Currently in section 5.4 of TS 36.323 ‎[1], the interaction with upper layers when integrity protection fails is still FFS but should take failure to verify the integrity of a SDU containing the SMC into account.
UE behaviour for User-plane Radio Bearers (RBs)

TS 36.323 states that E-UTRAN should not establish user-plane bearers (and SRB2) prior to security activation. It is expected that the UE will not receive any user-plane data before security is activated. Consequently, we propose that the UE discards user-plane data received before security is activated.
Proposal 2: We propose the following PDCP behaviour for user-plane RBs before security activation:

· until RRC activates security in PDCP, the UE shall not process any data received for a user-plane RB.
· PDCP may discard U-plane PDCP PDUs arriving before security has been activated.

2.2.2 Uplink UE PDCP Behavior

The UE may have uplink data for SRB2 and for user-plane RBs, before and during security activation.

UE behaviour for Signalling Radio Bearers (SRB2)

Proposal 3: We propose the following PDCP behaviour for SRB2 before security activation:

· Until RRC activates security in PDCP, the UE PDCP shall not process any SDU received from upper layers for SRB2.

This implies that RRC should not submit any SDU to PDCP for SRB2 prior to activating security in PDCP.

UE behaviour for User-plane Radio Bearers (RBs)

Proposal 4: We propose the following PDCP behaviour for user-plane RBs before security activation:

· Until RRC activates security in PDCP, the UE PDCP shall not process any SDU received from upper layers for user-plane RBs, independently of whether the Service Access Point (SAP) is instantiated before the establishment of the RB or not.

3 Conclusion

It is proposed that RAN2 discusses and agrees on the proposals listed in this contribution:

If RAN2 agrees to this, a text proposal to TS 36.323 is provided below. 
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 ------------ Text Proposal to TS 36.323 ------------
 [Untouched text not included here]

5.1.1.1
Behaviour for user plane radio bearers

User plane PDCP SDUs are associated with a COUNT value that is composed by a PDCP sequence number and the HFN as specified in subclause 6.3.5. 

Editors note: There might be a need to discuss terminology to distinguish unicast bearers from broadcast bearers where the PDCP entity is located in the MBMS Gateway

If security is activated, at reception of a PDCP PDU containing a PDCP SN field from lower layers the UE shall:

-
if the PDCP Sequence Number contained in the PDCP SN field is less than the variable Next_PDCP_RX_SN:

-
increment the variable RX_HFN by one;

-
use the COUNT based on the value of the variable RX_HFN and the received PDCP Sequence Number contained in the PDCP SN field for deciphering the PDCP PDU;

-
set the variable Next_PDCP_RX_SN to the received PDCP Sequence Number + 1;

-
if the variable Next_PDCP_RX_SN is larger than the Maximum_PDCP_SN:

-
set the variable Next_PDCP_RX_SN to 0;

-
increment the variable RX_HFN by one;
Otherwise, if security is not activated the UE shall not process the PDU; the UE may discard the PDU.

5.1.1.2
Behaviour for signalling plane radio bearers

Every PDCP SDU is associated with a COUNT value that is composed by a PDCP sequence number and the HFN as specified in subclause 6.3.4. 

If security is activated, at reception of a PDCP PDU from lower layers the UE shall: 

-
if the PDCP Sequence Number contained in the PDCP SN field is less than the variable Next_PDCP_RX_SN:

-
use the COUNT based on the value of the variable RX_HFN + 1 and the received PDCP Sequence Number  contained in the PDCP SN field for integrity check and deciphering (if applicable) of the PDCP PDU.

-
else

-
use the COUNT based on the current value of the variable RX_HFN and the received PDCP Sequence Number contained in the PDCP SN field for integrity check and deciphering (if applicable) of the  PDCP PDU.

-
if integrity protection is applicable and the integrity check is passed successfully; or

-
if integrity protection is not applicable:

-
if the PDCP Sequence Number is less than the variable Next_PDCP_RX_SN:

-
increment the variable RX_HFN by one;

-
set the variable Next_PDCP_RX_SN to the received PDCP Sequence Number + 1;

-
if the variable Next_PDCP_RX_SN is larger than the Maximum_PDCP_SN:

-
set the variable Next_PDCP_RX_SN to 0;

-
increment the variable RX_HFN by one;
Editors note: The following applies to SRB1. It is assumed that the UE will not receive any data for SRB2 prior to successful security activation.
Otherwise, if security is not activated, the UE shall:

· Deliver the SDU corresponding to the next not yet processed PDU to upper layers, i.e. to RRC [3]  and keep a copy of the PDU; and

· wait for the upper layers to indicate whether the PDU contains the Security Mode Command before processing any other PDU;

· if upper layers have configured the PDCP security functions  (i.e. RRC indicates that the SDU it received contains the Security Mode Command):

· verify the integrity of the PDU and indicate the result to upper layers:

· if integrity was successfully verified:

-
if the PDCP Sequence Number is less than the variable Next_PDCP_RX_SN:

-
increment the variable RX_HFN by one;

-
set the variable Next_PDCP_RX_SN to the received PDCP Sequence Number + 1;

-
if the variable Next_PDCP_RX_SN is larger than the Maximum_PDCP_SN:

-
set the variable Next_PDCP_RX_SN to 0;

-
increment the variable RX_HFN by one;

· if integrity was not successfully verified, discard the security configuration and [reference to FFS behaviour in section 5.4];

· consider the processing of the PDU complete;

· if integrity was successfully verified, process any other PDU only after upper layers have activated the security functions.

 [Untouched text not included here]

5.3  Ciphering and deciphering

The ciphering function is performed in PDCP. The ciphering function is activated by upper layers [3], i.e. activation is signalled by RRC once RRC has processed the Security Mode Command.
For the control plane, the data unit that is ciphered is the data part of the PDCP PDU (see subclause 6.3.3) and the MAC-I (see subclause 6.3.4). For the user plane, the data unit that is ciphered is the data part of the PDCP PDU (see subclause 6.3.3); ciphering is only applicable for PDCP PDUs associated with a PDCP SDU..

The ciphering algorithm and key to be used for PDCP entities associated with user plane radio bearers are the ones configured by upper layers at the moment that a PDCP PDU is received / transmitted [3] and the ciphering method shall be applied as specified in [6]. Only PDCP PDUs associated with a PDCP SN are ciphered / deciphered based on the associated COUNT value.

The ciphering algorithm and key to be used for PDCP entities associated with control plane radio bearers are the ones configured by upper layers for each received PDCP PDU [3] and the ciphering method shall be applied as specified in [6].

Editors note: How reconfiguraton / start of security is performed is FFS

The parameters that are required by PDCP for ciphering are defined in [6] and are input to the ciphering algorithm. The parameters required by PDCP which are provided by upper layers [3] are listed below:

- 
COUNT;

-
BEARER (defined as the radio bearer identifier in [5]. It will use the value RB identity –1 as in [3]);

-
DIRECTION (direction of the transmission);


-
CK (Ciphering Key).

-
IBS (Input Bit Stream)

Editors note:
 The exact list and name of the parameters are FFS.

Editors note: How ciphering is started for user plane radio bearers.

Editors note: It is FFS how keys can be changed if necessary without transiting through idle mode.

5.4
Integrity Protection

The integrity protection function is performed in PDCP for PDCP entities associated with control plane radio bearers. The integrity protection function, if applicable, is activated by upper layers [3], i.e. activation is signalled by RRC once RRC has processed the Security Mode Command.
The integrity protection algorithm and key to be used for PDCP entities are the ones configured by upper layers for each received PDCP PDU [3] and the integrity protection method shall be applied as specified in [6].The parameters that are required by PDCP for integrity protection are defined in [6] and are input to the integrity protection algorithm. The parameters required by PDCP which are provided by upper layers [3] are listed below:

- 
COUNT;

-
BEARER (defined as the radio bearer identifier in [6]. It will use the value RB identity –1 as in [3]);

-
DIRECTION (direction of the transmission);


-
IK (Integrity Protection Key).

-
IBS (Input Bit Stream: unciphered data unit)

For the case of the verification of integrity protection the UE calculates the X-MAC based on the input parameters as specified above. If the calculated X-MAC corresponds to the MAC integrity protection is checked successfully. If the X-MAC does not correspond to the received MAC the interaction with upper layers is FFS.

Editors note: How integrity protection is started (i.e. whether an activation time is used like a PDCP SN is FFS)

Editors note:
This procedure is not yet defined. There are no stage 2 agreements from which to derive the above. The exact list and name of the parameters are FFS.

[Untouched text not included here]
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