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1. Introduction
This contribution addresses a number of small (open) issues ‎[6] and editor’s notes in TS 36.323 (v.2.0.0) ‎[5], and proposes resolutions for inclusion to TS 36.323 specification ‎[1].
The paper also proposes text for section 5.2 of ‎[1], for the parameters needed for header compression.
2. Open issues in TS 36.323 v2.0.0
2.1. Security

2.1.1 Updating the Count and HFN

The PDCP behavior described in section 5.1.1.1 ‎[1] states that the HFN (RX_HFN variable) is updated from the reception of a PDU when the value of the PDCP SN field is less than the value of the Next_PDCP_RX_SN variable.

Our view is that HFN (i.e. the RX_HFN variable) should be updated only when the deciphering process (user-plane Radio Bearers -- RBs) has not failed or when the integrity protection is successfully verified.

Proposal 1: 
For user-plane RBs, the UE shall update the HFN (i.e. the RX_HFN variable) only when the deciphering process has not failed.
This can be achieved:

1) if header compression is not configured, or if header compression is configured and the PDU is associated to the uncompressed profile:

· by verifying protocol coherence of the IP header(s);

2) otherwise, based on whether the decompressor successfully parsed the compressed header, and whether the decompression was successfully verified (if applicable
).

Note: In case header compression fails verification, the UE cannot detect whether this is due to a security failure or a decompression failure; the probability that the HFN needs to be updated combined with a decompression failure is very low, and the probability that consecutive SDUs meet these conditions and exceed the HFN space is unlikely.
Proposal 2: 
For SRBs, the UE shall update the HFN (i.e. the RX_HFN variable) only when the integrity of the SDU is successfully verified. 

2.1.2 Coverage of MAC-I

Section 5.4 in ‎

 REF _Ref174344457 \r \h 
 \* MERGEFORMAT ‎[1] does not define what part of the Control Plane PDCP Data PDU is integrity protected, i.e. what is covered by the MAC-I.
Proposal 3: 
The data unit that is integrity protected is the data part of the PDU and the PDU header.
2.2. Header Compression

2.2.1 Normative reference to RFC3095 with RFC4815
The IETF has published RFC4815, “Corrections and Clarifications to RFC3095”. This document contains normative corrections and additions to RFC3095 profiles that are mandatory to follow and must be included in RFC3095-based ROHC implementations, to guarantee interoperability and expected performance.
Proposal 4: 
Augment references to RFC3095 in table 5.2.1.1 with a reference to RFC4815, and add one entry for RFC4815 in the “References” section (section 2).
The addition in the reference section should be:
[11]
IETF RFC 4815: " RObust Header Compression (ROHC): Corrections and Clarifications to RFC 3095".
2.2.2 Protocol Parameters for ROHC
Proposal 5: 
Add framework-related parameters in section 5.2.3 “Protocol Parameters”, as extracted from RFC 4995. See text proposal appended to this paper.
RAN2 should avoid including any profile-specific parameter in that same section.
2.2.3 Interspersed ROHC Feedback

Current text in TS 36.323 uses the terminology “ROHC feedback packet” to refer to one possible output from ROHC compression.

Although it is commonly understood that a PDCP Control PDU can only carry a ROHC format that contains only feedback and that is interspersed between other ROHC packets, the current wording does not clearly exclude piggyback feedback with the term “ROHC feedback packet”.

To avoid any possible wrong interpretation, we make the following editorial proposal:

Proposal 6: 
Replace all occurrences of the term “ROHC feedback packet” with “interspersed ROHC feedback” (as per RFC 4995 and RFC 3095 terminology), together with the addition of a clear definition for this term beside the first occurrence, e.g. in section 5.2.4:
· packets not associated with a PDCP SDU, i.e. interspersed ROHC feedback packets

Also, in section 6.1.2: 
· Header compression control information, e.g. Interspersed ROHC feedback.

This is because current wording may imply that control information is sent out-of-band to ROHC, noting that ROHC defines in-band control information that has nothing to do with feedback.
2.3. PDU Formats

2.3.1 PDCP Status Report

The current description of the semantics of the bitmap in the PDCP Status Report (SR), as described in table 6.3.10.1 in section 6.3.10, is properly defined when considering only the UE’s perspective. 

However, RAN3 defines how to exchange over X2 interface the information needed to assemble the PDCP SR in the target eNB. In this respect, the optional aspect of those semantics is challenging for the target eNB when assembling the SR. In other words, the target eNB that constructs the bitmap does not know whether an SDU is missing or has been incorrectly decompressed; it has no possibility to perform the optionality, so the wording of “optionally” and “may or may not have been decompressed successfully” has no meaning when assembling the PDCP SR in the target eNB.
Therefore the text should not be stated in the description of the semantics of the bitmap, but rather stated as a UE procedure on how it determines whether an SDU is a missing or not. 

Proposal 7: 
Modify section 6.3.10 as follow:
------------------------------------------- Text Omitted -----------------------------------------------

TABLE 6.3.10.1 Bitmap

	Bit
	Description

	0
	PDCP PDU with PDCP Sequence Number = (LIS + bit position) modulo 4096has not been received, or optionally has been received but has not been decompressed correctly is missing in the receiver.

	1
	PDCP PDU with PDCP Sequence Number = (LIS + bit position) modulo 4096 has been received correctly and may or may not have been decompressed correctly does not need to be retransmitted.


The UE fills the bitmap indicating what SDUs are missing (unset bit - ’0’), i.e. whether an SDU has not been received or optionally has been received but has not been decompressed correctly, and what SDUs do not need retransmission (set bit - ’1’), i.e. whether an SDU has been received correctly and may or may not have been decompressed correctly.

------------------------------------------- Sections Omitted -----------------------------------------------

2.4. Editors Notes
Editors note: How is a decompression failure handled? Does the decompression protocol generate an indication that a compressed packets associated with a PDCP SDU was not able to be decompressed?
The implementation of robustness mechanisms, including how to handle a decompression failure, is described in the definition of the ROHC profiles themselves. ROHC defines messages and logic to propagate feedback from the decompressor back to the compressor, and thus there is no need for additional PDCP mechanisms to convey such information between two PDCP peers.

It is unclear from the editor’s note what indication and to what other entity this indication would be directed, in case the indication is to be intra-node; in any cases, this is an implementation issue and should not be subject to specification text.

We do not expect any decompression failures specifically introduced as a result of the current handover procedure, either from missing packets or from possible reordering. At handover, header compression is restarted, and it is expected that the receving PDCP entity will get at least one IR packet after the handover before any compressed header would reach the decompressor, for a specific context. Otherwise, for any other unexpected case, the built-in robustness mechanisms of ROHC will handle the recovery. 
Failure to compress will simply lead to the ROHC compressor generating an IR header, or directing the IP packet towards the CID associated to the UNCOMPRESSED profile ‎[2]. Failure to compress a header can only occur due to a faulty implementation, and such event is not expected to occur.

Proposal 8: We propose to remove the editor’s note as quoted above.
3. Conclusion
It is proposed that RAN2 discusses the proposals listed in this contribution as well as the proposed text below, and agrees on the proposed text which can be found at the end of this contribution.
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------------------------------------------- Sections Omitted -----------------------------------------------

5.2
Header compression

5.2.1
Supported header compression protocols and profiles

The header compression protocol is based on the Robust Header Compression (RoHC) framework [7]. There are multiple header compression algorithms, called profiles, defined for the RoHC framework. Each profile is specific to the particular network layer, transport layer or upper layer protocol combination e.g. TCP/IP and RTP/UDP/IP.

The detailed definition of the RoHC channel is specified as part of the RoHC framework in RFC 4995 [7]. This includes how to multiplex different flows (header compressed or not) over the RoHC channel, as well as how to associate a specific IP flow with a specific context state during initialization of the compression algorithm for that flow.

The implementation of the functionality of the RoHC framework and of the functionality of the supported header compression profiles is not covered in this specification.

In this version of the specification the support of the following profiles is described:

Table 5.2.1.1: Supported header compression protocols and profiles
	Profile Identifier
	Usage
	Reference

	0x0000
	No compression
	RFC 4995

	0x0001
	RTP/UDP/IP
	RFC 3095, RFC 4815

	0x0002
	UDP/IP
	RFC 3095, RFC 4815

	0x0003
	ESP/IP
	RFC 3095, RFC 4815

	0x0004
	IP
	RFC 3843

	0x0006
	TCP/IP
	RFC 4996

	0x0101
	RTP/UDP/IP
	RFC 4995

	0x0102
	UDP/IP
	RFC 4995

	0x0103
	ESP/IP
	RFC 4995

	0x0104
	IP
	RFC 4995


------------------------------------------- Sections Omitted -----------------------------------------------

5.2.3
Protocol Parameters

Editors note: Protocol Parameters are FFS
RFC 4995 has configuration parameters that are mandatory and that must be configured by upper layers between compressor and decompressor peers [7]; these parameters define the ROHC channel. The ROHC channel is a unidirectional channel, i.e. there is one channel for the downlink, and one for the uplink. There is thus one set of parameters for each channel, and the same values shall be used for both channels belonging to the same PDCP.
These parameters are categorized in two different groups, as defined below:

-
M:
Mandatory and configured by upper layers.

-
N/A: 
These are not used in RFC 4995.

The usage and definition of the parameters shall be as specified below.

-
MAX_CID (M): This is the maximum CID value that can be used. One CID value shall always be reserved for uncompressed flows.

-
LARGE_CIDS: This value is not configured by upper layers, but rather it is inferred from the configured value of MAX_CID according to the following rule:


If MAX_CID > 15 then LARGE_CIDS = TRUE else LARGE_CIDS = FALSE.

-
PROFILES (M): Profiles are used to define which profiles are allowed to be used by the UE in uplink. The list of supported profiles is described in section 5.2.1.
-
FEEDBACK_FOR (N/A): This is a reference to the channel in the opposite direction between two compression endpoints and indicates to what channel any feedback sent refers to. Feedback received on one ROHC channel for this PDCP shall always refer to the ROHC channel in the opposite direction for this same PDCP.
-
MRRU (N/A): ROHC segmentation is not used.

5.2.4
Header Compression

PDCP entities associated with user plane radio bearers can be configured by higher layers to use header compression. PDCP SDUs are associated with a PDCP sequence number according to 5.1.2 and are compressed by the compression protocol.

The header compression protocol generates two types of output packets that are distinguished:

-
compressed packets associated with PDCP SDUs

-
standalone packets not associated with a PDCP SDU, i.e. ROHC feedback packets

Compressed packets associated with a PDCP SDU are associated with the same COUNT values as the related PDCP SDU and are ciphered as explained in subclause 5.3.

ROHC feedback packets are not associated with a PDCP SDU are not associated with a PDCP sequence number and are not ciphered.

5.2.5
Header Decompression

If header compression is configured by upper layers for PDCP entities associated with u-plane data the PDCP PDUs are de-compressed by the header compression protocol possibly after performing deciphering as explained in subclause 5.4.
Editors note: How is a decompression failure handled? Does the decompression protocol generate an indication that a compressed packets associated with a PDCP SDU was not able to be decompressed?
------------------------------------------- Sections Omitted -----------------------------------------------


















































































































































































� With RFC3095 profiles, not all packet types have a CRC in the compressed format (i.e. R-mode formats)





