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Discussion and Proposal
It was pointed out in previous contributions that due to ciphering, a HFN desynchronization, inadvertent or malicious, can rend a service useless. This weakness opens a line of denial of service attack weakening the overall security of the system.
Current text in 36.300 (Stage 2) states ‘In case of HFN desynchronisation in RRC_CONNECTED mode between the UE and eNB, the UE is pushed to IDLE.”.This implies that HFN desynchronization should be detectable.

The following functionality is proposed, based on a very simple and fast computation of a checksum:

1. One of the 3 reserved (R) bits of the user plane PDCP Data PDU header with long sequence numbers is used to carry a 1-bit checksum of selected bits from the unciphered  PDCP SDU.
2. The identity of the selected bits is indicated via (an) information element(s) in the RRC message used to set up the bearer. 

Example: the 4 MSBs of the middle octet and the 4 LSBs of the last octet of each PDCP SDU.

3. The checksum is computed by transmitter prior to ciphering and the bit in the header is set to that value. After deciphering, the receiver performs same checksum and matches the result against the bit in the header.
Example: add the two 4-bit long numbers and use the carry-over (i.e. bit 5 of the result) as the checksum.

4. The capability can be turned on/off, independently in the up- and downlink, for user plane bearers that use PDCP long sequence numbers.

Note: The 1-bit checksum has (obviously!) low information entropy which means that there can be many false negatives. However, over 10 packets, the chance of a false negative goes down to 1/210 (or 1 in 1000) and over 16 packets it goes down further to 1/216 (or 1 in 65000).  In practice, after a few wrongly deciphered packets, the desynchronization will be detected. Assuming an arrival rate of 1 packet every 20ms, a desynchronization will be detected with a chance of 1000 to 1 within 200 ms (i.e. 1/5 of a second).
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