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1. Introduction
This contribution discusses the handling of security during inter-RAT handovers in particular it tries to analyse which IEs are need in the HO messages in the different cases. 
2. Inter-RAT handover from GERAN/UTRAN to E-UTRAN

2.1 Overview
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Figure 1: Inter-RAT handover to E-UTRAN, successful case

The following security informations are needed to start security in E-UTRA:

· Ciphering and Integrity Protection Algorithms (to be sent to the UE)

· KeNB

· Initial COUNT value

2.2 Security activated in GERAN/UTRAN

Let’s first consider the case where security had been started under GERAN/UTRAN.

Security Status: Started

· Ciphering and Integrity Protection Algorithms: They need to be indicated to the UE and included in the HO Command

· KeNB is derived from the GERAN/UMTS keys in both the UE and the target eNB. The mechanism is the responsability of SA3. RAN2 needs to know if any additional information is required to be transferred over the air.

· Initial COUNT value: can be 0 (for both HFN and SN). No explicit signalling to reset the COUNT required.

So, only Ciphering and Integrity Protection Algorithms needed to be included in the HO Command.

The HO command itself is ciphered by GERAN or UMTS and is not going to be integrity protected since it is the target that integrity protects the HO command in UTRAN and it is not possible to include the MAC-I in the RRC E-UTRAN HO command. This may be needed to be verified with SA3 if it is acceptable.

The HO to E-UTRAN COMPLETE sent over the E-UTRAN radio interface is integrity protected and ciphered with the E-UTRA security configuration.

Outcome:


Security IEs to be included in the HANDOVER TO E-UTRAN COMMAND:

Note: It needs to be checked with SA3 that no other IEs are needed for key derivation purposes.
	Name
	Need
	Multi
	Type/ reference
	Semantics description
	Ver

	Integrity Protection algorithm
	M
	
	
	
	

	Ciphering algorithm
	M
	
	
	
	


Security IEs to be included in the HANDOVER TO E-UTRAN COMPLETE:


None

2.3 Security not activated in GERAN/UTRAN

This section considers the case where security has not been started under GERAN/UTRAN.  In line with the LTE agreements, security shall always be invoked when the UE is in LTE coverage.

2.3.1 Security Status: Not started

This case can be split into two subcases depending of whether a UICC (Universal Integrated Circuit Card) is available or not.

2.3.1.1 No UICC available:

Authentication is impossible.  As a serving network option, emergency calls may be established without the network having to apply the security mode procedure as defined in TS 24.008.

No keys were available in GERAN/UTRAN. Dummy security to be used in E-UTRAN (detail of what dummy security means are FFS) should be activated in the Handover to E-UTRAN Command. The detail of the other IEs required here is dependent on the decision of how dummy security is indeed performed.

When asked by RAN2 how “dummy security” should be configured (“dummy” algorithm and/or “dummy/pre-defined” keys), SA3 replied in [1] that “from a security point of view it does not matter which of the approaches is used. SA3 would like to note that in UMTS there is a NULL ciphering algorithm, but no NULL integrity algorithm defined, and that a similar approach may be useful also in EPS.” 

Therefore, it is now mainly a RAN2 decision how to achieve “dummy security”. If we decide to go with dummy algorithms, the algorithms in the HO to E-UTRAN command would be the dummy algorithms.  

It should be noted that UICCless emergency calls over PS domain is not yet supported (in Rel-8) in UMTS or GERAN.

2.3.1.2 UICC available but security not yet started under GERAN/UTRAN:

The question is first whether we want to allow mobility to E-UTRAN is this scenario. For simplicity, we would prefer not to and propose to decide that GERAN/UTRAN should not invoke a HO Command for this case.

Note that the RAN cannot differentiate between UICC less call and one in which SMC was delayed (for example to perform an AKA). However, the CN is aware of the nature of the user and the call and can hence still reject a HO request (SRNC relocation required in case of UMTS).
There are two subcases to consider here – one where AKA has been performed during a prior connection and keys are available in the CN and UE and another where AKA has not yet been or is being performed (i.e. no keys are available in the CN and UE).

2.3.1.2.1 AKA done under GERAN/UTRAN and legacy keys available:

Note that this scenario is based on the assumption that the EPC will provide the eNB with the keys even if security was not yet established over UMTS/GERAN.

In this scenario, in theory it is possible to activate security in the HO to E-UTRA Command. The HO to E-UTRA should include the negotiated algorithm to be used (and if applicable any additional info required for KeNB derivation as per section 2.2). No additional complexity is identified.
2.3.1.2.2 AKA is not yet done or AKA is being perfomed under GERAN/UTRAN (i.e. no keys available):
The case where the keys are not available is quite rare since in almost all cases of call set up, AKA would have been performed during an earlier connection establishment. However, the CN may have chosen to perform a fresh AKA for this Iu establishment.  This is made more complex since a HO could potentially be invoked asynchronous to the CN signalling and could happen immediately after the completion of the AKA but before the SMC or before the AKA response is sent by the UE to the UMS/GERAN CN. Currently CT1 has not yet agreed how such CN procedures are to be handled (for example, should a fresh authentication be invoked by the EPC).

However, it is not possible for the RNC in UTRAN to know if the keys are available in the CN or not and hence a uniform handling in the RNC with the case above is needed.  Moreover, since AKA procedure can take a fair amount of time, it may not be desirable to prohibit a HO during this period for a call set up procedure.

It can be certain that in these cases, the user plane bearers are not established over UMTS and hence the easiest solution would be to just perform the HO without security.  Since the only bearer to be established in LTE for this case is the SRB1, it does not break any of the LTE fundamentals regarding security. In this case, the HO to E-UTRA would not any include any security algorithms.
3. Inter-RAT handover to GERAN/UTRAN from E-UTRAN

3.1 Overview
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Figure 2: Inter-RAT handover from E-UTRAN, successful case
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Figure 3: Inter-RAT handover from E-UTRAN, failure case

3.2 Security activated in E-UTRAN

Similarly to section 2, let’s first consider the case where security had been started under E-UTRAN.

Security Status: Started

The MOBILITY FROM E-UTRAN COMMAND and the MOBILITY FROM E-UTRAN FAILURE messages are integrity protected and ciphered by PDCP with the E-UTRA security configuration.

For the case of mobility towards UMTS, in addition the MOBILITY FROM E-UTRAN COMMAND will also be integrity protected by UMTS RRC.

Outcome:


Security IEs to be included in the MOBILITY FROM E-UTRAN COMMAND:


No E-UTRAN security IEs are needed. (The required informations are going to be included in the GERAN or UTRAN message transparently to the eNB) on the assumption that the key derivation does not require any additional information from the E-UTRAN side.

Security IEs to be included in the MOBILITY FROM E-UTRAN FAILURE:

None

As for LTE it has been decided to “start” security always, potentially using dummy algoritm for UICC less operation. It shall be possible to handover those calls to GERAN/UTRAN possibly with an indication in the MOBILITY FROM E-UTRA COMMAND that “dummy security” was used in E-UTRAN or with the “dummy algorithms” used under e-UTRAN if it is decided that “dummy security” is performed using dummy algorithms.
3.3 Security not activated in E-UTRAN

Security Status: Not started

This scenario is not applicable. We have decided that security should always be started potentially with dummy security. For re-direction, we agreed that it can be done after S1 is established but not sure if this means security is also established.   

4. Conclusion

In this paper, we tried to analyse the handling of security during inter-RAT handovers and in particular which IEs are need in the HO messages in the different cases.
The main outcomes of the analysis are listed below:

1) Integrity Protection and Ciphering algorithms to be optionally included in the HO to E-UTRAN command. It should be “dummy algorithms” for UICCless UE. Only for the cases were AKA is not yet done under GERAN/UTRAN (section 2.3.1.2.2), no algorithms would be included.
2) No integrity protection of HO to E-UTRAN command (section 2.2)
3) Verify with SA3 if any additional parameters are required to derive keys during inter-system HO

4) No E-UTRAN security parameters in HO from E-UTRAN

5. References
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