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1. Introduction
The detailed interactions between PDCP and RRC for security are going to be left open for implementation.

Still this short paper discusses two points that would need further text in the specifications:
· handling of PDCP MAC-I before integrity protection has been started

· handling of integrity protection failure

2. PDCP MAC-I before IP started
It has been decided to have only one format of PDCP PDU for the control plane bearers. Therefore on SRB1, the 4 octects of MAC field are always present at the end of the PDU even when they don’t carry any message authentication code because security has not started.

We believe that it would be good to cleary specifiy that the receiver and transmitter behaviour here. In addition, as it was done for dummy bits in UMTS (25.331 section 12.1.3), we are proposing that before IP is started the dummy MAC-I should be 4 octects of 0.
Proposal 1: Specify, in PDCP, that before interity has started the 4 octects of MAC field should be field with 0s in the transmitter.
3. Integrity Protection Failure
In UMTS, integrity protection of RRC message what performed at the RRC layer. And so, RRC itself was able to discard any message that had failed the IP check.
With LTE, PDCP is performing the IP check and therefore we have to decide what PDCP should do with RRC messages that have failed the check:

· Should PDCP simply discard them without informing RRC?

· Or should PDCP still pass the messages to RRC with an indication that IP check has failed?

Even, if we have not identified so far a scenario for which it would make a difference, we believe that in principle, RRC should be informed and should take the decision of discarding RRC message that have failed IP check. This is also aligned with the PDCP behaviour before security is activated at the PDCP level by the RRC layer in the UE.
Proposal 2: Specify that RRC is in charge of discarding RRC message that have failed the IP check and that PDCP always passes the control plane messages to RRC with an indication of the result of the IP check (success or failure).
4. Conclusion

We propose to agree on the following 2 proposals:
Proposal 1: Specify, in PDCP, that before interity has started the 4 octects of MAC field should be field with 0s in the transmitter.
Proposal 2: Specify that RRC is in charge of discarding RRC message that have failed the IP check and that PDCP always passes the control plane messages to RRC with an indication of the result of the IP check (success or failure).
Text proposals are included below.
5. Text Proposals
Text proposal on 36.300 based CR0006R1 (in RP-070913):

No need identified
Text proposal on 36.323v8.0.0:
5.4
Integrity protection

The integrity protection function is performed in PDCP for PDCP entities associated with control plane radio bearers. 

The integrity protection algorithm and key to be used for PDCP entities are the ones configured by upper layers for each received PDCP PDU [3] and the integrity protection method shall be applied as specified in [6].The parameters that are required by PDCP for integrity protection are defined in [6] and are input to the integrity protection algorithm. The parameters required by PDCP which are provided by upper layers [3] are listed below:

- 
COUNT;

-
BEARER (defined as the radio bearer identifier in [6]. It will use the value RB identity –1 as in [3]);

-
DIRECTION (direction of the transmission);


-
IK (Integrity Protection Key).

-
IBS (Input Bit Stream: unciphered data unit)

For the case of the verification of integrity protection the UE calculates the X-MAC based on the input parameters as specified above. If the calculated X-MAC corresponds to the MAC integrity protection is checked successfully. If the X-MAC does not correspond to the received MAC integrity protection check has failed.. In both cases, the PDCP SDU is provided to upper layer with the indication of the outcome of the integrity protection check (success or failure).
Editors note: How integrity protection is started (i.e. whether an activation time is used like a PDCP SN is FFS)

Editors note:
This procedure is not yet defined. There are no stage 2 agreements from which to derive the above. The exact list and name of the parameters are FFS.
------------ Next section ------------

6.1.1
PDCP DATA PDU

The PDCP DATA PDU is used to convey:

-
a PDCP SDU sequence number; and
-
user plane data containing an uncompressed PDCP SDU; or
-
user plane data that has been obtained from PDCP SDU after header compression; or

-
control plane data; and
-
a MAC field for control plane radio bearers only.
------------ Next section ------------

6.3.4
MAC

The MAC field carries a message authentication code calculated as specified in subclause 5.4.

For control plane data that are not integrity protected, the MAC field is still present and should be padded with padding bits set to 0.
Text proposal on 36.331 based CR0001v2 (sent on the reflector on the 20/12/07):

5.3.1.2
Security

AS security comprises of the integrity protection of RRC signalling as well as the encryption of RRC signalling and of user data. RRC handles the integrity protection configuration, which is common for  signalling radio bearers SRB1 and SRB 2. RRC also handles the ciphering configuration, which is common for all radio bearers i.e. the configuration is used for the radio bearers carrying signalling as well as for those carrying user data. 
Integrity protection checking for RRC signalling is performed by lower layers. For each received message, RRC is informed of the result of the integrity protection check.
RRC integrity and ciphering are always activated together i.e. in one message/ procedure. RRC integrity and ciphering are never de-activated. However, it is possible to switch to a ‘dummy’ algorithm.

NOTE
Security is always activated although in some cases a ‘dummy algorithm’ and/ or ‘dummy keys’ may be used e.g. in case of UICC-less emergency calls
SRB 2 and the radio bearers carrying user data are always ciphered. E-UTRAN should not establish these bearers prior to activating security.

The AS applies three different security keys: one for the integrity protection of RRC signalling, one for the encryption of RRC signalling and one for the encryption of user data. It is FFS whether or not the same key can be used for the encryption of RRC signalling and of user data. All three AS keys (in the following referred to as AS derived-keys) are derived from an AS base-key, which is eNB specific (KeNB).

Upon connection establishment new AS keys are derived. It is FFS which parameters are exchanged to facilitate the derivation of the new AS keys e.g. the network provides a counter, the UE provide a random number
The integrity and ciphering of the RRC message used to perform handover is based on the security configuration used prior to the handover and is performed by the source eNB.

Editors note
Some concerns have been expressed regarding whether it is acceptable to protect the handover message by the security configuration used prior to handover.

The integrity and ciphering algorithms can only be changed upon inter eNB handover. The AS keys (both the base-key and the derived-keys) change upon every inter eNB handover. It is FFS if there is a need for further support of AS derived-keys change in RRC_CONNECTED. If this is needed, an intra cell handover based procedure is used to change the keys.

Editors note
Key change in RRC_CONNECTED may be required in order to take prepared keys into use following inter RAT handover. Since the new keys should be taken into account quite soon, the option of transiting through RRC_IDLE might be unacceptable

A common counter (COUNT) is used as input for both the ciphering and integrity protection of RRC signalling. Except for identical re-transmissions, it is not allowed to use the same COUNT value more than once for a given security key. In order to limit the signalling overhead, individual messages/ packets include a short sequence number (SN). In addition, an overflow counter mechanism is used: the hyper frame number (HFN). The HFN needs to be synchronized between the UE and the eNB. The eNB is responsible for avoiding reuse of the COUNT with the same RB identity and with the same AS base-key e.g. due to the transfer of large volumes of data, release and establishment of new RBs. The eNB may e.g. not reuse RB identities upon RB establishment, trigger an intra cell handover or an RRC_CONNECTED to RRC_IDLE to RRC_CONNECTED transition

NOTE
An example of identical retransmissions that may use the same counter as input is the case of 'quick repeat' of RRC messages. Details of the interaction between RRC and PDCP for this case are FFS.











































































































































































































































































































































































































































































































































