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1 Introduction

Current text in 36.323 (PDCP stage 3), subclause 5.1.1.1, prescribes for the user plane:

· that the HFN is part of the crypto-sync (COUNT) use to decipher received data

· that the HFN has to be incremented upon a PDCP SN wrap around  or  upon detection of a  out-of-sequence SN (outside the HO scenarios.)
Since the user plane is not integrity protected, there is no good, secure, way to immediately recognize an unauthorized packet from a malicious user. Yet, a single successful packet substitution or insertion by the malicious user, with a carefully chosen SN, is sufficient to get the eNodeB to increment its current HFN, and essentially desynchronize the eNb from the legitimate UE. Since the HFN in the eNb is used to decipher uplink packets, all the legitimate packets receieved after the malicious packet, will likely not be deciphered properly, resulting in gibberish being delivered to the applications. Since “wrong deciphering” is, in general, not detectable at lower layers, it is unlikely that the eNb will have enough information to know to signal a resysnchronization. This scenario effectively represents a relatively simple way to execute a DOS attack.  
2 Proposal
To avoid this scenario, some level of signaling may be necessary, in order to synchronize the UE and the eNb, and keep them synchronized. The signaling can be via RRC messages, which can be integrity protected. Alternatively, the signaling can be Layer 2-level and originated from the eNB, on the assumption that such signaling is less likely to be “attacked” without easy detection.  Obviously, the challenge is to make the signaling as light as possible, for efficiency reasons.

One possible option is to NOT use the HFN as part of the crypto-sync, but instead to use a separate variable which can be signaled and/or updated in a more robust and secure way. (Such a value would still be concatenated with the SN, to form the COUNT parameter). 
Another option, which preserves the current participation of the HFN to the crypto-sync is for the eNb to “notify” the UE when the HFN is incremented or wraps around automatically.  This functionality will alow the UE to resynchronize, and “good” deciphering can then resume. It is this solution that is probably more practical. 
In summary, it is proposed to:

1) After automatic incrementing or wrap-around of the HFN, the eNB, at its discretion, will include the last n bits (e.g. n = 2 ) of the new value of the HFN either as a new type of PDCP control PDU or piggybacked somehow in the next MAC-level grants to the UE. (Of course, only if ciphering with non-dummy keys is actually used.)
2) Upon receiving such signaling, the UE will match the last n bits of its HFN to the last n bits of the eNb’s HFN. If there is a mismatch, the UE will increment its HFN until the values match.
The signaling overhead is 8-16 bits per occurrence or less, and the occureneces can be quite rare, since the eNB does not need to signal every time the HFN is incremented, just once in a while, and of course, only for bearers which are actually ciphered. This mechanism is not meant to replace RRC-level integrity protected signaling of the HFN, which may still be needed if significant number of desynchronizations occur.

3 References

TS 36.300 v.8.1.0, E-UTRAN; Overall description; Stage 2 (Release 8)
TS 36.323 v1.1.2, Packet Data Convergence protocol specification (Release 8)
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