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1 Introduction

RAN2 discussed briefly the handling of message 3 of the RACH procedure.  This document examines in more detail message 3 in terms of when it can be encrypted.  It also looks at what layer to perform contention resolution for the different RACH accesses and makes recommendations.
2 Discussion
Contention based RACH access is used for several purposes and possible UE id for each of them as summarized below (note that these have not been formally agreed but just provided here as background for the discussion).

	#
	Cause
	UE id

	1
	Arrival of UL data in RRC connected
	C-RNTI (16 bit)

	2
	Arrival of DL data in RRC connected
	C-RNTI (16 bit)

	3
	Inter-ENB handover in RRC connected
	C-RNTI (16 bit)

	4
	UL Sync in RRC connected
	C-RNTI (16 bit)

	5
	RLF in a different cell
	C-RNTI (16 bit) + physical Cell-id

	6
	Arrival of UL data in RRC-Idle
	S-TMSI (32 bits, unique)

	7
	Paging response in RRC-Idle
	S-TMSI (32 bits, unique)

	8
	Other service request causes
	S-TMSI (32 bits, unique)

	9
	NAS MM message
	S-TMSI ((32 bits, not unique)

	10
	Attach with without S-TMSI
	Selected PLMN + random number (32 bits) Discussed below


There are two issues to handle regarding message 3. When and which messages are ciphered and in which layer carries the UEid; in other words, in what layer is contention resolution performed. 
They are both examined in more detail below.

2.1 Security and message 3

As was agreed in the Shanghai meeting, all RRC messages on CCCH contain the UE id and are sent on SRB0.  Since they carry the UE id, they cannot be encrypted.  Thus a simple rule can be followed for ciphering will then be:

Any message sent on CCCH over SRB0 is not ciphered.  

Integrity protection of messages on CCCH is possible in many cases and is dependent on the specific cases and is discussed below.  Since it depends on the scenario, validity of IP checksum by RRC should be based on the identified scenario after processing the RRC message.
2.2 Contention resolution for scenarios to be supported 
The discussion below looks at the different RACH access cases and examines possibilities for contention resolution for each of these cases.

2.2.1 RRC Idle mode UEs

Clearly for RRC Idle UEs, the UE id must be the UE NAS id (or random number).  Hence this NAS id must be carried as part of the RRC message over CCCH (SRB0).  This message is not secured (in any case this is not possible since the AS security is not started yet). 
2.2.2 RRC connected UEs – Data transfer or UL Sync in same cell

For RRC connected UEs, the UE id used is the C-RNTI.   For these cases, there is no real motivation to send any RRC message.  Hence once possibility is to handle this RACH access entirely at MAC level including contention resolution.  That is, contention resolution in msg 4 will also be done at MAC layer.

Other possibility is to send the C-RNTI in RRC message over CCCH.  And contention resolution at message 4 will be handled at RRC layer.  Msg 4 will then be over CCCH and not encrypted.
2.2.3 RRC connected UEs – Handover scenario (contention based)

For UEs accessing a target cell during contention based HO, msg 3 includes an RRC HO confirm message.  
Again there are two possibilities – to provide the C-RNTI at MAC layer and do contention resolution also at MAC.  The rest of the HO complete message can then be common for contention based and contention free RACH access and sent over DCCH encrypted.  Message 4  will then carry the C-RNTI for contention resolution at MAC layer and any RRC message piggybacked on it will be on DCCH and encrypted.
Alternatively, even the C-RNTI can be carried over the HO confirm RRC message.  In this case, HO confirm will be a CCCH message sent over SRB0, unciphered.  Msg 4 will also carry the C-RNTI in an RRC message.  This message will also be on CCCH over SRB0, unciphered.  Any succeeding message will be sent on either SRB1 or SRB2 over DCCH and ciphered.

2.2.4 RRC connected UEs – RLF cases in same cell

For UEs performing RRC Connection reconfiguration in the same cell, the C-RTNI provided to the UE in the same cell is valid.  Again, one possibility is perform contention resolution in MAC layer with C-RNTI in MAC for msg 3 and msg 4.  And the RRC Connection reconfiguration message (msg 3) does not carry the UE id and RRC connection Reconfiguration command message (msg 4) carried over DCCH and ciphered.
Alternatively,  the C-RNTI could be carried in the RRC Connection reconfiguration message (msg 3) and RRC connection Reconfiguration command message (msg 4) will be used for contention resolution.  However, in this case, msg 4 cannot be encrypted.  A subsequent message sent encrypted over DCCH is required to carry any reconfiguration information.

2.2.5 RRC connected UEs – RLF in a different cell

In this case, the still uses the RRC Connection reconfiguration message but in a different cell.  The UE id used to perform the contention resolution should be the C-RNTI from the previous cell+physical cell-id.  Again, there are two possibilities – to carry and perform contention resolution in the MAC layer and the rest of the RRC connection reconfiguration.   Since the C-RNTI is from a the different cell, and should be combined with physical cell id, it is not aligned with the C-RNTI for the rest of the cases.  
Hence in this case, it seems easier to carry the C-RNTI and physical cell-id in the RRC message over CCCH, unciphered.   However, in this case, msg 4 will also need to carry the UE id for contention resolution at RRC layer and will need to be carried over CCCH, unciphered.  Since msg 4 is sent unciphered, and will need to be followed by a subsequent RRC connection configuration request message to provide the rest of the configuration, including the security configuration.  
Note that a subsequent message will need to provide fresh security configuration and bearer establishment similar to an RRC connection request. 
3 Summary and proposal
 The above discussion is summarized in the table below.
	RACH access reason
	MAC based Contention resolution
	RRC based contention resolution
	Msg 3 encryption possibility
	Msg 3 integrity protection possibility

	RRC Idle UEs
	 Not possible
	Yes, using NAS id over SRB0
	Not possible
	Not possible

	Data transfer or UL sync
	Possible, using C-RNTI; simpler - no need for RRC message.

Does not benefit from integrity protection
	Possible, using C-RNTI on SRB0

Unnecessary involvement of RRC

Integrity protection possible
	Not possible
	Possible only with RRC based contention resolution.

	Contention based HO in target cell
	Possible using C-RNTI of target cell

Still need RRC message for HO confirm

HO confirm can be common for both contention based and contention-less HOs (note common message is still possible by including C-RNTI also in HO confirm of contention-less HO)
	Possible using C-RNTI of target cell


	Possible only with MAC based contention resolution
	Possible on the RRC message.

	RLF in the same cell
	Possible using C-RNTI of current cell

Still need RRC message for RRC configuration.
Message 4 can be encrypted and can carry any reconfiguration information.  No need for an additional message.
	Possible using C-RNTI in RRC message


	Possible only with MAC based contention resolution
	Possible on the RRC message.

	RLF in a different cell
	Possible, but not convenient – 

C-RNTI of a different (source) cell ; need to also carry physical cell id in MAC

RRC needs the C-RNTI and physical cell id in any case

Need for some information in an RRC message anyway for integrity protection
	Possible using C-RNTI of source cell and physical Cell-id directly in the RRC layer
	Not possible
	Possible based on MAC from the previous cell (and needed on the RRC message).


3.1 Proposal
From the above discussion it is clear that RRC based contention resolution is possible but not optimal for all cases.  MAC based contention resolution is not possible or not easy for two cases.
Hence if simplicity is the prime consideration, RRC based contention resolution should be used for all cases.  In this case, msg 3 will always be on CCH on SRB0 and never encrypted and should be used as the baseline.
However, since there are clear benefits in using MAC cased contention resolution for UL sync and data transfer.  If MAC cased contention resolution is needed for UL sync and data transfer, then it should also be used for the other cases involving C-RNTI from the current cell – that is, Contention based HO in target cell and RLF in the same cell.
A subsequent message will need to provide fresh security configuration and bearer establishment similar to an RRC connection request after a RACH access following a RLF in a different cell than the source cell. 

4 Text proposal
6.1
MAC Sublayer

This subclause provides an overview on services and functions provided by the MAC sublayer.

6.1.1
Services and Functions

The main services and functions of the MAC sublayer include:

-
Mapping between logical channels and transport channels;

-
Multiplexing/demultiplexing of RLC PDUs belonging to one or different radio bearers into/from transport blocks (TB) delivered to/from the physical layer on transport channels;
-
Traffic volume measurement reporting;

-
Error correction through HARQ;

-
Priority handling between logical channels of one UE;

-
Priority handling between UEs by means of dynamic scheduling;

-
Transport format selection;

-
Padding.
-
Contention resolution for RRC connected users in the same cell and Contention based HO
*************** Next Change **********************

7
RRC

This subclause provides an overview on services and functions provided by the RRC sublayer.

7.1
Services and Functions

The main services and functions of the RRC sublayer include:

-
Broadcast of System Information related to the non-access stratum (NAS);

-
Broadcast of System Information related to the access stratum (AS);

-
Paging;

-
Establishment, maintenance and release of an RRC connection between the UE and E-UTRAN including:

-
Allocation of temporary identifiers between UE and E-UTRAN;

-
Configuration of signalling radio bearer(s) for RRC connection:

-
Low priority SRB and high priority SRB.

-
Security functions including key management;
-
Establishment, configuration, maintenance and release of point to point Radio Bearers;

-
Mobility functions including:

-
UE measurement reporting and control of the reporting for inter-cell and inter-RAT mobility;

-
Inter-cell handover;

-
UE cell selection and reselection and control of cell selection and reselection;

-
Context transfer between eNBs.

-
Notification for MBMS services;

-
Establishment, configuration, maintenance and release of Radio Bearers for MBMS services;

-
QoS management functions;

-
UE measurement reporting and control of the reporting;

-
NAS direct message transfer to/from NAS from/to UE.
-
Contention resolution for RRC Idle UEs and for RLF cases in a different cell
*************** Next Change **********************

10.1.5
Random Access Procedure

The random access procedure is characterized by:

-
Common procedure for FDD and TDD;
-
One procedure irrespective of cell size;

The random access procedure is performed for the following five events:

-
Initial access from RRC_IDLE;
-
Initial access after radio link failure;

-
Handover requiring random access procedure;
-
DL data arrival during RRC_CONNECTED requiring random access procedure;

-
E.g. when UL synchronisation status is “non-synchronised”;

-
UL data arrival during RRC_CONNECTED requiring random access procedure;

-
E.g. when UL synchronisation status is “non-synchronised” or there are no dedicated scheduling request channels available.

Furthermore, the random access procedure takes two distinct forms:

-
Contention based (applicable to all five events);
-
Non-contention based (applicable to only handover and DL data arrival).

Normal DL/UL transmission can take place after the random access procedure.
10.1.5.1
Contention based random access procedure
The contention based random access procedure is outlined on Figure 10.1.5.1-1 below:
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Figure 10.1.5.1-1: Contention based Random Access Procedure

The four steps of the contention based random access procedures are:

1)
Random Access Preamble on RACH in uplink: 

-
6 bits to carry: a 5 bit random ID, and 1 bit to indicate information on size of message 3 or requested resource blocks (FFS) limited by radio conditions. The groups of signatures that are used for indicating the 1 bit information, as well as necessary thresholds are broadcast on system information.
NOTE:
the total number of bits is 5 for TDD Frame Structure Type II.

2)
Random Access Response on DL-SCH:

-
Semi-synchronous (within a flexible window of which the size is one or more TTI) with message 1;

-
No HARQ;

-
Addressed to RA-RNTI on L1/L2 control channel;

-
Conveys at least RA-preamble identifier, Timing Alignment information, initial UL grant and assignment of Temporary C-RNTI (which may or may not be made permanent upon RRC Contention Resolution);

-
Intended for one or multiple UEs in one DL-SCH message.

3)
First scheduled UL transmission on UL-SCH:

-
Uses HARQ;

-
RLC TM: no segmentation (if RLC is involved);

-
For initial access:

-
Conveys at least NAS UE identifier but no NAS message;
-
Size of the message is fixed.
-
After radio link failure:

-
if access in a cell different from the source cell: Conveys the C‑RNTI of the UE in the cell where RLF occured, the physical layer identity of that cell and a MAC based on the keys of the source cell in an RRC message;
-
if access in the same cell as the source cell: Conveys the C‑RNTI of the UE in the cell at the MAC layer
-
Does not contain any NAS message.

-
For other events:

-
Conveys at least C-RNTI.
4)
Contention Resolution on DL-SCH:

-
Early contention resolution shall be used i.e. eNB does not wait for NAS reply before resolving contention

-
Not synchronised with message 3;

-
HARQ is supported;

-
Addressed to the Temporary C-RNTI on L1/L2 control channel (at least for initial access):

-
For UE in RRC_CONNECTED, the use of C-RNTI, HARQ and the consequences thereof (e.g. delay impact on other UEs in conjunction with HARQ) are FFS;

-
HARQ feedback is transmitted only by the UE which detects its own UE identity, as provided in message 3, echoed in the RRC Contention Resolution message.
-
Contention resolution occurs at the same layer (RRC or MAC) which carried the UE id in message 3.
NOTE:
Contention resolution for events other than initial access needs further discussion;

At initial access, the four steps are:

1)
Random Access Preamble on RACH;

2)
Random Access Response generated by the MAC sublayer and transmitted on DL-SCH;

3)
RRC Connection Request generated by the RRC layer and transmitted via CCCH on UL-SCH;

4)
RRC Contention Resolution generated by the RRC layer and transmitted via CCCH on DL-SCH.

The Temporary C-RNTI is promoted to C-RNTI for a UE which detects RA success and does not already have a C-RNTI; it is dropped by others. A UE which detects RA success and already has a C-RNTI, resumes using its C-RNTI.
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