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1 Introduction

For X2 handovers, it has been agreed to continue the source cell PDCP SNs in the target cell after HO to facilitate in-sequence delivery to higher layers ‎[1]. It has further been agreed that for SRBs and UM RLC RBs, HFN is reset at HO ‎[1]. Handling of HFN for AM RLC RBs is, however, still open. This contribution discusses the pros and cons of maintaining and resetting HFN, respectively, and proposed a way forward for handling of AM RLC RBs at X2 handover.
2 Handling of HFN for AM RLC RBs at handover
For AM RLC RBs, there is need to support reordering in the target cell to allow selective retransmission in the target while still providing in-sequence delivery to higher layers. Thus, SNs are continued in the target cell. Also HFN, which constitutes the most significant end of the COUNT used for ciphering, can be maintained at HO by means of transferring information about the current HFN from the source eNB to the target eNB at HO. It is a security requirement that the same COUNT is not used twice with the same key and different data. Thus, traditionally, COUNT and HFN have been maintained at HO to avoid repetition. For LTE, however, security keys are changed at HO. Hence, there is from a security perspective no need to maintain the HFN at HO. We therefore conclude that both maintaining and resetting HFN at HO are viable solutions. In the following we outline a few solutions and consider the benefits and drawbacks of each approach.
For the sake of proper resequencing and maintenance of crypto synch, care must be taken in the detection and handling of wrap around of SNs; e.g., to avoid error cases like the one depicted in Figure 2. We assume that a windowing mechanism similar to those presented in ‎[2] and ‎[3] is used. Also, the solution must ensure that COUNT is not repeated with the same key and different data. 
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Figure 1: HFN synchronisation when no packets are lost.
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Figure 2: HFN desynchronised due to packet loss.
2.1 Maintain HFN 

To avoid HFN desynchronisation, transmissions are suspended and HFN and SN state information is transferred to the target before transmissions are resumed. Two options are envisioned:

a. Transmissions are suspended in the target until the status reports from source cell to target cell and between UE and target eNB has been received. HFN and window state is included in the PDCP status report from source cell to target cell.
b. Transmissions are suspended in the source at the time of HO preparation. HFN and window state is transferred in the HO preparation message over X2. Transmissions resume immediately when UE arrives to the target cell.
Both of these options appear to slightly increase handover interruption time and introduce some signalling.

Since COUNT and HFN must not be repeated under the same key, it is imperative to keep track of which HFNs have been used. When HFN is maintained at HO, there is no single universal value at which HFN can be considered to overflow without risking unnecessary key changes in the target cell due to HFN of one bearer overflowing shortly after HO. Different RBs typically have different HFNs at HO.. Therefore, per-bearer book keeping is required to identify HFN overflows. We see two ways of handling this:

1. Mandate taking snapshots of COUNT and HFN states at HO and key change; or

2. Leave it to the eNB implementation to ensure that COUNT and HFN are not repeated.

The former would seem to put unnecessary restrictions on the eNB implementation by mandating a particular solution. The latter allows eNB architecture to be taken into account.
2.2 Reset HFN
Naturally, also for this alternative HFN desynchronisation can be avoided by suspending transmissions until SNs and transmission and reception windows have been synchronised between source eNB and target eNB. However, when HFN is reset it is possible to also achieve continuous operation and avoid interruption in service due to suspending of transmissions. Resetting HFN in the target also makes detection of HFN overflow simple and avoids unnecessary key change in the target cell due to HFN of some bearer overflowing shortly after HO.

One means to accomplish continuous transmission and avoid HFN desynchronisation is to, temporarity, move the first HFN increment point forward so as to ensure that HFN increments are not needed soon after HO; Figure 3 and Figure 4. Error cases such as the one depicted in Figure 2 are, thereby, avoided. When to increment HFN needs to be signalled between transmitter and receiver. This can however be done in parallel to data transmissions and in its simplest form with a single bit per bearer.
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Figure 3: HFN Increment point moved forward
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Figure 4: HFN increment point not moved forward.
3 Conclusion and proposal
As noted above, both maintaining and resetting HFN at HO avoid error cases due to limited state information in the target cell. In general we think that low handover interruption time is very important. The difference between the two approaches with respect to interruption time is however small. Hence, we believe that maintaining HFN is preferred due to its lower complexity, provided that COUNT and HFN recurrence avoidance is left to the eNB implementation.

Proposal: For X2 handovers, HFN is maintained for AM RLC RBs at HO. HFN recurrence avoidance is an eNB implementation issue.
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