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1 Introduction
During RAN2#59bis, the handling of RLC-AM HFN at eNB handover has been left open.

14.3.3
Intra E-UTRAN Mobility

The key hierarchy does not allow, as is, explicit key updates, but RRC and UP keys are derived based on the algorithm identifiers, KeNB, and certain dynamic parameters (e.g. C-RNTI), which result as new RRC and UP keys at every handover (FFS for intra-eNB). The handling of HFN and PDCP SN at handover depends on the type of radio bearer:

-
SRB: HFN and PDCP SN are reset.

-
RLC-UM bearers: HFN and PDCP SN are reset.

-
RLC-AM bearers: PDCP SN is maintained (10.1.2.3) and HFN is FFS.

This contribution analyses 3 foreseen options to deal with COUNT synchronisation at eNB handover for RLC-AM RBs.
2 General principles
2.1 Need of a special handling
Our view is that even with RLC-AM some SDU could be lost over the radio under the target eNB and therefore it is not possible to just rely on the reception of the first SDU UL and DL to initialise the HFN to 0. 

2.2 How to carry synchronization info between UE and eNB
If synchronisation info needs to be exchange between the UE and the eNB, two alternatives could be foreseen: include the information in a RRC message or use a new PDCP Control PDU (e.g. new SUFI Type).
It can be noted, that the synchronisation info are going to be needed to decipher the received PDCP SDU, and therefore if we don’t want to delay the handling of the user plane data, the synchronisation info should be provided ASAP.
Then in the hypothesis of the information included in a RRC message, the synchronisation info should be in the Handover Command or Handover Confirm (but no new DL message should be created for this purpose). As the construction of the Handover Command is too early, in any the synchronisation info should be included in the Handover Confirm. And therefore, the information would come from the UE.
The use of a new PDCP Control PDU (e.g. new SUFI Type) is not desirable as it would block the transmission of data until the reception of this Control PDU.
So if synchronisation information is to be exchanged, it should be included in the HO Confirm sent by the UE to the target eNB.
3 Three foreseen options

Option#1 and option#2 were already on the table in Shanghai and option#3 is a new solution.
3.1 Option#1: Maintain HFN and PDCP SN
In this option HFN and PDCP SN are both continued and there is no security synchronisation info exchange over the radio between the UE and the eNB. This is basically the option presented in [1] in Shanghai applicable for RB using RLC-AM only.
As explained in [1], this option is based on a reception window in both the UE and the target eNB. It can be noted that such window is anyway needed for duplication avoidance as explained in [3].
3.1.1 Handling of the DL: Receiver in the UE
For the discussion below, the following naming convention is taken:

COUNT-C#A = (HFN#A, SN#A): HFN and SN values of the first PDCP SDU transmitted to the UE by the target eNB.

COUNT-C#B = (HFN#B, SN#B): last used values in the receiving side of the UE, i.e. corresponding to the latest PDCP SDU received by the UE under the source eNB.

At eNB HO, the receiving side of the UE has to deduce HFN#A from SN#A and COUNT-C#B.

Depending of the status in the source eNB, even in the case of lossless handover, the 3 following scenarios are possible:

Scenario#1: HFN#A=HFN#B 

Scenario#2: HFN#A=HFN#B – 1

Scenario#3: HFN#A=HFN#B + 1

Scenario #1: Normal situation (one missing ACK in UL and one missing SDU in the receiver) with no HFN increment

SN#A=3 and SN#B=4

HFN#A = HFN#B
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Figure#1: DL (HFN#A = HFN#B)
Scenario #2: Same situation as in scenario#1 but close to the SN wrap-around: leading to the last used values in the receiving side of the UE needed to be decremented by 1 to handle the first received SDU under the target eNB.
SN#A=127 and SN#B=0

HFN#A = HFN#B - 1
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Figure#2: DL (HFN#A = HFN#B – 1)
Scenario #3: One missing SDU in the receiver close to the SN wrap-around: leading to the last used values in the receiving side of the UE needed to be incremented by 1 to handle the first received SDU under the target eNB.
SN#A=0 and SN#B=127

HFN#A = HFN#B + 1
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Figure#3: DL (HFN#A = HFN#B + 1)
Even to be able to handle lossless handover only, the UE should have a PDCP receiving window around SN#B in order to be able to calculate the HFN#A.
Option#1 conclusion for the DL: 

Independently of the data forwarding option, the UE PDCP entity should have a receiving window around the SN of the last PDCP SDU received in sequence in order to calculate the HFN corresponding to the first received SDU under the target eNB.

3.1.2 Handling of the UL: Receiver in the target eNB

Here the question is how to initialise the HFN part of the COUNT-C in the target eNB.

For the discussion below, the following naming convention is taken:

SN#C is the SN value of the first SDU sent by the UE under the target eNB. 

Hypothesis: The source eNB provides to the target eNB the COUNT-C value corresponding to the last UL PDCP SDU received in sequence + 1. The result of the discussion would be the same if the value would not be incremented by one by the source.

Let’s call COUNT-C#D this counter = (HFN#D, SN#D)

At eNB HO, the receiving side of the target eNB has to deduce HFN#C from SN#C and COUNT-C#D.

As agreed in RAN2#59bis, the UE is asked to retransmit starting from the last UL PDCP SDU acked in sequence by the source eNB.

Therefore, depending of the status in the source eNB, the 2 following scenarios are possible:

Scenario#4: HFN#C=HFN#D 

Scenario#5: HFN#C=HFN#D – 1

Scenario #4: Normal situation (one missing ACK in UL and one missing SDU in the receiver) with no HFN increment
SN#C=2 and SN#D=3

HFN#C = HFN#D
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Figure#4: UL (HFN#C = HFN#D)
Scenario #5: Same situation as in scenario#4 but close to the SN wrap-around: leading to reference HFN sent by the source needed to be decremented by 1 in the target eNB to handle the first UL received SDU under the target eNB.
SN#C=127 and SN#D=0

HFN#C = HFN#D - 1
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Figure#5: UL (HFN#C = HFN#D - 1)
So similarly with the DL, the target eNB should have a PDCP receiving window around SN#D in order to be able to calculate the HFN#C.

Option#1 conclusion for the UL: 

The target eNB PDCP entity should have a receiving window around reference SN provided by the source eNB (e.g. corresponding to the last UL PDCP SDU received in sequence + 1) in order to calculate the HFN corresponding to the first PDCP SDU received.
3.2 Option#2: Delayed increment of HFN
Option#2 is the proposal made by Ericsson in [3] in which the PDCP SN are maintained and the HFN are reset. Therefore, we don’t go into the detail of the proposal here.
The idea is that when there is a risk of HFN de-synchronisation (current SN close to 0), the HFN increment is delayed (e.g. to opposite side of SN circle).

As the proposal was not very detailed in [3], we thought it could still be useful to comment based on our understanding.
The need of delayed increment is going to be different in the UL and the DL. It can be noted that there can be only one node deciding whether to delay or not the HFN increment point. As explained in section 2.2., the information has to be included in UL in the HO Confirm, therefore the decision point should be the UE

Therefore with this option, the UE decides and indicates independently for UL and DL whether the HFN increment is delayed or not.

3.3 Option#3: Reset HFN and PDCP SN
In this option HFN and PDCP SN are both reset. In both the UE and the target eNB PDCP SN are re-mapped starting with 0 using reference SNs included by the UE in the Handover Confirm for both the UL and the DL.
With this option, it should be decided whether PDCP Control Status use the maintained PDCP SN or the re-initialised one. But both ways works as soon as a convention is taken.
3.3.1 Handling of the DL
The UE should include the SN of the last Rx in sequence +1 in the HO Confirm. It can be noted that this information acknowledges already some SDUs.
This reference DL SN is going to be the re-initialisation point for which the re-mapped SN is going to be 0 and the HFN initialised to a know value (0 or 1 see below).
In order to facilitate the understanding of the option, we will used the abusive convention that “SN<0” refers to PDCP SDUs anterior to the last Rx in sequence.
The first SDU actually sent by the Target eNB in downlink may have a SN <0 (depends on sub-option below), SN=0 or SN >0 (due to the reception of PDCP Status sent by the UE)

Here, we have 2 sub-options for the downlink:
Option#3A: Target eNB is mandated to take into account the fact that some forwarded SDU are acknowledged by the SN included in the HO Command Compete

Option#3B: Target eNB is NOT mandated to take into account the fact that some forwarded SDU are acknowledged by the SN included in the HO Command Compete. I.e. the target eNB could retransmit SDU with “SN<0”.
With option#3B, as the target eNB could send SDU with “SN<0”, it is not possible to initialise the HFN with 0 under the target eNB and therefore, at the initialisation point the HFN should be initialised with 1

With option#3A, the target eNB is mandated to take into account the fact that some forwarded SDU are acknowledged by the SN included in the HO Command Compete. Therefore, the first SDU actually sent by the target eNB in UL will NOT have a “SN <0”. Then at the initialisation point, the HFN could be initialised with 0. And the first SDU actually sent by the target eNB in DL may have SN=0 or SN >0 (due to the reception of PDCP Status sent by the UE).
Let’s consider the same scenarios as in section 1.

Scenario #1 with option#3A:
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Figure#6 – Option#3A
Scenario #1 with option#3B:
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Figure#7 – Option#3B
3.3.2 Handling of the UL

The UE should include the SN of the last SDU acked in sequence + 1 in the HO Confirm.
This UL reference SN is going to be the re-initialisation point for which the re-mapped SN is going to be 0 and the HFN initialised to 0.
Let’s consider the same scenarios as in section 1.

Scenario #4:
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Figure#8
The first SDU actually sent by the UE in UL may have a SN=0 or SN >0 (due to the reception of PDCP Status sent by the Target eNB).
4 Conclusion

In this paper, we describe three options with regards to the handling of RLC-AM HFN at handover:

Option#1: PDCP SN and HFN are both continued and no need security synchronisation info exchange between the UE and the eNB.


Option#2: PDCP SN are continued and HFN are reset and the UE decides and indicates independently for UL and DL whether the HFN increment is delayed or not.

Option#3: HFN and PDCP SN are both reset. In both the UE and the target eNB PDCP SN are re-mapped starting with 0 using reference SNs included by the UE in the Handover Confirm for both the UL and the DL.

Our view is that Option#1 is the simplest one and has the advantage of not requiring security synchronisation info to be exchanged over the radio. So we propose that, PDCP SN and HFN are both continued at eNB handover (even if new keys are going to be used under the target eNB). A text proposal going in this direction is included below.
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10.1.2.1.2
U-plane handling

The U-plane handling during the Intra-E-UTRAN-Access mobility activity for UEs in LTE_ACTIVE takes the following principles into account to avoid data loss during HO:

-
During HO preparation a U-plane tunnel can be established between the source eNB and the target eNB.

-
During HO execution, user data can be forwarded from the source eNB to the target eNB. The forwarding may take place in a service and deployment dependent and implementation specific way.

-
Forwarding of user data from the source to the target eNB should take place in order as long as packets are received at the source eNB from the EPC or the source eNB buffer has not been emptied (an implementation dependent mechanism decides that data forwarding can be stopped).
-
During HO completion:

-
The target eNB sends a PATH SWITCH message to MME to inform that the UE has gained access and MME sends a USER PLANE UPDATE REQUEST message to the Serving Gateway, the U-plane path is switched by the Serving Gateway from the source eNB to the target eNB.
-
The source eNB should continue forwarding of U-plane data as long as packets are received at the source eNB from the Serving Gateway or the source eNB buffer has not been emptied (an implementation dependent mechanism decides that data forwarding can be stopped).

For RLC-AM bearers:

-
For in-sequence delivery and duplication avoidance, PDCP SN is maintained on a bearer basis and the source eNB informs the target eNB about the next DL PDCP SN to allocate to a packet which does not have a PDCP sequence number yet (either from source eNB or from the Serving Gateway).
-
For security synchronisation, HFN is also maintained and the source eNB provides to the target one reference HFN for the UL and one for the DL i.e. HFN and corresponding SN (detail FFS).
-
The occurrence of duplicates over the air interface in the target eNB is minimised by means of PDCP SN based reporting at the target eNB by the UE. In uplink, the reporting is optionally configured on a bearer basis by the eNB and the UE should first start by transmitting those reports when granted resources in the target eNB. In downlink, the eNB is free to to decide when and for which bearers a report is sent.
-
The target eNB re-transmits and prioritizes all downlink PDCP SDUs forwarded by the source eNB, with the exception of PDCP SDUs of which the reception was acknowledged through PDCP SN based reporting by the UE.

-
The UE re-transmits all uplink PDCP SDUs starting from the first non-consecutively confirmed PDCP SDU i.e. the oldest PDCP SDU that has not been acknowledged at RLC in the source, excluding the PDCP SDUs of which the reception was acknowledged through PDCP SN based reporting by the target.
For RLC-UM bearers:

-
The PDCP SN and HFN are reset in the target eNB.

-
No PDCP SDUs are retransmitted in the target eNB.
-
The target eNB prioritize all downlink PDCP SDUs forwarded by the source eNB if any.
 
-
The UE PDCP entity does not attempt to retransmit any PDCP SDU in the target cell for which transmission had been completed in the source cell. Instead UE PDCP entity starts the transmission with other PDCP SDUs.
10.1.2.3
Data forwarding

10.1.2.3.1
For RLC-AM bearers
Upon handover, the source eNB forwards in order to the target eNB all downlink PDCP SDUs with their SN that have not been acknowledged by the UE. In addition, the source eNB may forward fresh data arriving over S1 to the target eNB. 

NOTE:
Target eNB does not have to wait for the completion of forwarding from the source eNB before it begins transmitting packets to the UE.
The source eNB discards any remaining downlink RLC PDUs. Correspondingly, the source eNB does not forward the downlink RLC context to the target eNB. 

Upon handover, the source eNB forwards uplink PDCP SDUs successfully received in-sequence to the Serving Gateway, may forward uplink PDCP SDUs with their SN received out-of-sequence to the target eNB and shall discard any remaining uplink RLC PDUs. Correspondingly, the source eNB does not forward the uplink RLC context to the target eNB. 
In-sequence delivery of upper layer PDUs during handover is based on a continuous PDCP SN and is provided by the re-ordering function at the PDCP layer, which can be activated at least during inter-eNB mobility:

-
in the downlink, the re-ordering function at the UE PDCP layer guarantees in-sequence delivery of downlink PDCP SDUs;

-
in the uplink, the re-ordering function at the target eNB PDCP layer guarantees in-sequence delivery of uplink PDCP SDUs.
14.3.3
Intra E-UTRAN Mobility

The key hierarchy does not allow, as is, explicit key updates, but RRC and UP keys are derived based on the algorithm identifiers, KeNB, and certain dynamic parameters (e.g. C-RNTI), which result as new RRC and UP keys at every handover (FFS for intra-eNB). The handling of HFN and PDCP SN at handover depends on the type of radio bearer:

-
SRB: HFN and PDCP SN are reset.

-
RLC-UM bearers: HFN and PDCP SN are reset.

-
RLC-AM bearers: HFN and PDCP SN are maintained.
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