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1
Introduction
This contribution summarizes the latest agreements made in SA3 on E-UTRAN security that are captured in [2]:
-
IMEI transfer;

-
Requirements for key management inside eNB;
-
Requirements for handling user plane data within the eNB;
-
Presence of KeNB*;

-
EPS Key Identification;

-
Key Setting during AKA;

-
Security mode command procedure and algorithm negotiation;

-
Key Handling at HO;

-
Security interworking.
2
Agreements
2.1
IMEI
The UE shall provide its equipment identifier IMEI (SV) to the network, if the network asks for it. The IMEI shall be securely stored in the terminal. The UE shall not send IMEI (SV) to the network on a network request before the NAS security has been activated. The IMEI (SV) shall be sent in the NAS protocol.

2.2
Requirements for key management inside eNB
The EPS core network provides subscriber specific session keying material for the eNBs. eNBs also hold long term keys used for authentication and security association setup purposes. Protecting all these keys is important. Keys stored inside eNBs shall never leave a secure environment within the eNB except when done in accordance with this or other 3GPP specifications. 

2.3
Requirements for handling user plane data within the eNB
It is eNB’s task to cipher and decipher user plane packets between the air interface and the last-mile link. User plane data ciphering/deciphering shall take place inside the secure environment where the related keys are stored. The transport of user data over S1-U shall be ciphered in case the last-mile link is physically insecure.

NOTE: 
The use of ciphering on S1-U is an operator's decision. Various security configurations are possible for protection according to TS 33.210 (NDS/IP). In case the eNB has been placed in a physically secured environment then the 'secure environment' may include other nodes and links beside the eNB.
2.4
KeNB*
KeNB is a key derived by UE and MME from KASME or by UE and target eNB from KeNB* during eNB handover. KeNB shall only be used for the derivation of keys for RRC traffic and the derivation of keys for UP traffic or to derive a transition key KeNB* during an eNB handover.    

2.5
EPS Key Identification
The EPS ASME key identifier (KSIASME) is a number which is associated with the KASME derived during authentication. The key set identifier is allocated by the network and sent with the authentication request message to the mobile station where it is stored together with the KASME.  KSIASME in EPS corresponds to KSI in UMTS and CKSN in GSM.

The purpose of the KSIASME is to make it possible for the network to identify the KASME which is stored in the mobile station without invoking the authentication procedure. This is used to allow re-use of the KASME during subsequent connection set-ups.

KSIASME and KSI have the same format. KSIASME is three bits. Seven values are used to identify the key set. A value of '111' is used by the mobile station to indicate that a valid KASME is not available for use. At deletion of the KASME, the KSIASME is set to '111'. The value '111' in the other direction from network to mobile station is reserved.
2.6
Key Setting during AKA
Authentication and key setting are triggered by the authentication procedure. Authentication and key setting may be initiated by the network as often as the network operator wishes. Key setting can occur as soon as the identity of the mobile subscriber (i.e. S-TMSI or IMSI) is known by the VLR/MME. Key KASME is stored in the VLR/MME and key KeNB is derived from the key KASME and transferred to the UE’s serving eNB when needed. KASME is stored in the ME and MME and updated with the next authentication procedure. 

The RRC and UP keys are derived from the KeNB when needed.

If an authentication procedure is performed during a connection, the new KASME, NAS, RRC and UP keys shall be taken in use in both the eNB and the ME as part of the security mode set-up procedure.
2.7
Security mode command procedure and algorithm negotiation
Separate AS and NAS level security mode command procedures are required. AS level security mode command procedure configures AS security (RRC and UP) and NAS level security mode command procedure configures NAS security:

-
Both integrity protection and ciphering for RRC are activated within the same AS SMC procedure, but not necessarily within the same message. 

-
User plane ciphering is activated at the same time as RRC ciphering.

2.8
Key Handling at HO

AS level (RRC, UP) algorithms can be changed during inter-eNB handovers, idle-to-active state transitions, detached-to-active state transitions, and idle mode mobility.
RRC and UP keys are refreshed during eNB handovers. Source eNB creates KeNB* key from the current KeNB key with a one way function producing the same amount of bits than the length of the KeNB key. Target eNB creates new KeNB based on KeNB* and C-RNTI with a one way function producing the same amount of bits than the length of the KeNB key.
At least the target eNB algorithm identifiers and key purpose identifiers are used in the AS level key derivations as input parameters with KeNB. Key purpose identifiers are listed below.

-
“RRC ciphering” for RRC ciphering key derivation

-
“RRC integrity” for RRC integrity key derivation

-
“UP ciphering” for UP ciphering key derivation

2.9
Security Interworking

If user plane ciphering is activated in the source RAN, it shall remain activated in the target RAN.
2.9.1
From E-UTRAN to UTRAN

MME shall derive a confidentiality key CK', and an integrity key IK' from KASME with the help of a one-way key derivation function KDF in the following way:


KDF(KASME )= CK' || IK'
MME shall transfer CK' and IK' to the SGSN as part of the relocation request. 

MME shall transfer UE’s UTRAN and GERAN security capabilities to SGSN. SGSN shall include the allowed security algorithms in the relocation request to RNC. RNC shall select the algorithms and include the corresponding identifiers in the relocation request acknowledgement. The selected algorithms shall be indicated to UE in the handover command message.

2.9.2
From UTRAN to E-UTRAN

SGSN shall transfer CK || IK to MME in the relocation request message. MME shall derive K'ASME from CK || IK with the help of a one-way key derivation function KDF: 


KDF(CK || IK) = K'ASME
MME shall derive the NAS keys and KeNB from K'ASME.
SGSN shall be able to query UE anytime about its EPC/E-UTRAN security capabilities. 

SGSN transfers UE’s EPC/E-UTRAN security capabilities to MME in the relocation request message. MME shall select the NAS security algorithms and include the allowed UP/RRC algorithms as well as the RRC and UP keys in the relocation request to the target eNB. eNB shall select the RRC and UP algorithms and indicate them in the relocation request acknowledgement. MME shall include the selected NAS, UP, and RRC algorithms in the relocation response sent to SGSN. SGSN shall include them in the relocation command and RNC shall indicate them to UE in the handover from UTRAN command.

UE shall be authenticated via E-UTRAN as soon as possible after the handover and the newly generated keys shall be taken into operation as soon as possible.

2.9.3
From E-UTRAN to GERAN

MME shall derive a confidentially key CK’ and an integrity IK’ from KASME as described for the E-UTRAN to UTRAN handover case. The MME shall transfer CK’ and IK’ to the SGSN. SGSN shall derive Kc from CK’ and IK’ with the help of the key conversion function c3 of TS 33.102.
MME shall transfer UE’s UTRAN and GERAN security capabilities to SGSN. SGSN shall select the encryption algorithm to use in GERAN after handover. The selected algorithm shall be indicated to UE in the handover command message.

2.9.4
From GERAN to E-UTRAN
SGSN shall transfer CK || IK to MME in the relocation request message. MME shall derive K'ASME from CK || IK as described in the UTRAN to E-UTRAN handover case.

SGSN shall be able to query UE anytime about its EPC/E-UTRAN security capabilities. 

SGSN transfers UE’s EPC/E-UTRAN security capabilities to MME in the relocation request message. MME shall select the NAS security algorithms and include the allowed UP/RRC algorithms as well as the RRC and UP keys in the relocation request to the target eNB. eNB shall select the RRC and UP algorithms and indicate them in the relocation request acknowledgement. MME shall include the selected NAS, UP, and RRC algorithms in the relocation response sent to SGSN. SGSN shall indicate them in the appropriate message to BSS and BSS shall indicate them to UE in the handover command.

UE shall be authenticated via E-UTRAN as soon as possible after the handover and the newly generated keys shall be taken into operation as soon as possible.
3
Conclusion
The latest agreements made in SA3 have been summarized. For RAN2, it is important to note that:
-
Keys stored inside eNBs shall never leave a secure environment within the eNB except when done in accordance with this or other 3GPP specifications, and user plane data ciphering/deciphering shall take place inside the secure environment where the related keys are stored;
-
KSIASME given during authentication procedure identifies the KASME which is stored in the UE. It allows re-using the KASME during subsequent connection set-up or signalling that no valid KASME is for use.

-
Separate AS and NAS level security mode command procedures are required. AS level security mode command procedure configures AS security (RRC and UP) and NAS level security mode command procedure configures NAS security. Both integrity protection and ciphering for RRC are activated within the same AS SMC procedure, but not necessarily within the same message. User plane ciphering is activated at the same time as RRC ciphering.

-
At handover, Source eNB and UE independently create KeNB* key from the current KeNB. KeNB* is given to Target eNB during the HO preparation phase. After HO, both Target eNB and UE then create new KeNB based on KeNB* and C-RNTI allocated to UE.
-
For E-UTRAN to UTRAN/GERAN mobility, the MME shall derive and transfer to the SGSN a confidentially key and an integrity key from KASME. Based on this information, the SGSN can in turn derive appropriate keys to be used in the target RAN. Similarly for UTRAN/GERAN to E-UTRAN mobility, the SGSN shall derive and transfer to the MME a confidentially key and an integrity key. Based on this information, the MME can in turn derive KASME.

A Stage 2 text proposal to reflect those decisions is given below:

Beginning of Text Proposal
10.1.2.1.1
C-plane handling

The HO procedure is performed without EPC involvement, i.e. preparation messages are directly exchanged between the eNBs. The release of the resources at the source side during the HO completion phase is triggered by the eNB. The figure below depicts the basic handover scenario where neither MME nor Serving Gateway changes:
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Figure 10.1.2.1: Intra-MME/Serving Gateway HO

Below is a more detailed description of the intra-MME/Serving Gateway HO procedure:

0
The UE context within the source eNB contains information regarding roaming restrictions which where provided either at connection establishment or at the last TA update.

1
The source eNB configures the UE measurement procedures according to the area restriction information. Measurements provided by the source eNB may assist the function controlling the UE's connection mobility.

2
UE is triggered to send MEASUREMENT REPORT by the rules set by i.e. system information, specification etc. 

3
Source eNB makes decision based on MEASUREMENT REPORT and RRM information to hand off UE.

4
The source eNB issues a HANDOVER REQUEST message to the target eNB passing necessary information to prepare the HO at the target side (UE X2 signalling context reference at source eNB, UE S1 EPC signalling context reference, target cell ID, KeNB*, RRC context including the C-RNTI of the UE in the source eNB, AS-configuration (excluding physical layer configuration), EPS bearer context and physical layer ID of the source cell + MAC for possible RLF recovery). UE X2 / UE S1 signalling references enable the target eNB to address the source eNB and the EPC. The EPS bearer context includes necessary RNL and TNL addressing information, and QoS profiles of the EPS bearers.

5
Admission Control may be performed by the target eNB dependent on the received EPS bearer QoS information to increase the likelihood of a successful HO, if the resources can be granted by target eNB. The target eNB configures the required resources according to the received EPS bearer QoS information and reserves a C-RNTI and optionally a RACH preamble. The AS-configuration to be used in the target cell can either be specified independently (i.e. an “establishment”) or as a delta compared to the AS-configuration used in the source cell (i.e. a “reconfiguration”).

6
Target eNB prepares HO with L1/L2 and sends the HANDOVER REQUEST ACKNOWLEDGE to the source eNB. The HANDOVER REQUEST ACKNOWLEDGE message includes a transparent container to be sent to the UE as part of the Handover Command. The container may include a new C-RNTI, target eNB security algorithm identifiers for the selected security algorithms, a dedicated RACH preamble, indication of the expiry time of the dedicated RACH preamble, and possibly some other parameters i.e. access parameters, SIBs, etc. The HANDOVER REQUEST ACKNOWLEDGE message may also include RNL/TNL information for the forwarding tunnels, if necessary.

NOTE:
As soon as the source eNB receives the HANDOVER REQUEST ACKNOWLEDGE, or as soon as the transmission of the handover command is initiated in the downlink, data forwarding may be initiated.

Steps 7 to 15 provide means to avoid data loss during HO and are further detailed in 10.1.2.1.2 and 10.1.2.3.

7
The source eNB generates the HANDOVER COMMAND (RRC message) towards the UE. The HANDOVER COMMAND includes the transparent container, which has been received from the target eNB. The source eNodeB performs the necessary integrity protection and ciphering of the message. The UE receives the HANDOVER COMMAND with necessary parameters (i.e. new C-RNTI, target eNB security algorithm identifiers, dedicated RACH preamble, possible expiry time of the dedicated RACH preamble, target eNB SIBs etc) and is commanded by the source eNB to perform the HO.

8
After receiving the HANDOVER COMMAND, UE performs synchronisation to target eNB and accesses the target cell via RACH following a contention-free procedure if a dedicated RACH preamble was allocated in HANDOVER COMMAND or following a contention-based procedure if no dedicated preamble was allocated. UE derives target eNB specific keys and configures the selected security algorithms to be used in the target cell.
9
Network responds with UL allocation and timing advance. 

10
When the UE has successfully accessed the target cell, the UE sends the HANDOVER CONFIRM message (C-RNTI) to the target eNB to indicate that the handover procedure is completed for the UE. The target eNB verifies the C-RNTI sent in the HANDOVER CONFIRM message. The target eNB can now begin sending data to the UE. Based on further optimizations, the downlink data transmission can begin as early as after step 8 (FFS).

11
The target eNB sends a PATH SWITCH message to MME to inform that the UE has changed cell.
12
The MME sends a USER PLANE UPDATE REQUEST message to the Serving Gateway.

13
The Serving Gateway switches the downlink data path to the target side and can release any U-plane/TNL resources towards the source eNB.

14
Serving Gateway sends a USER PLANE UPDATE RESPONSE message to MME.

15
The MME confirms the PATH SWITCH message with the PATH SWITCH ACK message.

16
By sending RELEASE RESOURCE the target eNB informs success of HO to source eNB and triggers the release of resources. The timing for the target eNB to send this message between steps 10 and 15 is FFS.

17
Upon reception of the RELEASE RESOURCE message, the source eNB can release radio and C-plane related resources associated to the UE context. 

NOTE:
Details on updating of roaming/area restriction information within E-UTRAN in the course of the HO procedure are FFS

With respect to SRBs, the following principles apply:

-
No forwarding or retransmissions of RRC messages in the target;

-
The PDCP SN and HFN are reset in the target eNB.

NOTE: 
Forwarding of NAS SDUs is FFS.

Next Modified Section
14.1
Overview and Principles

The following principles apply to E-UTRAN security:

-
The keys used for NAS and AS protection shall be dependent on the algorithm with which they are used;

-
The eNB keys are cryptographically separated from the EPC keys used for NAS protection (making it impossible to use the eNB key to figure out an EPC key).

-
The AS (RRC and UP) and NAS keys are derived in the EPC/UE from key material that was generated by a NAS (EPC/UE) level AKA procedure (KASME) and identified with a key identifier (KSIASME).

-
The eNB key (KeNB) is sent from the EPC to the eNB when the UE is entering LTE_ACTIVE state (i.e. during RRC connection or S1 context setup).
-
Separate AS and NAS level security mode command procedures are used. AS level security mode command procedure configures AS security (RRC and user plane) and NAS level security mode command procedure configures NAS security. Both integrity protection and ciphering for RRC are activated within the same AS SMC procedure, but not necessarily within the same message. User plane ciphering is activated at the same time as RRC ciphering
-
Keys stored inside eNBs shall never leave a secure environment within the eNB (except when done in accordance with this or other 3GPP specifications), and user plane data ciphering/deciphering shall take place inside the secure environment where the related keys are stored.
-
Key material for the eNB keys is sent between the eNBs during LTE_ACTIVE intra-E-UTRAN mobility.

-
A sequence number is used as input to the ciphering and integrity protection. A given sequence number must only be used once for a given eNB key (except for identical re-transmission). The same sequence number can be used for both ciphering and integrity protection.

-
A hyper frame number (HFN) (i.e. an overflow counter mechanism) is used in the eNB and UE in order to limit the actual number of sequence number bits that is needed to be sent over the radio. The HFN needs to be synchronized between the UE and eNB.

-
If corruption of keys is detected, UE has to restart radio level attachment procedure (e.g. similar radio level procedure to idle-to-active mode transition or initial attachment).
-
No integrity protection initialisation number (FRESH).
The MME invokes the AKA procedures by requesting authentication vectors to the HE (Home environment). The HE sends an authentication response back to the MME that contains a fresh authentication vector, including a base-key named KASME. Thus, as a result of an AKA run, the EPC and the UE share K_ASME. From K_ASME, the NAS, (and indirectly) K_eNB keys are derived. The K_ASME never leaves the EPC, but the K_eNB key is transported to the eNB from the EPC when the UE transitions to LTE_ACTIVE. From the K_eNB, the eNB and UE can derive the UP and RRC keys. When the UE goes into LTE_IDLE or LTE_DETACHED, the K_eNB, UP and RRC keys are deleted from the eNB. The key hierarchy is depicted on Figure 14.1-1 below, where:

-
KNASint is a key, which shall only be used for the protection of NAS traffic with a particular integrity algorithm This key is derived by UE and MME from KASME , as well as an identifier for the integrity algorithm.

-
KNASenc is a key, which shall only be used for the protection of NAS traffic with a particular encryption algorithm. This key is derived by UE and MME from KASME, as well as an identifier for the encryption algorithm. 

-
KeNB is a key derived by UE and MME from KASME. KeNB shall only be used for the derivation of keys for RRC traffic and the derivation of keys for UP traffic.
-
KeNB* is a key derived by UE and source eNB from KeNB. KeNB* shall only be used by UE and target eNB at handover for the derivation of a new KeNB for RRC and UP traffic;   

-
KUPenc is a key, which shall only be used for the protection of UP traffic with a particular encryption algorithm. This key is derived by UE and eNB from KeNB, as well as an identifier for the encryption algorithm. 

-
KRRCint is a key, which shall only be used for the protection of RRC traffic with a particular integrity algorithm.  KRRCint is derived by UE and eNB from KeNB, as well as an identifier for the integrity algorithm.

-
KRRCenc is a key, which shall only be used for the protection of RRC traffic with a particular encryption algorithm. KRRCenc is derived by UE and eNB from KeNB as well as an identifier for the encryption algorithm. 
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Figure 14.1-1: Key Hierarchy

14.2
Security termination points

The table below describes the security termination points.

Table 14.2 Security Termination Points

	
	Ciphering
	Integrity Protection

	NAS Signalling
	Required and terminated in MME
	Required and terminated in MME

	U-Plane Data
	Required and terminated in eNB 
	Not Required 
(NOTE 1)

	RRC Signalling (AS)
	Required and terminated in eNB

	Required and terminated in eNB


	MAC Signalling (AS)
	Not required (NOTE 2)
	Not required (NOTE 2)

	NOTE 1: Integrity protection for U-Plane is not required and thus it is not supported between UE and Serving Gateway or for the transport of user plane data between eNB and Serving Gateway on S1 interface.

NOTE 2: SA3 needs to further study on whether buffer status reports from UEs to the eNBs in MAC layer need to be protected.


14.3
State Transitions and Mobility

14.3.1
RRC_IDLE to RRC_CONNECTED

As a general principle, on RRC_IDLE to RRC_CONNECTED transitions, RRC protection keys and UP protection keys shall be generated while keys for NAS protection as well as higher layer keys are assumed to be already available in the MME. These higher layer keys may have been established in the MME as a result of an AKA run, or as a result of a transfer from another MME during handover or idle mode mobility.

14.3.2
RRC_CONNECTED to RRC_IDLE

On RRC_CONNECTED to RRC_IDLE transitions, eNBs shall delete the keys they store such that state for idle mode UEs only has to be maintained in MME. It is also assumed that eNB does no longer store state information about the corresponding UE and deletes the current keys from its memory. In particular, on active to idle transitions:

-
The eNB deletes KeNB ,  KRRCenc , KRRCint  and KUPenc
-
MME keeps KASME stored. 

14.3.3
Intra E-UTRAN Mobility

The key hierarchy does not allow, as is, explicit key updates, but RRC and UP keys are derived based on the algorithm identifiers, KeNB, and certain dynamic parameters (e.g. C-RNTI), which result as new RRC and UP keys at every handover (FFS for intra-eNB): 
-
Source eNB and UE independently create KeNB* from the current KeNB;

-
KeNB* is given to Target eNB during the HO preparation phase;

-
Both Target eNB and UE derive the new KeNB based on KeNB* and C-RNTI allocated to UE.
The handling of HFN and PDCP SN at handover depends on the type of radio bearer:

-
SRB: HFN and PDCP SN are reset.

-
RLC-UM bearers: HFN and PDCP SN are reset.

-
RLC-AM bearers: PDCP SN is maintained (10.1.2.3) and HFN is FFS.
14.4
Key Change in RRC_CONNECTED

If AS Keys (KUPenc , KRRCint and KRRCenc) need to be changed in RRC_CONNECTED, something along the line of an intra-cell handover is used (FFS).
14.5
Security Interworking
If user plane ciphering is activated in the source RAN, it shall remain activated in the target RAN.
For E-UTRAN to UTRAN/GERAN mobility, the MME shall derive and transfer to the SGSN a confidentially key and an integrity key from KASME. Based on this information, the SGSN can in turn derive appropriate keys to be used in the target RAN.
Similarly for UTRAN/GERAN to E-UTRAN mobility, the SGSN shall derive and transfer to the MME a confidentially key and an integrity key. Based on this information, the MME can in turn derive KASME.
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