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1
Introduction
This paper looks at the procedures performed during idle to active transition, in particular considering the implications of parallel RRC Connection Reconfiguration procedures used to start security and establish radio bearers.
2
Discussion

Figure 1 shows the expected sequence of messages at idle to active transition including the overlapping RRC Connection Reconfiguration (RCR) procedures used to start security and establish radio bearers.
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Figure 1: Idle to active transition  - successful message sequence
From the UE perspective the overlapping RCR procedures in the message sequence do not require the UE to support parallel procedures. UE RRC can  simply queue received messages and process them in sequence (i.e. in the example RCR1 and RCR2 will simply be processed in sequence). This contrasts to UTRA where, due to the activation time concept, RRC procedures could be 'ongoing' for some period of time (up to 2.5s) and the UE was required to be able to receive and process messages while another procedure was ongoing.
Proposal 1: UE RRC does not need to support parallel procedures (i.e. UE RRC queues received RRC messages and processes them in sequence)

From the eNB perspective the overlapping procedures mean that the eNB sends RCR2 before it has received a response message (success or failure) to RCR1. RCR2 will be integrity protected and ciphered according to the configuration given in RCR1 on the assumption that RCR1 will be successful. Consequently it is important to consider what happens if RCR1 fails. The failure case is shown in figure 2
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Figure 2: Message sequnce due to failure of RRC Connection Reconfiguration starting security

RCR1 could fail due to an IP check failure. This error case should be very rare in a correctly operating network but could occur if there is a security attack occurring. Options for UE behaviour when this situation occurs are:

· The UE could discard the message (i.e the same behaviour as specified for UTRA when an IP check fails). In this case no error message will be returned to the eNB related to RCR1. The only way in which the eNB will be able to detect that an error has occurred is by a timeout on the reception of the RCR Complete message for RCR1.

· The UE could send an error message to the eNB indicating that RCR1 has failed. As the procedure has failed this error message will not be ciphered or integrity protected. However, the eNB will have configured PDCP ready to receive a ciphered and integrity protected RCR Complete message. So unless the eNB is prepared to receive this the response message with and without ciphering and integrity protection there seems to be little value in sending this failure message. The only way in which the eNB will be able to detect that an error has occurred is by a timeout on the reception of the RCR Complete message

· The UE could go to RRC idle. If the IP check failure is only likely to occur as a result of security attack then transition to to idle follwed to a renewed attempt to establish a connection is probably the most appropriate action. Also the the IP check failure has occured as a result of some network error then it seems unlikely that the eNB will be able to recover from this and re-send a correctly integrity protected message, and so also in this case the transition to idle is probably the most appropriate action
Proposal 2: If the IP check fails on the RRC Connection Reconfiguration message message that is used to start security then the UE should enter idle.
RCR1 could also fail due to a decode error or some invalid configuration error. These should be extremely rare in a correctly operating network. When a decode error occurs the UE RRC can not know that the received message is an RCR message and so it can not send an RCR Failure message but only send a generic RRC failure message. In the case of an invalid configuration erroe the UE could send an RCR Failure message. Like the cases of IP check failure, the error message will not be ciphered or integrity protected but the eNB will have configured PDCP ready to receive an ciphered and integrity protected RCR Complete message. So unless the eNB is prepared to receive the response message with and without ciphering and integrity protection then the only way in which the eNB will be able to detect that an error has occurred is by a timeout on the reception of the RCR Complete message.
If the UE does not go to RRC idle after the failure of RCR1, then it is necessary to consider how the UE will process RCR2. RCR2 is integrity protected and ciphered but UE PDCP has not yet been configured for security. Therefore UE RRC will not be able to decode RCR2 correctly and can only send a generic RRC failure message which will not be ciphered. or integrity protected. Again this will not be ciphered and so will not be correctly received by the eNB unless it is prepared to receive the response message with and without ciphering and integrity protection.
Based on the above discussion of the error cases, we conclude that there are no major problems with allowing overlapping security start and radio bearer setup procedures. However, in the very unlikely event that the RCR starting security does fail then the sending error messages by the UE will not help the eNB in detecting the error - timeout on the response message being the only way to detect the error.
3
One or 2 complete/failure messages
It has also been discussed whether we should have a one or 2 complete/failure messages for these 2 RCR procedures. 
From the discussion above it is clear that if RCR1 that starts security fails then RCR2 will also fail. It is also clear that any failure message that is sent will not be received by the eNB unless the eNB is ready to receive both ciphered and un-ciphered messages, and consequently any failure messages have little value. If RCR1 is successful but RCR2 fails then it is useful for the eNB to be aware of the situation and so independent failure indication for RCR2 is useful.

If both procedures are successful then a single response message would in principal be possible. One possible option to specify a single response message would be to not send a RCR Complete message for RCR1 that starts security but only for RCR2. When eNB receives a correctly integrity checked and ciphered RCR response message (complete or failure) for RCR2 then it can be considered an implicit confirmation that RCR1 completed successfully.

Overall, we do not see much value in trying to combine the complete/failure messages and some complexity in UE implementation and so we prefer that independent success/failure messages are sent.
Proposal 3: Send independent complete failure messages for RCR1 and RCR2

4
Other considerations
We think that measurements could be setup in the same RCR message as used to start security and do not see any security concern with this measurement configuration being sent un-ciphered - compare with UTRA where an un-ciphered measurement configuration is broadcast on system information. Furthermore, from a message size perspective it makes sense to include the measurement setup in the RCR used to start security as the security related information is significantly less than the RB setup information.

Proposal 4: Allow measurement configuration to be included in the RCR message that starts security.

5
Conclusions
Based on the discussion in this document we make the following proposals:
Proposal 1: UE RRC does not need to support parallel procedures (i.e. UE RRC queues received RRC messages and processes them in sequence)

Proposal 2: If the IP check fails on the RRC Connection Reconfiguration message message that is used to start security then the UE should enter idle.

Proposal 3: Send independent complete failure messages for RCR1 and RCR2

Proposal 4: Allow measurement configuration to be included in the RCR message that starts security.
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