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1 Introduction

Previous LS from SA3[1]  indicated that it is necessary to support key change after an inter-system change to take into account new keys.  This required additional procedures impacting both RRC and PDCP to support a key change.  This document takes a step back to analyse this requirement in more detail. 
2 Discussion

2.1 Experience from GSM to UMTS HO

The main requirement for key change after inter-system change came from GSM to UMTS inter-system HO.  GSM pre-R99 used triplets and also shorter keys.  On the other hand, UTMS (and GSM R99) uses longer keys.   On HO from GSM to UMTS, the triplets had to be converted to quintuplets and the key length extended using defined formulas.  This generated UMTS key from the GSM keys clearly represented lower security compared to having UMTS quintuplets.
Despite this, it should be noted that if a CS call originated in a R98- MSC and was handed over to UTMS, no key change was possible until the termination of the call.  In other words, it was considered acceptable to use the GSM keys for the duration of the CS call. 
It should also be note that the need for fresh authentication is identified only for the following scenario: where the old SGSN is a R98- SGSN and the new SGSN is a R99+ SGSN.
2.2 CN based procedures
The reason for re-use of the keys from the source system during HO is because of the non-availability of the target system keys.  However, it may be possible that the LTE/SAE keys would be available in very many cases or could be made available.  

Consider the implication of equivalent tracking areas.  Where equivalent tracking areas are used, the UE is registered with LTE/SAE and UMTS domains.  Thus the UE has MM and security contexts in both domains.  If a UE in an equivalent tracking area starts a call in UMTS, and then moves to LTE/SAE, it is not clear whether the pre-registered context in the MME is re-used
.   If the context is re-used, then the LTE/SAE security context in the MME could be re-used as part of the HO procedure itself and there is no need to convert from the UMTS security context. 
There may also be other CN based solutions.

Possibility of invoking the LTE security as part of the HO procedure in the CN should be evaluated and compared in terms of complexity of introducing a RAN specific procedure.

3 Conclusion and proposal

Based on the above discussion, the scenarios where the need for key change was identified is not so clear.   This is more relevant if key change cannot be supported by the HO procedure without any modifications or if other procedures are required.

Before RAN2 defines complex procedures to support it, it is proposed to get clarifications from SA3 on the identified need for fresh keys after an inter-system change.  It is also proposed to request clarifications from SA2 and SA3 on whether CN based solutions such as the possibility of re-using the LTE security context in MME during the inter-system HO were considered.

In particular, the following questions are seen relevant:

1) When is a fresh authentication needed?  Is it required for every HO between LTE/SAE and UMTS?   Is the requirement based on legacy SGSN and will not be required when the SGSN is updated?

2) If it is for every HO, then do operators really consider that fresh LTE authentication will be performed for every HO?

3) Is it essential to use new keys for on ongoing voice call which is expected to be of short duration?  For most other services, it is felt that it would be possible to find a gap in the transmission where it is possible to execute an Active-Idle-Active transition within a short time period after the termination of the voice call.

4) Has SA2 or SA3 evaluated the possibility of invoking LTE/SAE keys as part of the HO procedure itself?

If it is still felt that there is a need to support a key change procedure in LTE-Active, and if its found that the modifications are needed for the HO procedure to support key change, then it is preferable to have a clearly defined specific procedure for this case (for example, an RRC re-establishment or some indication using PDCP control PDU) rather than abuse another procedure that can result in complications later on.
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