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1
Introduction
The order in which ciphering and integrity protection are peformed is currently not agreed and integrity protection performed can be made on the ciphered PDCP PDU or vice versa. This contribution analyses this aspect.  

2
Discussion
The order in which the two security tasks are performed impacts both the receiver and transmitter. If the integrity checksum is calculated over the plain text, deciphering has to be done before integrity can be checked. If the integrity checksum is calculated over the ciphered text, integrity can be checked before deciphering.

Looking at the order from different perspectives:

1. 
From DoS attack perspective it would be better for the receiver to be able to check the integrity of the ciphered packet, so that deciphering is not necessary if integrity checksum fails.
2.
From pure theoretical security perspective it would better to calculate integrity over the plain text because the integrity protects the plain text not the cipher text.

3. 
From PDCP protocol layer perspective it may be desirable to have similar ciphering functionality for RRC and the user plane: integrity would then be seen as ab additional functionality on top of ciphering for RRC only.
4.
Some implementation may benefit from having the possibility to decipher one block and transfer that to integrity check function decipher the next block and transfer that to the integrity check function… 

From the four points above, there is no obvious way forward as point #1 contradicts with #2 and #4, while point #3 favors #1. Since a decision must be made, we would like however to propose that integrity protection is performed after ciphering allowing the receiver to be able to check the integrity of the ciphered packet, so that deciphering is not necessary if integrity checksum fails.
Proposal:  the integrity checksum is calculated over the ciphered text.
