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1 Introduction
There were concerns raised on the reflector about the interaction required between RRC and PDCP with regards to security configuration and about handling failure cases such as when the SMC message is lost.

In some companies are still concerned about complex interaction, this contribution proposes to look at the option of having security configuration done over PDCP.

2 Security Parameters over RRC
The following simplifying assumptions are possible:

1) Under normal operation, RLC will always deliver packets in sequence to PDCP.  Hence the PDCP will always receive the SMC first before the secured RRC connection change message.
2) There are no active user plane bearers at the time of security invocation.
3) SMC always happens during the initial phases of the connection establishment. But it may not be the first. 
Under normal operation, the PDCP passes the SMC message to the RRC and buffers the subsequent messages until the security is configured.  This in itself is not considered complex.
There are (at least) three failure cases to be handled:

1) Lost SMC message: In this case, the PDCP layer receives only the encrypted subsequent PDCP PDU. This can be considered quite rare. But there are a couple of ways to handle this.  

a. By using a bit in the PDCP header that the subsequent packet is encrypted.  This will allow the UE discard this message at the PDCP layer itself and to report the missing SMC and allowing the network to send another SMC.  Additional complexity can be avoided by allowing only 1 outstanding RRC message before receiving an SMC accept from the UE.

b. If the subsequent packet is encrypted, it will end up as a garbled message to the RRC.  The RRC can then send an error indication.  The network will be able to identify this error indication as lost SMC. 
2) Failure of SMC procedure: In this case, for some reason, the SMC failed and UE needs to report a failure. The subsequent message cannot be de-ciphered. Again, while the failure of SMC is quite rare, this might increase in LTE because SMC is likely to be used to synchronise the START values in the downlink.  One way to limit the complexity again is to allow only a maximum of one subsequent secured message which will simply be discarded by the network and the UE in case of SMC failure.
Recovery from this kind of failure needs special handling.  Simply releasing and re-establishing the connection may not work for this kind of failure because of the possibility of recurrent failures if the network and UE are not synchronised. 
However, this aspect is largely independent of sending the second message before SMC complete.
3) RLF during SMC procedure: It is difficult to evaluate this since the failure can happen at any time during the procedure. The only guaranteed solution is to establish a new connection but depending on the nature of the failure, other solutions might also be possible.
It is thus seen that SMC over RRC can be used and can be made robust even in case of failures.

2.1 Other use of the bit in the PDCP header

One possible use of one bit in the PDCP header was discussed earlier.  However, it was felt that the procedure can work without it.   While we agree that the procedure can be made to work without the bit, it can result in more interaction between PDCP and RRC and also makes PDCP implementation more complex.

1) When the PDCP in the UE receives the SMC followed by a second encrypted message, the PDCP layer has no means to identify that the second message is encrypted.  It then has to buffer the second RRC message  (in other words, always buffer at least one RRC message if we assume that only one outstanding message is allowed) until the security is configured.  Alternatively, RRC has to pass the second packet back to the PDCP for decryption after having configured the PDCP security function

2) If we assume that the MAC field is always present, in the absence of the bit, the PDCP layer is not aware at what point the MAC should be valid.  Thus, the PDCP should blindly do a MAC check for every packet and report the results to RRC.  The RRC can choose to ignore the MAC failure until security is configured.  If the bit is present, the PDCP layer clearly knows when the MAC should be valid.

3) Possibility to signal key change: If we restrict key change from happening during an ongoing security negotiation, simply toggling that bit would provide information to the PDCP about when the new keys  are being used.  It is NOT proposed at this point to use it for this purpose but just to list one possible use should it be considered.
While it is seen that the 1 bit in the PDCP header for security is not essential and the system can be made to work without it, use of that bit can reduce interaction between PDCP and RRC.
3  Alternative to consider: 
3.1 Security Parameters over PDCP
During RAN2#38, several paper and in particular [2] listed the possibility to include the Security IE in the PDCP header itself. At the time, this option was clearly not recommended as Integrity Protection was planned to be done at the RRC level and that the Security IEs itself needs to be integrity protected.
Taking into account last meeting decision to have Integrity Protection moved to the PDCP layer, it could be interesting to reconsider this possibility. If there is still concern with the interaction between the RRC and PDCP with use of RRC for SMC, another possible option would be to use the PDCP to carry the SMC information. There are many possible implementations possible for this but possibly one of the simplest is to define a specific PDU type to carry this information in the header field along with any secured possible payload.  The SMC parameters are essentially the algorithm and additional START values that are carried in the downlink. This PDU type need only be defined for the high priority SRB.  
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Using PDCP for SMC parameters, the PDCP layer can itself process the header and immediately decrypt and do a checksum of the payload before delivering the payload to the RRC. There is no interaction between the PDCP and RRC.

Further, since the header and encrypted payload is combined into one PDU, there is no risk of losing the SMC but receiving the secure payload.

Having said that we recognize that error handling is going to be more complicated in the case of L2 configuration of Security. Should this fail, the UE would discard the subsequent signaling message and provide an error indication to the eNB via RRC.
And in addition, for a specification point of view it is much better to define the failure cases in RRC and therefore have SMC carried over RRC.

3.2 Security for RRC in RRC

The inter-layer interaction between PDCP and RRC can be avoided if security for RRC is specified in RRC itself [3].   This also avoids the problem of carrying the MAC from the target cell during HO.  While it makes RRC spec more complex, it is something that could be reconsidered if the interaction between PDCP and RRC is considered an issue.
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Figure showing unencrypted “header” IEs and encrypted IEs

4 Conclusion 
Alcatel-Lucent believes that security configuration can be done by RRC with or without the 1 bit in PDCP header.  Handling of failure cases are also discussed.  Other possibilities for security configuration are listed should it be felt necessary to re-visit this topic.
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Unencrypted Message “header” including Security context information, etc.   
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