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1 Introduction

In order to be able to provide lossless handover, it assumed that PDCP PDU already transmitted once but not correctly received under the Source eNB will be retransmitted under the Target eNB.
The purpose of this short paper is to discuss a potential SA3 security principle violation for the retransmiited SDUs.
2 Discussion
As it was agreed to always re-initialise RoHC at eNB HO, Header Compression will be retarting with no context. Therefore for the same PDCP SDU the actual outcome of the header compression machine will be different in the Source eNB and the Target eNB. (To be correct, this situation it not linked to the re-initialisation of the RoHC machine, as anyway the context in the Source eNB and Target eNB would always have been different).
It has already been decided that PDCP SN are maintained at HO, it has for consequence that if the HFN is maintained as well, the same COUNT-C value will be used to cipher different data in the source eNB and target eNB.
This could be a security violation if this would be done with the same key, i.e. if the KeNB-UP-enc used in the Source eNB and Target eNB are the same with regards to COUNT-C values.
One solution to this probleme could be to increase the HFN by one once under the target eNB (after HFN synchronisation done as described in [1])
3 Conclusion
Depending on SA3 decision on key handling at HO, the impact of different level of RoHC Header Compression in the Source and Traget eNB needs may need to be carefully looked at.
We propose to liase with SA3 to share our concern about COUNT-C re-utilisation under the target eNB.

In addition, we believe that this point should be captured in an open issue list.
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