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1.
Introduction
During the latest meetings it has been discussed how security can be started and changed and three alternatives have been proposed to SA3 in [2]. In this contribution we focus on the different alternatives to change the keys during an ongoing connection and propose a way forward on the different needed steps.
2.
Key change during ongoing connection
In the case of a handover from another system a re-authentication and the use of different keys and algorithms for security might be needed. In order to synchronize the change of keys and / or the algorithms in that case without transiting from active to idle to active the following possibilities have been discussed:
2.1 Intra-cell handover
In this case the eNodeB would trigger the reset of the RLC and to discard the PDCP header compressor / decompressor context in the transmitter and the receiver based on the use of different resources. 

When the UE starts to use the resources assigned during the command, the UE and the eNodeB transmits all PDCP SDUs received prior to the handover to the PDCP decompressor and the Re-ordering entity.

Then the data stored in the PDCP compressor, ciphering entity , RLC (in the sender and receiver ) and MAC (in the sender and receiver ) entities are reset.

In order to be as close as possible to a normal handover the receiver entity may compile a report of missing PDCP SDU numbers and transmits it to the sender indicating which of the PDCP SDUs have not yet been received.

The PDCP status report includes the COUNT values or the SNs of the PDCP SNs that have to be retransmitted.

All PDCP PDUs that are transmitted using resources of the new cell are treated using the new keys and algorithms indicated during the handover command. The command that triggers this may be the Security Mode Command that may contain the information on the new resources, or, alternatively, the Security Mode Command may prepare the new configuration and the reconfiguration command would then activate the new configuration, and indicate by certain means that the new security configuration should be used.
As an optimization the PDCP header compressor / decompressor context in the transmitter and the receiver could be maintained as shown in Figure 1.
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 Figure 2: Optimized intra cell handover for change of security

During the handover as described above MAC, RLC and the header compression and decompressor are reset. This implies that all data buffered in RLC and MAC is lost, and will be retransmitted by PDCP. Moreover the PDCP compression and decompression context is reset. In order to optimize the handling and to avoid to transmit a full header after the change of security parameters we would propose to only reset the RLC and MAC entities during a fake handover that is used in order to activate new security parameters.
Together with the reset of the RLC and MAC entity as well as if applicable the PDCP entity the COUNT values / HFN could also be reset to zero. However the SN of the PDCP SDUs have to be maintained in order to allow to perform reordering.
Contrary to the inter cell handover the UE determines when to perform the reset of the MAC, RLC and possibly of the compressor of PDCP and the use of the new security parameters when new physical layer resources or parameters are used for the transmission of the PDCP PDUs. In the uplink e.g. the UE could use a different pilot pattern or uplink scrambling code. For the downlink another C-RNTI could be used for the allocation of the resource blocks on which data using the new security parameters is transmitted. Alternatively a time reference could be given by the eNodeB in the handover that indicates at which time to reset MAC, RLC and possibly PDCP.
Thus in further details the optimized pseudo handover could be performed as follows:

When the UE starts to use the resources assigned during the command triggering the pseudo handover, the UE and the eNodeB transmits all PDCP SDUs received prior to the handover to the PDCP decompressor and the Re-ordering entity.

Then the RLC (in the sender and receiver ) and MAC (in the sender and receiver ) entities are reset.

If necessary the receiver entity compiles a report of missing PDCP SDU numbers and transmits it to the sender indicating which of the PDCP SDUs have not yet been received.

The PDCP status report includes the COUNT values or the SNs of the PDCP SNs that have to be retransmitted.

PDCP PDUs using the existing compression context can be retransmitted using the new ciphering configuration / key and using new resources. Thus there is no need to re-initialize the ROHC compressor / de-compressor.
2.2
KSI indicator / use of different RLC entity, different transport channel/ use of different radio bearers. 
In this scenario the use of a new algorithm is synchronized by e.g. by a flag in the PDCP header indicating whether the old / new algorithm and keys are used. Compared to the intra cell handover solution this allows that the transmission on RLC is continuous. This might have advantages especially for the case of high data rates. On the other hand, the use of the new keys and algorithms is delayed, depending on the data rate and the amount of data that has been buffered in the RLC transmitting buffer. That means that it is in theory possible that several keys / algorithms might need to be stored in the UE. And a misbehaving UE/eNodeB might never take into account the new keys.
Similarly layers below PDCP could distinguish data with the old / new security parameters. An example would be to use a new logical channel Id for the new security configuration, or a new transport channel.
At a handover this would imply that it is automatically switched to the new configuration.

However the main concern with this method is the fact that the new keys / algorithms are not taken into account at the same time, and of course the overhead due to the additional bit to distinguish old and new security configurations.
2.3
PDCP SN boundary

This implies that the transmitter indicates to the receiver from which sequence number on the new key or algorithm will be used. In order to avoid a stalling of the transmission this activation time (i.e. PDCP SN) will imply that the UE / eNodeB have to store the old and the new configuration for some time. The problem there is that when no data is transmitted the old configuration can stay for a long time, which might imply that it can overlap with another reconfiguration of security.
3.
Conclusion

We propose to discuss the different possibilities for the activation of a new key during the RRC connection. We have a preference to perform this in a similar way as for the handover (as described in 2.3).
Annex
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