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1. Introduction
There is an open issue in TS 36.323 ‎[1] about whether integrity protection should be done before or after ciphering for PDCP PDUs for control plane data. This paper presents our view on this issue.
2. Order of ciphering and integrity protection
Impact on security

In contribution S3-060566 (Q1/A1), SA3 replied to RAN2 about whether ordering of integrity protection and ciphering has an impact with respect to how secure each option is; the conclusion is that there is no significant difference ‎[2].
Security activation
There may be an opportunity to reduce signaling, processing and delay for the security activation procedure based on the use of integrity protection in the uplink. More specifically, integrity protection can provide the means for the eNB to detect the state of security, e.g. whether security has started or not, for the uplink. The eNB, which already has all the security parameters including keys and algorithms, would check the integrity of all received (at least from the time it sent the SMC on the downlink) uplink packets; this check would be performed differently depending on the order of ciphering and integrity protection.
In the case where integrity protection is performed on the ciphered message, if the packet passes the integrity check, the eNB knows that security has been activated on the uplink and PDCP proceeds to decipher the packet. In case security has not previously been started and the packet does not pass the integrity check, PDCP treats the packet as unciphered and passes it on, possibly with an  indication that it was sent without security. In case security has already been started and the packet does not pass the integrity check, PDCP can discard the packet and, possibly, indicate that the packet did not pass the integrity check.

In the case where integrity protection is performed before ciphering of the message, PDCP would first perform deciphering before the integrity protection; in this case, the difference is that the receiver needs to save a copy of the original message until the integrity checksum has been calculated, and depending on the outcome of the verification, decide what to forward to the upper layer.
Therefore, the conclusion is that there is no significant difference on the possibility to use integrity protection to detect security activation with respect to whether integrity protection is performed before or after ciphering. 
3. Conclusion
From a security point of view, there is no significant difference whether integrity protection is performed before or after ciphering.

However, when integrity protection is performed on the un-ciphered message, the transmitter can perform ciphering only when data is scheduled for transmission and thus not require the integrity protection to be performed as part of the time critical operations. There is thus a small practical motivation to choose this approach, from which we derive our proposal:
Proposal: Integrity protection is performed before ciphering, and the MAC is not ciphered.

It is proposed that RAN2 discusses the above alternatives and if possible agrees on the proposal.
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