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1 Introduction
In the past few meetings, the main principles of radio link failure recovery were agreed. The currently agreed mechanism can be summarized as follows.

· The source eNB prepares the target cells.

· In the target cell, the UE is identified by “Source cell identity + C-NRTI” transmitted in the message 3

· If the UE happens to access a non-prepared cell, the UE goes to LTE_IDLE

In the last meeting, one drawback of the second bullet item was identified [1].

· The indication of the source cell will allow the tracing of the UE. Thus there may be a need to e.g. change the C-RNTI after or during the recovery.

In this document, we discuss possible solutions to address the above security issue in terms of UE tracking.
2 Discussions
2.1 Message 3 in case of radio link failure recovery

It is important to realize that the contention based random access is used in the access to the target cell. In case of contention based random access the network does not know which UE is attempting to transmit the “message 3”. Therefore the UE should not apply the encryption for the message 3.

The following figure shows the signalling flow for the radio link failure recovery. It should be noted that the new C-RNTI is not encrypted when it is transmitted in the message 2. This means that both the old C-RNTI and the new C-RNTI is transmitted over the air without the encryption.

This would allow some level of traceability of the user by an attacker. Sending the source cell identity makes the problem more critical.
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Figure-1:  Current radio link failure recovery

2.2 UTRAN system
It is also the case in UTRAN that the U-RNTI is sent on CCCH (Cell Update message) that is not encrypted. The difference is that the U-RNTI is always allocated with an encrypted RRC message, which eliminates the possibility of user tracing only by tracking movement of UE identity.

3 Solutions
3.1 Alternative 1: Re-assignment of C-RNTI

One possible solution that has been raised before is to re-assign the C-RNTI with an encrypted message. The following figure shows an example signalling flow for the radio link failure recovery with C-RNTI re-assignment.
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Figure-2:  Re-assignment of C-RNTI
One drawback of this solution is that it does not solve the tracking of a user that is coming in to the target eNB. This is because the old C-RNTI is used in clear in L1/L2 control channel in the old cell, and the UE sends the old C-RNTI in clear in the message 3 in the target cell. So the temporary tracking of the user is still possible with this solution.
3.2 Alternative 2: Introduction of another UE identity

In this alternative solution, the UE is assigned a different UE identity, “Connection identity”, by the serving cell. The connection identity represents the UE’s connection in the serving cell.

The serving cell sends the connection identity with an encrypted RRC message.

· RRC Connection Setup message (LTE_IDLE to LTE_ACTIVE transition)

· Handover Command message

· RRC Re-establishment Confirm (Radio link failure recovery)

Instead of sending the old C-RNTI in the message 3, the UE includes the connection identity in the message 3 in case of radio link failure recovery. This means that the connection identity should have been transferred to the target cell at the time of target cell preparation. Since the connection identity is assigned by an encrypted RRC message, there is no user traceability.
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Figure-3:  Connection identity

3.3 Alternative 3: Pre-assigned C-RNTIs

With this solution, the UE is assigned the C-RNTIs in the target cells for radio link failure recovery. The UE also needs to be aware of the target cells (e.g. by their cell identity) so that it can use the correct C-RNTI in the target cell that it tries to connect to.

As opposed to the regular handover case, the UE does not send the new C-RNTI in the message 3. Instead, we keep the current working assumption for radio link failure recovery that the UE sends the source cell identity + the old C-RNTI. After the message 3, the UE and the target cell switch to the pre-assigned C-RNTI.

This scheme requires a downlink RRC message over the air when the serving eNB prepares the target cells for radio link failure recovery (“Prepared Cell Update” message in the figure below).
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Figure-4:  Pre-assigned C-RNTIs

4 Conclusion

We have discussed possible solutions to address the security issue in terms of UE tracking in case of radio link failure recovery. The issue arises due to the fact that both the new identity in the target cell and the old identity in the source cell are transmitted in clear over the air.

We have shown three alternative solutions to circumvent the problem. Our preference is to adopt the alternative 2 in this document since it is the simplest solution to address all the user traceability attack scenarios discussed in this document.
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