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1 Introduction

During the 3rd LTE RRC conference call of the 4th of semptember 07, it was decided to have an off reflector discussion on initial security activation.

This document summaries the email discussion that followed (taking into account emails up the the 26th of September).
2 Summary of the discussion
The goal of the discussion was to on resolving the remaining issues regarding the initial security activation. 
According to the kick-off email, the subject was split into 3 points for which the status is given below as in the email of the 20th of September 07:
Point #1 - SRB handling – identification of ciphering

The initial proposal by ALU was to use "one bit in the PDCP header" for both SRB#1 (carrying the SMC and SMC response) and SRB#2.

It is assumed that we want to have the same PDCP header format for both SRBs.
During the discussion, it was said that there are several approaches to handle the second SRB (e.g. mentioned by Ericsson and LG): i) Second SRB is not activated until SMC Complete is ACKed by the NW. ii) PDCP processing of second SRB is suspended at the receiver between transmission of SMC and reception of SMC Complete. iii) Another approach would be to send the SMC Complete message on both SRBs to enable easy detection of the point where UL security is started on each SRB.
LG and Ericcson commented that the bit could be avoided on the first SRB as the ciphering and IP status would be clear from the context in which the message would be received (with SMC Complete not ciphered).
NEC pointed out that some questions where still pending and propose “to progress on stage 3 specifications using the non-optimised procedures as a working assumptions and once we have more details in the stage 3, especially error cases, look again at possible optimisations, then it should be clearer if they add complexity or not”.

                Point#1A - SRB handling – identification of ciphering on SRB#1

                                The initial proposal was to use one bit in the header

                                LG and Ericsson believe that the bit can be avoided.
Point#1B - SRB handling – identification of ciphering on SRB#2

             
Discussion partially depends on conclusion on Point#1A

Point #2 - SRB handling – identification of integrity protection

The initial proposal by ALU was to re-use "one bit in the PDCP header", and we were also open to add a new one for robustness (as anyway the RRC PDCP header needs to be octet aligned and 6 bits SN length seems sufficient for the SRBs)

Ericsson commented that we could avoid any bit by deep interaction between PDCP and RRC on Integrity Protection Check as explained here: “The PDCP receiver could simply check integrity of all messages, including those which have not been protected, and signal the result to RRC. Note that RRC would anyway necessarily have to make the final decision regarding the integrity of RRC messages until SMC and SMC Complete, respectively, have been processed by RRC.”
Qualcomm commented that having a 1-bit indicator wouldn’t help avoiding deep inter-layer indication and that it may be interesting to think about the possibility to place the integrity protection function at RRC layer (possibly together with ciphering...).
Point #3 - User plane handling

The initial proposal was that all user plan data is always encrypted with the assumption that security is also invoked for emergency calls.

This has not been challenged so far except by NEC which has the same concern as for Point#1.
3 Conclusion of the discussion
User plan RBs:

Except NEC who may still have some concerns, no company challenged the proposal that all user plan data are always encrypted.

Interaction between RRC and PDCP for IP:

It was commented that deep interaction between RRC and PDCP is going to be anyway necessary for integrity with or without a 1-bit indicator.

Qualcomm mentioned the possibility to move (back again…) the integrity protection function to the RRC layer (possibly with ciphering…).
Start of security:

With regards to start of security, so far two options have been proposed so far:

One bit indicator in the PDCP header



Most companies now seem to think that it is not essential to have this indication

No indication


Proposed by Ericsson and LG
Handling of the second SRB:

The main proposal is that the second SRB is not activated until SMC Complete is ACKed by the NW.
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