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1 Introduction
In the LS S3-070475 from SA3, they identified four requirements regarding the change of security keys for a UE in LTE_ACTIVE: 

(1) If the sequence numbers for the UP or RRC ciphering/integrity protection are about to wrap around, it shall be possible to change the respective keys.

(2) If a UE has been in LTE_ACTIVE for a long period of time, it shall be possible to update the keys for UP and RRC ciphering/integrity protection, even though the sequence numbers are not close to wrapping.

(3) The operator shall be able to restrict the lifetime of KASME (independently of the key usage in LTE).

(4) If the UE has performed an inter-RAT handover from UTRAN/GERAN to LTE, it shall be possible to update all keys within seconds.
In addition, RAN2 is also concerned about key update in active state. in reply LS [3] from RAN2, It is said that: “RAN2 is studying the possibility to avoid changing keys while in state LTE_ACTIVE and some companies have proposed to perform key change by triggering an LTE_ACTIVE( LTE_IDLE(LTE_ACTIVE transition”.

This contribution focuses on how to address these security requirements in RAN3 and RAN2. And some new procedures are introduced for supporting these requirements. 

2 Procedures in S1 interface

This section discusses the S1 procedures which support key update in LTE-ACTIVE state. Maybe some new procedures need to be added to S1 interface.

2.1 eNB initiated Key Update Procedure

If key update triggered in eNB and the new keys need to be generated in MME, then eNB needs to send a message to MME to request a new KeNB. This procedure meets the requirements (1) and (2) with the KeNB is also update. But if new keys are derived from existing KeNB in the eNB itself, this procedure is not necessary.
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Figure 2: eNB initiated Key Update Procedure

1. Step1: eNB trigger the keys update by (1) sequence numbers for the UP or RRC ciphering/integrity protection are about to wrap around or (2) a UE has been in LTE_ACTIVE for a long period of time. eNB sends Key Update Request message to MME to request new KeNB.

2. Step2: MME derives new KeNB from KASME, and then sends this new KeNB and the derivation parameters to eNB. After receiving this new KeNB, the eNB will derive all UP and RRC ciphering/integrity keys immediately. 

3. Step3: eNB sends the derivation parameters and maybe new C-RNTI to UE for UE derivation of new keys. eNB also needs negotiate about activation of new keys with UE.

2.2 MME initiated Key Update Procedure

If key is generated in MME, especially for the requirement (3) and (4), then a new procedure is needed to send the new KeNB to eNB. 
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Figure 3: MME initiated Key Update Procedure

1. Step1: after AKA procedure, MME sends a Key Update Command message to eNB. This message shall include: (1) the new KeNB, (2) the derivation parameters and (3) NAS Keys activation information. The AKA procedure is triggered by (1) lifetime of KASME is expired or (2) inter-RAT handover from UTRAN/GERAN to LTE has been performed.

2. Step2: eNB sends the derivation parameters to UE for UE derivation of new keys. eNB also needs negotiate about activation of new keys with UE.

3. Step3: eNB response a Key Update Command ACK message to MME to confirm the activation of the new NAS key is successful.

3 How to activate the new keys?

When keys are updated, network shall notify UE about new keys and negotiate about activation time with the UE. This subsection gives two alternative solutions for these purposes.

3.1 SMC procedure
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Figure 6: SMC procedure for key activation

1. After deriving new UP or RRC ciphering/integrity keys from KeNB, eNB will send SMC Request message to UE to activate new keys. Some information maybe be included in this message: 1) parameters for derivation KeNB from KASME, 2) new C-RNTI, 3) activation time for new NAS keys, 4) activation time for new RRC keys, 5) activation time for new UP key. 
In order to guarantee new keys activation correctly, eNB shall terminate DL data transmitting before sends this message, or before sends the first packet which be protected by the new keys.
2. Upon receiving the SMC Request message, UE shall do the same derivation of new keys according the received parameters. And then back a SMC Request ACK message to confirm the activation information.

In order to guarantee new keys activation correctly, UE shall terminate UL data transmitting when receives SMC Request message, or before sends the first packet which be protected by the new keys.
3. All data can be transferred by new keys protection. 

3.2 Handover to itself

This alternative is that eNB send a HO command to UE to indicate UE handover to itself. 
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Figure 7: HO to itself for key activation

1. In handover procedure, source eNB shall derive a new K’eNB from KeNB and sends this new K’eNB to target eNB. Target eNB will also derive a new K’’eNB from the received K’eNB, and then derive all UP or RRC ciphering/integrity keys from this K’’eNB. Since here is the handover to source eNB itself, so all these derivation shall be performed in source eNB. After doing so, eNB needs to allocate a new C-RNTI and constructs a transparent container for UE and then send HO command message to UE.
eNB shall terminate DL data transmitting before sends HO Command message, and the next UP packet and next RRC packet will be protected by new keys.
2. Upon receiving the HO command message, UE shall do the same action with it receiving a normal HO command message. UE shall execute a KeNB -> K’eNB -> K’’eNB derivation procedure, and then derive new UP or RRC ciphering/integrity keys from K’’eNB. So all UP or RRC ciphering/integrity keys are updated. And then back a HO confirm message to eNB which is protected by new keys.

UE shall terminate UL data transmitting when receives HO command message, and then all uplink packets will be protected by new keys.
3. All data can be transferred by new keys protection. 

3.3 LTE_ACTIVE( LTE_IDLE(LTE_ACTIVE transition

As mentioned in introduction section, RAN2 is studying the possibility to perform key change by triggering an LTE_ACTIVE( LTE_IDLE(LTE_ACTIVE transition. But the state transition has the following drawbacks:

1. Interruption: As estimated by RAN2, the interruption of this state transition is about 100ms. This is “in contradiction to the effort which was put in LTE to ensure a well performing handover and seamless user perception in both, real-time services and TCP-based services [2]”. So the interruption shall be avoided.

2. Complexity: if the LTE_ACTIVE( LTE_IDLE(LTE_ACTIVE transition is adopted, then some further questions are raised: shall the UE state in MME be also transited? How does the eNB handle in the period of state transition? Shall all of the bearer be released and re-established? It is too complex to address this question. 
3.4 Discussion
Thus, following the discussion above, it is suggested that the LTE_ACTIVE( LTE_IDLE(LTE_ACTIVE transition shall be rule out for key update in active state.

Then for the two alternatives described in subsection 3.1 and 3.2, which one is better? Here gives some comparisons:

1. Alternative 2 is very efficient for UP or RRC ciphering/integrity keys update from existing KeNB. But if all keys need to be updated, especially for NAS key also being updated, or UP or RRC ciphering/integrity keys update from a new KeNB, this solution can not meet the requirements, since it can’t transfer some derivation parameters and NAS activation information.
2. Alternative 1 is more effective to minimize the interruption: Here gives an example, assuming that the DL PDCP SN of the user data PDCP PDU which sent to UE at the same time the SMC Request message is also sent is 5. Also assuming the round trip of signalling is 40ms and the velocity of DL user data transfer is 2 PDCP PDU per ms; then if eNB indicates to UE in SMC Request message that the new keys begin to apply to the PDCP PDUs with the SN is greater than 85 (5+40*2=85), then there is no interruption. And vice versa.

So Alternative 1 is a better solution.
4 Conclusion
According to the discussion above, the conclusion can be summarized as:
1. The LTE_ACTIVE( LTE_IDLE(LTE_ACTIVE transition is not needed for security keys update in active state.
2. it is proposed that a SMC procedure is introduced into radio interface to meet the requirement of key update in active state.
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