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1.
Introduction
During the RRC Conference call-3, has been agreed that the UE should reject a handover command when security has not been activated, based on a consensus assumption that in case of emergency calls security is activated using “dummy algorithm”, and thus from an AS point of view security would be started.
An open issue identified during the conference call was to check how this assumption works for non-attached users. This paper looks into this and proposes to decide to validate the use of “dummy security” for emergency calls as the way forward.

In addition, a text proposal for the Stage 2 is also included.

2.
Discussion
In both [1] and [2], it was proposed to use “dummy security” for emergency calls, i.e. to activate both ciphering and integrity protection, but realized by using either “dummy keys” (keys used for ciphering and integrity are set to a predefined dummy value), and/or “dummy algorithms” (algorithms that doesn’t modify the sequence or that generate always a predictable sequence). 


If “dummy keys” are used, any algorithm supported by both the UE and the eNB resulting of algorithm negotiation could be used. In the case, for AS in the UE and for the eNB the case of emergency calls can be handled in a transparent manner.

If “dummy algorithms” are used, there wouldn’t be any algorithm negotiation for emergency call and any keys could be used.
But before agreeing on this proposal, we wanted to check how it would work for the case of non-attached users that use a SIM card, but which are camping on a forbidden PLMN. This case is important because if those users are supposed to attach and perform an AKA before starting the emergency call this would put a strict requirement on the Attach procedure, and might have had an impact on the agreement to not support mobility during the attach procedure.
From 33.102 and 24.008, it seems that security is not invoked:

From 33.102 V7.1.0  § 6.4.9.2
Security procedures not applied:

As a serving network option, emergency calls may be established without the network having to apply the security mode procedure as defined in TS 24.008.

The following are the only cases  where the "security procedure not applied" option may be used:

a)
Authentication is impossible because the (U)SIM is absent;

b)
Authentication is impossible because the serving network cannot obtain authentication vectors due to a network failure;

c)
Authentication is impossible because the (U)SIM is not permitted to receive non-emergency services from the serving network (e.g. there is no roaming agreement or the IMSI is barred);
d)
Authentication is possible but the serving network cannot successfully authenticate the (U)SIMThe following 
Further, from 24.008 V7.8.0 § 10.5.1.4
Mobile Identity:

For emergency call establishment and re-establishment the mobile station shall select the mobile identity type with the following priority:

1-
TMSI: The TMSI shall be used if it is available and if the location update status is UPDATED, and the stored LAI is equal to the one received on the BCCH from the current serving cell.

2-
IMSI: The IMSI shall be used in cases where no TMSI is available or TMSI is available but either the update status is different from UPDATED, or the stored LAI is different from the one received on the BCCH from the current serving cell.
3-
IMEI: The IMEI shall be used in cases where no SIM/USIM is available or the SIM/USIM is considered as not valid by the mobile station or no IMSI or TMSI is available.

From the above, it seems that security is not invoked for UMTS for the non-attached users in a forbidden LA.  Further, normally, the CN will not attempt to contact the HLR if it is knows directly from the IMSI that it is not allowed access (such as in your home country) in that network.  

So this case could be handled by for example, performing an Attach with a special cause value (emergency access) that will bypass the HLR access and have the MME just locally invoke the “dummy security” procedure.

3.
Conclusion

For the case of emergency calls coming from UE camping on a forbidden PLMN it seems possible for the MME to just locally invoke the “dummy security” procedure.  This closes the only open issue identified on security for emergency calls.
We now propose to conclude that for emergency calls security is activated using “dummy security”.
We also propose to inform this working assumption to SA3 and CT1 such that they can take this into account in their respective discussions.
4.
Text proposal for 36.300
14.1
Overview and Principles

The following principles apply to E-UTRAN security:

-
The eNB keys are cryptographically separated from the EPC keys used for NAS protection (making it impossible to use the eNB key to figure out an EPC key).

-
The keys are derived in the EPC/UE from key material that was generated by a NAS (EPC/UE) level AKA procedure.

-
The eNB keys are sent from the EPC to the eNB when the UE is entering LTE_ACTIVE state (i.e. during RRC connection or S1 context setup).

-
Key material for the eNB keys is sent between the eNBs during LTE_ACTIVE intra-E-UTRAN mobility.

-
A sequence number is used as input to the ciphering and integrity protection. A given sequence number must only be used once for a given eNB key (except for identical re-transmission). The same sequence number can be used for both ciphering and integrity protection.

-
A hyper frame number (HFN) (i.e. an overflow counter mechanism) is used in the eNB and UE in order to limit the actual number of sequence number bits that is needed to be sent over the radio. The HFN needs to be synchronized between the UE and eNB.
-
For emergency calls, security is activated using “dummy security”.
As a result of an AKA run, the EPC and the UE share a base-key named K_ASME. From K_ASME, the NAS, (and indirectly) K_eNB keys are derived. The K_ASME never leaves the EPC, but the K_eNB key is transported to the eNB from the EPC when the UE transitions to LTE_ACTIVE. From the K_eNB, the eNB and UE can derive the UP and RRC keys. When the UE goes into LTE_IDLE or LTE_DETACHED, the K_eNB, UP and RRC keys are deleted from the eNB. The key hierarchy is depicted on Figure 14.1-1 below:
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Figure 14.1-1: Key Hierarchy
14.2
Security termination points

The table below describes the security termination points.

Table 14.2 Security Termination Points

	
	Ciphering
	Integrity Protection

	NAS Signalling
	Required and terminated in MME
	Required and terminated in MME

	U-Plane Data
	Required and terminated in eNB 
	Not Required 
(NOTE 1)

	RRC Signalling (AS)
	Required and terminated in eNB

	Required and terminated in eNB


	MAC Signalling (AS)
	Not required (NOTE 2)
	Not required (NOTE 2)

	NOTE 1: Integrity protection for U-Plane is not required and thus it is not supported between UE and Serving Gateway or for the transport of user plane data between eNB and Serving Gateway on S1 interface.

NOTE 2: SA3 needs to further study on whether buffer status reports from UEs to the eNBs in MAC layer need to be protected.
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