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1.
Introduction
During the latest meetings it has been discussed how security can be started and changed and three alternatives have been proposed to SA3 in [2]. In this contribution we focus on a specific problem when a radio bearer is setup, released and re-setup during the lifetime of the RRC connection.
2.
Radio bearer release and following setup
Based on the decision that the UE uses new key values at each transition from idle to active is our understanding that the COUNT values and especially the HFN values used in PDCP should be initialized at the first setup of the radio bearer, and especially the HFN and the SN will be set to 0 due to the fact that new keys are always used in the AS of the UE and the eNodeB.

However, for the case that a radio bearer had already been setup and released once during the lifetime of the RRC connection, at a subsequent setup of the radio bearer the HFN should not be initialized to 0 any more in order to prevent to re-use the same COUNT values. There are different possibilities that could be imagined to handle this case:

1. The eNodeB and / or the UE maintain the latest COUNT value for each RB Id for the uplink and / or downlink that corresponds to the COUNT value associated with the highest received / transmitted (or processed) PDCP PDU when a radio bearer is released. Then the UE and the eNodeB can re-use this COUNT value for the initialisation of the HFN and / or the corresponding SN.
For the eNodeB this implies that the corresponding COUNT values or parts of it need to be transferred between eNodeBs in the UE context for each handover.

2. It could b forbidden to release a RB during an active RRC connection
3. The eNodeB could be mandated to never re-use the same RB Id. This would imply that during mobility the eNodeB needs to forward the list of already “used” RB Ids, and the UE would have to reject the setup of a RB with an Id that has already been used.
4. The UE could indicate to the eNodeB an initialization value for the RB that is about to be established in the RB setup complete message in the same way that this is done for UMTS. 
Our understanding is that the impact of the proposal in 1 and 4 is relatively small, and therefore propose to agree on the fact that for each radio bearer at the setup the UE or the eNodeB should indicate an initialisation value based on the biggest value that has been used so far for this radio bearer in the UL or DL.
3.
Conclusion

We propose to conclude that the UE or the eNodeB should indicate an initialization value for the setup of the radio bearer which is based on the highest COUNT value that has been used so far with the given key. If the group can agree on one of those alternatives LGE volunteers to prepare a text proposal for the RRC / Stage 2 specifications.
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[1] R2-073001, LS to SA3 on Service Request for Sae/LTE

[2] R2-073002, Reply LS to SA3 on Key change in LTE active mode
[3] R2-072887, (S3-070476, to RAN WG2). LS on Security Mode Command procedure for SAE/LTE





















1
2

