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Introduction

In RAN2#55 the order of ciphering and integrity has been discussed, and it has been highlighted in [2] that a certain order in UM and DL allows the UE to process integrity and ciphering in parallel, based on the information from SA3 in [1] that the order of ciphering and integrity protection is not important from a security point of view. It has been proposed at this time that the decision should be taken at a later meeting. We propose to discuss the issue again and take the decision if possible at this meeting.
General considerations
According to the discussions the LTE security functions are located in the ENodeB..
In the following we concentrate on the RRC ciphering and integrity. It has been agreed by SA3 that ciphering and integrity can be based on the same COUNT values in [3]. Therefore in Figure 1
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Figure 2 the two alternatives performing ciphering and integrity are shown .
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Figure 1: Ciphering and integrity protection
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Figure 2: Ciphering and integrity protection
In [1] it is explained that the order of integrity protection and / or ciphering should be chosen on an implementation basis. From a processing power point of view the UE is the weaker part compared to the eNodeB. Therefore we propose that:

· In the uplink the integrity should be calculated on the unciphered messages, in order to allow the UE to perform integrity protection and ciphering in parallel as shown in Figure 1.
· In the downlink the integrity should be calculated on the ciphered message, so that the UE can decipher a message while checking the integrity Figure 2.
Due to the possible interactions between integrity check and the checking of the content of the message it may be necessary that the integrity of a message needs to be re-checked after deciphering has already been performed. However we believe that in most cases, i.e. when integrity is successful there will be a gain in the processing delay.
Thus we expect an advantage in the processing delay since this allows parallel handling of integrity and ciphering.
Conclusion

It is proposed to discuss the advantages of allowing the UE to perform ciphering and integrity protection in uplink and in downlink in parallel and to take the according decision on the order of ciphering and integrity protection.
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