3GPP TSG RAN WG2 #59bis

R2-074158
8th – 12th October, Shanghai, China
Source:
Panasonic
Title: 
Security for Radio Bearer setup
Agenda Item:
5.2.1.3
Document for:
Discussion and decision 
1. Introduction

In RAN2#58bis meeting, it was discussed how to send security configuration and RAB configuration in [1]. Current proposed procedure is to have specific UE behaviour to handle non-ciphered message for security configuration and ciphered message for RAB configuration, which are transmitted together. This procedure supports both low latency and security, but introduces additional complexity between RRC and PDCP. The behavior is illustrated in Figure 1.
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Figure 1: Security configuration
Low latency is one of important requirements in LTE. Therefore, it should be possible to send security configuration and RAB configuration in one message. Security is, of course, also important for cellular system. However, we think RAB configuration wouldn't require high security level to other messages. This document proposes to use stored configuration as alternative approach to support security.
2. Discussion
Stored configuration was proposed in Rel-7 working item "signalling optimization". In stored configuration, RAB configuration associated with index is stored in UE. Network only needs to inform UE of the index to establish RAB. Therefore, call setup time can be reduced by minimizing message size. We propose this concept is used for RAB configuration to hide RAB configuration to others, since only index is transmitted to UE. 
Our proposed procedure to use stored configuration is illustrated in Figure 2. Following are main steps.
step 1. Core network requests eNB to send stored configuration during attach or some procedure
step 2. eNB decides configurations to store in UE, and sends the configuration to UE as stored configuration. Here, mapping between index and configurations should be different among UEs, and message to UE is ciphered.
step 3. UE stores the stored configuration

step 4. eNB informs core network of contents of stored configuration. Core network stored the contents, probably as transparent container for NAS

step 5. Core network sends contents of stored configuration to eNB, when core network receives NAS message for service request
step 6. eNB stores contents of stored configuration

step 7. eNB sends stored configuration index with security configuration to eNB without ciphering. Here, meaning of the index is only known to the UE, since different index would be allocated to UE in step2.
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Figure 2: Procedure to use stored configuration for security

Although this behaviour is not so secure compared with ciphering of RAB configuration, we think this scheme has enough security level for RAB configuration. In addition, this scheme doesn’t require additional complexity, if stored configuration concept is used. Therefore, we propose to support this scheme without introducing new behaviour between RRC and PDCP.
3. Conclusion
This document discusses to use stored configuration for security of RAB configuration. We propose RAN2 discusses proposed behaviour in section2, and agreed to use stored configuration to support security for RAB configuration.
Reference

[1] R2-072555, "Combined Radio Connection Change and Security", Ericsson

[2] TR25.815, "Signalling enhancements for Circuit-Switched (CS) and Packet-Switched (PS) connections; Analyses and recommendations"















3GPP


