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1 Introduction

It has been agreed to continue the source cell PDCP SNs in the target cell after HO to facilitate in-sequence delivery to higher layers. Handling of HFN for ciphering and integrity protection (only C-plane) is, however, still open.
2 Discussion

Based on previous agreements different requirements can be deduced for C-plane and U-plane radio bearers. In the following we treat SRBs and RBs separately. Further, RBs are examined for both RLC UM and RLC AM.
2.1 SRBs

Since it has been agreed to not forward RRC messages and security keys are also changed at HO, there is no need to transfer any state information for SRBs to the target cell. Both HFN and SN can be restarted from zero. Since this solution needs no signalling between source and target cells, this is also considered the preferred solution.
Proposal 1: For SRBs, HFN and SN are reset in the target cell at HO.
2.2 RBs – RLC UM
Also for RBs, the security keys are changed and reply attacks are not an issue. Thus, there is no need to maintain the HFN from a security perspective; i.e., to avoid repetition of the input to the key-stream generator. For RB configured with RLC UM, there is also no issue with reordering so, RLC UM bearers can be treated the same way as SRBs; i.e. HFN and SN restart from zero in target cell after HO. This is, in fact, the best solution considering that continuation of the SNs in the target cell in combination with the possibility for packet loss on an RLC UM RB can lead to loss of HFN synchronisation; illustrated without packet loss in Figure 1, and with desynchronisation due to packet loss in Figure 2.

Proposal 2: For UM RLC RBs, HFN and SN are reset in the target cell at HO.
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Figure 1: HFN synchronisation when no packets are lost.
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Figure 2: HFN desynchronised due to packet loss.
2.3 RBs – RLC AM
For AM RLC RBs, there is need to support reordering in the target cell to allow selective retransmission in the target while still providing in-sequence delivery to higher layers. Thus, SNs are continued in the target cell. As for SRBs and UM RLC RBs there is no need to maintain the HFN. 
Since there is no requirement to continue source HFN in target, it would seem preferable to reset HFN in the target to avoid unnecessary key change in the target cell due to HFN of one bearer overflowing shortly after HO.

Proposal 3: For AM RLC RBs, HFN is reset, but SN resumed in the target cell at HO.

For the sake of proper resequencing and maintenance of crypto synch, care must be taken in the detection and handling of wrap around of SNs; e.g., to avoid error cases like the one depicted in Figure 2.
On a principal level, there are two main alternatives for handling of HFN at HO which meet the above requirements:

1. Suspended transmission 
To avoid HFN desynchronisation, transmissions are suspended and HFN and SN state information is transferred to the target before transmissions are resumed. Two options are envisioned:

a. Transmissions are suspended in the target until the status reports from source cell to target cell and between UE and target eNB has been received. HFN and window state is included in the PDCP status reports and with each packet forwarded from source cell to target cell.
b. Transmissions are suspended in the source at the time of HO preparation. HFN and window state is transferred in the HO preparation message over X2. Transmissions resume immediately when UE arrives to the target cell.
2. Delayed increment of HFN
To avoid HFN desynchronisation, the first HFN increment point is, temporarily, moved forward so as to ensure that HFN increments are not needed soon after HO; Figure 3 and Figure 4. Error cases such as the one depicted in Figure 2 are, thereby, avoided. When to increment HFN needs to be signalled between transmitter and receiver. This can however be done in parallel to data transmissions.
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Figure 3: HFN Increment point moved forward
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Figure 4: HFN increment point not moved forward.
As noted above, alternatives 1 and 2 both avoid error cases due to limited state information in the target cell. Alternative 1, however, has the drawbacks of increasing interruption time and signalling overhead. Alternative 2 does not increase interruption time and requires less signalling.
Proposal 4: SN wraparound is handled with delayed increment of HFN at HO.

3 Conclusion

We propose to discuss and if possible agree to the following proposals:
Proposal 1: For SRBs, HFN and SN are reset in the target cell at HO.
Proposal 2: For UM RLC RBs, HFN and SN are reset in the target cell at HO.

Proposal 3: For AM RLC RBs, HFN is reset, but SN resumed in the target cell at HO.

Proposal 4: SN wraparound is handled with delayed increment of HFN at HO.
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